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Abstract—This paper describes a practical application of risk
assessment in a project involving governance and compliance
of Artificial Intelligence and Internet-of-Things solutions in
healthcare. The proposed methodology consists of five steps
applied to the high performance computing platform used for
managing Internet of Medical Things technologies. We describe
the architecture of the tool as well as assets, dimensions, and
levels of investigation. The main points of interest are discussed.
The use case demonstrates the effectiveness of an Information
Technology risk assessment process in healthcare organization
management.

Index Terms—Enterprise Risk Management, Governance Risk
and Compliance, Telehealth, Hospital at Home Service

I. INTRODUCTION

In an increasingly data-driven world, it is essential to
support an organization through modern, secure and reliable
technologies. Business process management (BPM) [1] fo-
cuses on business process lifecycle daily procedures, which
are also relevant in Risk Management (RM) [2], [3]. In par-
ticular, Enterprise Risk Management focused on risks that face
organizations with the aim to improve corporate governance
and RM [4], [5], whereas Risk Assessment (RA) allows for the
identification of potential risks to a project [6]. In this context,
an assessment allows for a risk-informed decision making [7].
Nowadays, the regulatory dimension has become increasingly
important and IT tools can help organizations to meet the new
standards [8].

The integrated concept of Governance, Risk and Compli-
ance (GRC) successfully enables an organization to manage
the three aspects of GRC acronym together [9]. This concept
has recently found increasing interest among researchers and
practitioners in several areas [10], from finance [11] to indus-
try [12]. Some results have also been explored in healthcare,
where there is an urgent need for procedures to contrast data
loss, to pursue security, and compliance to norms [13]. These
procedures are increasingly complex. For instance, the origin
of data breaches can be either directly or indirectly the result
of employee carelessness or failure to comply with existing

information security regulations and policies [14], as well as
due to external attacks.

This paper presents an Information Technology Risk As-
sessment (ITRA) use case in a telehealth project on hospital-
at-home services. In view of the most recent regulations on
the protection of privacy, personal data (GDPR) and data
breach risks, the proposed methodology allows to perform
an IT risk analysis to assess and monitor the components
potentially subject to risks. In particular, this work discusses
an IT solution to support physicians and patients by bringing
together Internet of Medical Things (IoMT) technologies,
artificial intelligence (AI) and process management on a high-
performance computing research platform (HPC4AI.) Full risk
governance requires clarity of purpose, cross-functionality,
precision. The GRC platform implemented the ITRA along
with ICT staff who helped identify the risks associated with
the platform.

In the following of the paper we first introduce the back-
ground with related work and the case study (Section II). Then
we describe the GRC framework in Section III and the ITRA
in Section IV. Section V provides technical insights about
the integration of the tool in the RM process. Finally, some
discussion on the technological and methodological challenges
arisen so far are detailed in Section VI, while Section VII
concludes the paper.

II. BACKGROUND

A. Related work

Existing RA methodologies depend on contexts, the type
of organizations, as well as the primary objective (e.g.,
damage on critical assets versus threat viability) [15]. These
approaches can be defined by governments, standards bodies,
as well as guidelines or best practices, like e.g. NIST SP800-30
or ISO/IEC 27001. In an organization, regular RA will enable
the continuous improvement to advance enterprise-wide risk
management [16].



Cyber-physical systems, Artificial Intelligence (AI) and
Internet-of-Things (IoT) frameworks are particularly challeng-
ing for RM [17], [18]. According to [19], the main issues
include:

(i) The periodic nature of assessments [20], requiring con-
sideration of the dynamics of devices currently in use and
those that might become connected.

(ii) Because technological changes are sudden and unpre-
dictable, IT professionals can alarmingly identify many
more potential risks when many will never materialize.

(iii) Understanding the overall system is not only in the
communication protocols and standards, but also in the
inner workings of the actors themselves.

(iv) Some assets can become a platform for attack, as they
can be attacked and used as distributed cyber-weapons.

These challenges need new approaches to assess risk and
build system trust [21]. GRC systems are increasingly used
as an integrated and holistic approach [10] to enterprise-wide
governance, risk, and compliance [22]. In healthcare, the adop-
tion of IoMT [23] has emphasized the security and privacy [24]
of GRC health systems [25], the hospital management perspec-
tive [26], as well as healthcare risk communication [27].

B. The use case

Telehealth project. This work is based on a three-year
telemedicine project (CANP) involving an IoMT device sys-
tem for home hospitalization1. The technological solutions
are based on an HPC platform to facilitate data collection,
processing, and return. The particularly challenging nature of
CANP was the implementation of a complex technological
apparatus resulting from the proactive collaboration of several
organizations [28], [29]. In fact, the partners involved were
15 small and medium ICT enterprises, 2 large enterprises, 2
universities (University and Politecnico of Torino), a private
research center, and 4 hospitals. The main hospital involved in
the project is the City of Health and Science of Turin, one of
the most populated cities in Northern Italy. In particular, the
Home Hospitalization Service has been in operation for over
30 years, proving its value for a variety of acute and chronic
illnesses [30].

Devices and applications of IoMT. The set of ICT solutions
involved in the project includes: i. A clinical platform to
manage clinical trials information (e.g., data from question-
naires, user input, clinical external platforms.) ii) A solution
for enabling remote control of patients, caregivers or staff to
perform health care procedures, examination and adherence to
therapy. iii) A telemedicine & IoT Platform to collect personal
health information and daily activities with the support of
integrated environmental sensors, wireless medical devices,
secure audio/video connections. iv) A mobile application
and web platform for monitoring drugs interactions. v) An
application to perform language rehabilitation exercises. vi) A
conversational agent for training on some therapeutic practices.

1The CANP project has been funded by a POR FESR UE initiative, see
http://casanelparco-project.it/ (accessed 12 Oct 2021.)

vii) An augmented reality mobile application to accompany
the caregiver in the use and maintenance of complex medical
devices. viii) A wearable device (aesthetically a wristwatch)
and a base station acting as home gateway.

HPC4AI. The technological infrastructure HPC4AI [31] is
a cloud system for hosting the above mentioned IoT solutions,
as well as to collect and facilitate data analysis of telemedicine
activities [32].

III. GOVERNANCE, RISK, AND COMPLIANCE SOLUTION

A. General framework

Effective RM must balance the needs of both security and
reliability required by the nature of the project and complete-
ness and conformity necessary for an effective RM activity.
After an initial analysis of the data processing methods within
the project perimeter, the focus shifted to an assessment of
the technological system and the tools for controlling and
combating risks. The initial definition of the analysis perimeter
includes the identification of the main IT risk components. In
particular, the following entities have been investigated: i) IT
assets, meaning all technological applications, databases, IT
procedures inherent to the project. ii) Scenarios, threats and
vulnerabilities, i.e. the modalities through which it is possible
to proceed with circumstantial analysis on the occurrence of
risk hypotheses. iii) Controls and countermeasures, i.e. the
mitigation and/or contrast activities implemented in order to
limit, contrast or remedy the occurrence of risk hypothesis.

B. GRC architecture

The multi-tier architecture infrastructure allows the de-
ployment of the application, as described in Figure 1. The
GRC platform includes several modular technological solu-
tions, highly flexible, that can host - even simultaneously -
different configurations for the management of operational
risk, compliance, governance. Being a common platform for
several solutions allows GRC to manage in a homogeneous
and centralized way all the cross functional aspects, necessary
to the different configurations in place. The configurations
can ensure information consistency and functional integrity.
More specifically, GRC offers homogeneous and transversal
functionalities regarding:

• The profiling and management of the organizational struc-
ture.

• The ability to configure synchronization/alignment pro-
cedures from third-party sources.

• Management of taxonomies, questionnaires and work-
flows.

• Management of roles and permissions.

C. GRC implementation

The GRC architecture represents the logical subdivision of
the application components. The main implemented software
components that constitute the whole application are:

• The data repository is managed on a SQL Server
database.

• The ASP.NET Framework application encapsulates:

http://casanelparco-project.it/


Fig. 1. Logical tiers of GRC architecture

– The entire business logic layer
– The data access layer
– The server-side web API used by the clients
– The static contents that constitute the client application

Finally, the client is available through a web application
based on the Angular framework.

D. Modules

The system modules used and adapted in the project are:
• Risk Shelter. A platform for the management of opera-

tional risks, containing a description of the activities that
are ‘risky’ and potentially generate loss events.

• ITRM. This module stores information about company
assets, threats and related controls, as well as detailed
information and the results of RA.

• Normageos. A module for the management of non-
compliance risks and in particular for the management
of the record of processing and normative issue, like e.g.
GDPR.

• Transversal modules for the management of the system’s
basic master data (users, roles, permissions, organiza-
tional units, companies, taxonomies).

In particular, the data stored on the GRC platform concerns
user data (e.g., first name, last name, email address), as well
as the organizational structure.

IV. RISK ASSESSMENT

RA is the process of analysing potential threats and vul-
nerabilities to the IT systems to establish what losses might
expect to incur if certain events happen. The objective is to
help you achieve optimal security at a reasonable cost.

The ITRA was conducted by applying the methodology
here presented together with the above mentioned GRC. The
definition and application of a stable methodology is funda-
mental, in any business project, to support the governance
phase. This allows the execution of an Analysis Governance
Process, to which all activities and resources must refer in
order to set and control the performance in accordance with
the project objectives. The methodology adopts a flexible and
modular methodological approach that can be summarized in
the following operational phases, as in Figure 2.

Fig. 2. The phases of the methodological approach

Identification. Identifies all relevant objects that are involved
in the IT risk analysis consistent with the objectives stated in
the project setup, e.g. People, roles, and organizational units.
This phase includes the analysis of: i) IT incidents, complaints,
loss accounting events, anomaly reports. ii) IT assets (software
procedures, services, databases, infrastructure and tools with
their quality objectives.) iii) The categories of risk, threats
and vulnerabilities, impact, IT risk factors. iv) Regulatory
compliance, internal and external regulations, policies.

Mapping. It concerns the structured allocation of asset risks
in business processes, making explicit where they may occur,
allowing the creation of a map of the relationships between
the objects foreseen in the risk model. This is realized in the
identification of relations to two or more dimensions. Exam-
ples of two-dimensional relationships are asset-threat or threat-
control relationships. Relations with more than one dimension
are those, also derived, such as asset-threats-controls.

Evaluation. Evaluates the Risks with ex-ante methodologies
(Self RA) and/or ex-post (statistical analysis of events that
have occurred.) This operational phase involves the actors
who have responsibilities in RM for assigning the impact,
probability and adequacy values of the controls necessary to
define the risk levels (gross and residual.)

Monitoring. Configures the monitoring system and the
methods for measuring the risks identified in the previous
phase also with the use of Key Risk Indicators dashboards.
Risk monitoring is an activity whose benefit is in its con-
tinuous application because it allows to identify punctually,
perhaps early, the elements (assets, threats, controls) that deter-
mine a level of risk that exceeds certain tolerance thresholds.

Mitigation. Implement mitigation actions that operate on
the conditions that determine the critical events to reduce
the probability of occurrence and cancel the effects, operating
intervention plans and verifying their execution over time.

Program, communication and change management.
Transversal phase whose purpose is to transfer, at all levels,
in a correct and effective way, the information derived from
RA and that allow the right people to make decisions in a
correct and informed way.

V. INTEGRATING THE TOOL IN RISK MANAGEMENT
PROCESS

RA is considered the first activity of a RM process. Best
Practice about treating RM refers to the Deming PDCA cycle
[33]. RA is primarily related to the Plan phase and can be
involved in the Check and Act phases. GRC helps the approach



of RA as part of PDCA Plan phase, because the methodology
is implemented as reusable set of objects, inside a RA Session.
These objects represents all the elements the Risk Manager has
to evaluate in a RA:

• Assets: these objects are the value item that are to be
included in the RA, as they can be potentially involved in
accidents or damage events. They represent the perimeter
of the RA. Any of these object can be assigned to a
separated Organizational Unit, represented by a group of
users associated within a RA session. These improves
Segregation of Duty requisite and can assign the evalua-
tion work to the suitable Asset Manager.

• Threats: they represent the cause of damages that can
occur to assets.

• Scenarios: they represents set of impacts/damages that
can occur when a threat is applied to an Asset. Scenarios
are essential to estimate the real impact on the evaluated
perimeter. In an ITRA, typical scenarios are related to
data status (Confidentiality, Integrity, Availability)

• Controls: these objects are the countermeasures that can
be implemented to mitigate or cancel the probability that
a threat can cause a significant damage to an asset.

• Measure Scales: these are the evaluation terms of measure
about Probability and Impact that a Threat can occur on
an Asset, causing a impact on a Scenario. The scales are
defined as qualitative enumerating sets and also numeric
values can be assigned to the items.

All these objects are treated as separated item catalogs,
permanently stored in GRC. Their scope is global to a GRC
instance, so that these catalogs can be used to start any RA
Session.

Moreover, the RA Sessions are permanently stored with
their status about completeness of all the methodology steps.
The Risk Manager can jump between states at any time and
there is a validation check between any state, that reports any
anomaly about inconsistency in evaluation, cross relations and
so on. As a RA session is completed, a new RA session can be
derived from the completed one. This is very useful in a PDCA
Risk Management process in the Check and Act Phase: the
second RA can be compared directly with the one completed in
the Plan Phase and the results between the supposed mitigation
strategy and the implemented one are immediately visible.
This way, the Act Phase of correcting the strategy can be
implemented easily.

VI. DISCUSSION

The practical application presented in the paper includes
several points of interest. We mention here some considera-
tions about some ITRA features pros and cons, the auditability,
as well as the repercussions on the privacy issue in healthcare.

Advantages and disadvantages. The qualitative/quantitative
procedure adopted makes it possible to introduce an Assess-
ment that precisely determines the system of controls applied
(asset catalog) in order to carry out a Control Assessment, to
indicate the probability of occurrence of the threats, and finally
apply a system of controls. Compared to standards and best

practices, this model sees a refined controls level analysis,
based on two main drivers: i) the existence of effectiveness
(i.e., the capacity of the countermeasures, either contrast or
mitigation, in daily life to exert its effects), and ii) regularity
(i.e., after having ascertained that it exists and is effective,
it is measured how effectively this countermeasure is regular,
in accordance with authority, national norms and standards.)
One very useful feature is the ability to assign parts of
the RA pipeline to groups and roles entities. This allows
users to proceed more directly, without having to contact
the people who are doing the work independently. Another
advantage is the possibility to reuse parts of the process
through the “templating” functionality of the RA. This avoids
having to rely solely on external documents, and trying to
reconstruct the history of part of the evaluation by rereading
the documentation (this procedure can leave significant errors
in the reconstruction.) Finally, the experience demonstrates the
usefulness of such an ITRA tool for thinning out the threats.
In fact, users with little RA experience may initially indicate
too many threats and overestimate the risk. This would need
more rounds of accommodation and reduction in numerosity,
wasting time. Some suggestions for improvement relate to
adopting a scale that can be applied to cascading controls,
as well as to enhance the graphics section, perhaps with heat-
maps in the dashboard.

Audit-proof system. A relevant aspect of the current ap-
proach is that allows the board and the lenders (for project
audits) to access a report on the product that was created as
a summary for having a big picture easy to consult. Every
object inside an ITRA session can have a document file
attached, so that every point of attention in the assessment
can be motivated. Unlike typical methods using raw repre-
sentation in tables and spreadsheets, this assessment becomes
auditable/accountable. In fact, ITRA helps in case of audits
or inspections by internal or external supervisory bodies to
reconstruct and justify the choices made through specific logs
and records of changes of any significant element of the
analysis. An opportune representation of the results improves
the understanding, like in the example provided in Figure 3.

ITRA in itinere. Instead of doing a proof-of-concept through
prototypes, in this project the ITRA was done in itinere.
The output of the CANP project is a set of technologies
working for clinicians on HPC4AI, the container platform of
the technology stack. The proposed ITRA demonstrated that
already the prototyping phase is consistent with the standards
(e.g., with GDPR, system of controls, cyber security.) The
assessment as early as conceptualization certifies that the
product of the project is already consistent with real world
standards.

Privacy issues in healthcare. A relevant point of attention is
the issue of privacy, which is becoming increasingly relevant
in healthcare. The ITRA system allows to keep under control
the privacy threats as the legislation after GDPR has become
very strict. The tool allows managers not to miss some controls
and also helps streamline the methodology.

Project management. In a project with multiple partners, the



Fig. 3. The final map of risk points as intersections between impact probability
and applied controls (text in Italian)

GRC facilitates coordination and collaboration, being a multi-
partner and multi-role tool. The above mentioned experience
makes it possible to assess the effectiveness of increasing
integration of an IT risk management process even within
research projects, for which regulations are less restrictive and
binding.

VII. CONCLUSIONS AND FUTURE WORKS

This paper described a methodology for ITRA applied in an
AI and IoT healthcare project, demonstrating the usefulness of
such a tool instead of traditional spreadsheet-based AR. The
use case demonstrates how introduce RM topics to technical
staff of an ICT organization. The next step is to apply a
maturity model, which was not applied here because this was
the first attempt at ITRA for the organization’s staff involved
in the project. In fact, the staff (process owners) are technical
figures who were not familiar with these concepts and tools.
The model applied here has allowed the introduction of a
“company culture” capacity to address the issue of risks, which
through the proposed tool have approached the RM and will
therefore be able to carry out the maturity model.

Another future work is to improve the current tool with
the inclusion of controls within processes, from a BPM
perspective, in order to have an RA that can be updated
automatically. Finally, it would be helpful to have pre-mapping
between controls, countermeasures, and risks already available
(e.g., on ISO 27001 categories). This can help to automatically
load risks and threat categories if the user has no previous
experience.
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