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“Is it Legit, To You?”. An Exploration of Players’ Perceptions of Cheating in a
Multiplayer Video Game: Making Sense of Uncertainty

Abstract. Cheating is a major concern for any gaming environment, but effective solutions
are still far from being found. Previous research has overlooked the social complexity of
current video games and the role that technology may have in determining the cheating
practices. In this article, we explore how cheating unfolds within Call of Duty: Warzone
through a digital ethnography, analyzing the perspectives of both amateur players and video
game streamers and how technology shapes the cheating phenomenon. We highlight that
players’ perception of cheating depends on the “social role” of the cheater. Moreover, the
technological sophistication of cheats makes them uncertain in the players’ eyes, contributing
to the spreading of mutual suspicion and surveillance practices. Based on these findings, we
offer a novel understanding of cheating as a sort of black box that only a few individuals are
able to decipher, and several design considerations addressing the cheating practices in

contemporary games.
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1. Introduction

Cheating is widely acknowledged as one of the most problematic issues affecting online gaming
worlds, especially in competitive video games like First-Person Shooters (FPS) (Yu et al., 2012).
Technically speaking, cheats are third-party software that crack the original game code to enable
gaming actions that would be impossible to perform otherwise, like automatically targeting an
enemy (Blackburn et al., 2012). The uncontrolled spread of these unfair practices may reduce the
gaming company’s profits (Du & Chen, 2009; Chen & Wu, 2015), damage its reputation (Consalvo,
2007) and undermine the players’ experience (Irdeto, 2018), who may even decide to abandon the
game (Davis, 2002). A great amount of money is therefore spent by the gaming industry to develop
anti-cheat software (Kaplan, 2017), but cheat creators are always ready to bypass these technical
defenses (Morris, 2003). Cheating is thus an endemic problem of video games, whose eradication
through technological means is currently far from being achieved.

Research on cheating could then benefit from an investigation of the human side of the
phenomenon, whose understanding may lead to design more effective countermeasures that do not
rely exclusively on technology development. Previous research adopting a “human-centered
approach” conceptualized cheating as anything that provides an unfair advantage over other players
(Botvich et al., 2010): however, different players may attribute the label of “cheating” to different
gaming behaviors (Consalvo, 2007; Yan & Choi, 2002), thus showing to be involved in an
incessant interpretative activity of what is legitimate and what is not (Consalvo, 2005). Recent
human-centered research has focused on the context within which cheating occurs, exploring how
players’ social relations (Blackburn et al., 2014), cultural in-game values (e.g., Dumitrica, 2011),
and the game genre may affect the cheating phenomenon (Witschel & Wressnegger, 2020).
Nonetheless, this research underestimates the role of technology, that is how the game software and
hardware may shape the cheating practices, as well as does not consider the different “figures” (e.g.,
players, streamers) that populate the contemporary gaming environments.

In sum, both the “technical” and “human-centered” approaches appear insufficient in



explaining contemporary cheating practices. It is therefore needed to combine these perspectives,
looking at cheating as a socio-technical phenomenon that can be better understood by adopting a
Human-Computer Interaction (HCI) lens. In fact, technological advancements are making unfair
practices more difficult to be recognized and much more “evanescent.” As researchers are seeking
design solutions that often rely on the players’ ability to detect illegitimate players (e.g., Steam,
2021), it is needed to study how players make sense of such an indeterminate phenomenon and the
role that technology plays in shaping their perception of cheaters. Moreover, different kinds of
social actors may respond differently to the same technology environment: amateur players and
streamers play games moved by different motives, understand their gaming practices differently
(e.g., as a mere entertainment or as a “work’’) and thus may react differently to cheating. However,
until now we know little about how these different kinds of players may diversely respond to
cheating within a certain game.

In this article, we want to investigate the socio-technical aspects of cheating, exploring how
players’ perceptions of cheating practices are tied to both the different social actors that participate
in the gaming social environment (streamers and amateur players) and the technical and design
characteristics of the game. To this aim, interesting insights can be drawn from the examination of
First-Person Shooter (FPS) games, which are particularly plagued by cheaters (Meades, 2015; Chui
et al., 2021). We conducted a 9 month-long digital ethnography within Call of Duty: Warzone
collecting a rich amount of data from different sources, like participant observation of in-game
activities and semi-structured interviews with players. Warzone has been chosen for its popularity,
the richness of its social environment, and the discouraging results it achieved in battling game
“criminality” so far. Besides, to the best of our knowledge, there are no previous studies that
address cheating in this game. In so doing, we attempted to answer the following research question:
How do players perceive and make sense of the cheating practices performed in their gaming
environment?

Our contribution to HCI is threefold. First, we provide an in-depth account of the practice of



cheating performed in a gaming community by different social actors. This investigation remarks
the contextual nature of cheating, which also depends on the socio-material conditions of players
and the “role” played by the cheater. Second, we provide a novel understanding of cheating,
highlighting that it is characterized by an intrinsic uncertainty sustained by the technology and the
game design features. Third, we present three design implications that may help researchers and
practitioners find a solution for the cheating problem, when a completely reliable technological
solution is not available.

The article is structured as follows. Section 2 recounts previous research on cheating and
outlines the setting of this study, whereas Section 3 describes the method that we used. In Section 4
we report the study findings. Section 5 discusses the findings and outlines a series of implications

for design. In Sections 6 and 7, we point out the limitations of the study and conclude the article.

2. Background

2.1  Defining cheating: a multidisciplinary challenge

The concept of cheating in digital games has been described and debated over the last years within a
variety of research areas, like game studies, sociology, philosophy, HCI, and computer science,
with a marginal contribution from psychology. Hitherto, research on cheating has typically followed
two different main approaches, that is formalist and situationist (Meades, 2015). The first one,
which relies on computer science tradition, looks at the formal aspects of games (e.g., the game
rules) (Smith, 2006), independently of the context in which people play (Lankoski & Bjork, 2015).
Hence, formalist studies on cheating are generally aimed at 1) elaborating a comprehensive
taxonomy of deviant behaviors (Yan & Choi, 2002; Yan & Randell, 2005), or ii) offering
technological solutions to manage, prevent and contrast their occurrence (for a review, see Webb &
Soh, 2007). The second one, which originates from humanities, is interested in how players attribute
meaning to play in a well-defined context (Meades, 2015). This kind of research has explored

players’ attitudes and beliefs towards cheating (Chen & Ong, 2018; Passmore et al., 2020;



Consalvo, 2005, 2007), as well as possible motivations to cheat (Ribbens et al., 2011; Wu & Chen,
2013).

Within the latter approach, another distinction can be drawn between those researchers who
have dug deep into specific cheating behaviors (e.g., Paay et al., 2018; Dumitrica, 2011) and those
who provided a more general interpretation of the phenomenon (e.g., Powers, 2003; Morris, 2003;
Hamlen & Blumberg, 2015). In particular, much effort has been put in giving an overarching
definition of cheating, setting clear boundaries between cheating and a universe of “dark” practices
that are different but still deeply intertwined with it, like “metagaming” (Boluk & LeMieux, 2017),
“counterplay” (Meades, 2015), “transgressive play” (Aarseth, 2014), “grief-play” (Kiicklich, 2009;
Parker, 2007), “modding” (Chen & Ong, 2018), and players’ exploitation of “bugs” (Bainbridge &
Bainbridge, 2007). Despite the theoretical difficulty to differentiate the notion of cheating from
these co-related practices, a tentative consensus has been reached on the definition of cheating as a
form of “deviant behavior” (Duh & Chen, 2009).

This conceptualization implies two main underlying assumptions. The first one is that using
cheats in a game is somehow in contradiction with the idea of playing a game itself. Since games
are generally defined by their rules, when these are rejected and disrupted the play-world might fall
apart, causing the end of the game and the abandonment of playing (Consalvo, 2007; Huizinga,
1955). In this sense, research focuses on cheaters themselves, with the aim to understand how
transgressive behaviors spread within a game world, why some players cheat while others do not
(e.g., Wu & Chen, 2013; Sharma et al., 2021) and what their motivations are (Consalvo, 2005;
Consalvo, 2007). The second assumption is that cheating occurs in contrast to a common norm
which is supposed to regulate the conduct of players, which is generally context-specific: this
means that players’ behaviors are tied to the rules that are embedded in the game code by the
designers (Salen & Zimmerman, 2003) but also to the culture encouraged by the gaming

environment and the design of the game (Dumitrica, 2011).



However, what distinguishes a deviant behavior from a “playing style,” i.e., idiosyncratic
preferences in playing the game that, nonetheless, might result in giving the player an advantage
while ruining the fun of other players (such as camping in a shelter instead of facing the enemies in
open battle, Yan & Choi, 2002), is not completely clear and even players might find it difficult to
differentiate the two phenomena.

In synthesis, an absolute agreement over the definition of cheating appears hard to reach, as
this phenomenon overlaps with other phenomena, as well as is strongly circumstantial (Chen & Wu,

2015), since for a behavior to be defined as deviant depends on the context in which it is performed.

2.2 Cheating as a contextual phenomenon

The importance of the “context” where cheating occurs has been pointed out by scholars of
different disciplines. In previous research, the “context of cheating” has been mainly understood as
1) the social context, i) the gaming culture, and iii) the design features which may ultimately enable
cheating behaviors.

As for the social context, researchers have proposed different theoretical models to identify
the individual and social variables that drive transgressive players. Drawing upon Bandura’s (1989)
social-cognitive theory, Wu & Chen (2013) concluded that both the social environment (general
peers and significant others) and personal factors (e.g., attitude and valuation of game cheating)
determine behavioral differences related to cheating among gamers: for instance, the more often a
player witnesses others using game cheats, the more often she would reproduce the cheating
behavior (Wu & Chen, 2013). In a similar vein, Sharma et al. (2021) proposed a framework that
considers additional variables of cheating behaviors, such as the envy experienced by players
towards other players’ ranking and their ethical judgment of unfair behaviors. Moreover, gamers’
intention to cheat increases if people who are important to them (e.g., online gaming friends,
members of the family) perceive cheating as acceptable. Likewise, Blackburn et al. (2014) proposed

to look at cheating as a consequence of behavioral contagion, which means that the likelihood of



becoming a cheater increases when the player has cheating friends. Anonymity is also a relevant
factor, as playing with strangers online significantly increases cheating practices (Chen & Wu,
2015). Despite the value these studies have in highlighting several social variables relevant for
understanding cheating behavior, a variety of questions still remain open, concerning, for instance,
why cheating occurs more frequently in certain gaming environments.

Research tackling the gaming culture precisely highlights that the definition of what is
legitimate and what is not in a video game and the manifestation of unfair or fair behaviors are
rooted in players’ system of values. Drawing on this assumption, several studies (Dumitrica, 2011;
Taylor, 2003; Wright et al., 2002) have extensively analyzed a particular game world to identify
how the combination of values, rules and norms may shape the players’ behavior, attitudes, and
expectations towards cheating. In particular, competitive environments are well-known for
influencing unfair behaviors, especially when individuals compete in larger pools (Chui et al.,
2021). This finds confirmation also in virtual game worlds, with Meades (2015) highlighting how
the “laddish” culture of certain multiplayer games like Call of Duty (COD), which entails a
masculine environment that values hostile interactions and communication, may create the
condition for the occurrence of dark behaviors. Likewise, Dumitrica (2011) showed that acceptance
and normalization of cheating practices by players themselves are profoundly tied to the spread of
neo-liberal values (e.g., wealth, success, social status) within the game worlds. This said, both the
authors analyzed the emergence of a “culture of cheating” also in view of the games’
characteristics. For Meades (2015), the possibility of being measured by other players (e.g., through
ranking) while playing is believed to emphasize rivalry and competition, thus exacerbating a culture
of hierarchical dominance that encourages cheating. Likewise, the capitalist values that inform the
game studied by Dumitrica emerge from its design: for instance, having access to certain items,
which are extremely rare to obtain, is crucial to reach in-game objectives, so that resorting to

cheating appears inevitable for most players (Dumitrica, 2011).



This brings us to a third line of research, which showed how cheating differently manifests
itself depending on the design features of the video game: the game mode (single player or
multiplayer), the platform on which the video game is played (e.g., console, PC, mobile), and the
game genre appear here particularly relevant. The game mode, which differentiates single-player
games from multiplayer games (Kiicklich, 2008), may consistently affect cheating-related
phenomena (see Consalvo, 2007; Meades, 2015; Doherty et al., 2014). When it is performed in a
solo situation, players conceive cheating in a more positive light, and are often motivated to cheat
by being unable to progress any further in the game (Consalvo, 2007; Kiicklich, 2008). Instead, in
multiplayer games players cheat to gain an unfair advantage over other players (Consalvo, 2007,
Parker, 2007) or to keep up appearances with respect to the community (Doherty et al., 2014), but
here cheating may be interpreted as an antisocial activity (Consalvo, 2007). In fact, encountering
opponents who make use of hacks is generally a frustrating and negative experience for players
(Irdeto, 2018). Moreover, cheating-related practices and meanings are continually being redefined
as new gaming platforms appear (Vazquez & Consalvo, 2015). This is well shown by the advent of
Social Network Games (SNGs), as players attribute different meanings to cheating when it occurs
on Facebook: most SNG players believe that transgressive practices are not necessary, as SNGs are
played mainly for relaxation and not for competing or performing (Véazquez & Consalvo, 2015).

As for the game genre, it heavily influences the set of gaming hacks available (Kiicklich,
2008; Witschel & Wressnegger, 2020), each one altering the players’ experience of the game in
specific manners (Kiicklich, 2007). As the game genre appears a fundamental factor in shaping the
cheating practices, the next subsection extensively recounts previous literature investigating

cheating in FPS video games, which is the game genre tackled by the present study.

2.3 The significance of the genre: cheating in Multiplayer Online FPS video games

Two specific game genres have been most frequently addressed in research on cheating: Massively

Multiplayer Online Games (MMOGs), which refers to games gathering a huge number of players



interacting simultaneously within the same virtual environment (Webb & Soh, 2007), and FPS,
which are shooting video games where players experience combat in a first-person perspective
(Voorhees, 2014).

Cheating is a major concern for MMOGs (Mulligan & Patrovsky, 2003), due to the size of
their social environments, and the multiple forms that players’ interactions may take in there. The
same holds true for FPS (Webb & Soh, 2007), since they have been historically suffering from the
continuous development of new sophisticated cheating methods (Yu et al., 2012). This is due to the
very competitive nature of these games and the fact that they require years of training to be played
at best (Yu et al., 2012), which may encourage players to seek easier methods to succeed.
Moreover, moral disengagement, and therefore cheating, are argued to be more prevalent in violent
video game genres such as FPS, since they reward “immoral” behaviors (Gabbiadini et al., 2014).

Meades (2015) analyzed the so-called counterplay activities, which comprise but do not
limit to cheating, in different video games of the Call of Duty (COD) franchise, which were
released from 2003 to 2014. As we reported previously, Meades showed how these behaviors are
deeply rooted in a video game culture, with the consequence that transgressive actions can hardly be
eradicated. This results in a continuous battle between developers and game hackers (Morris, 2003),
who can always employ techniques for avoiding the detection of anti-cheat software (Feng et al.,
2008).

For this, the development of new cheating detection algorithms can be only a part of the
strategy to fix cheating (Koskinas, 2018). Yet, the majority of research targeted at cheating in FPS
did address the issue merely from the perspective of the technology, whereby most efforts have
been devoted to the development of technical measures for both detection and prevention of
cheating. This kind of research aims to automatically detect different cheats, such as a) boosting
(Conroy et al., 2020), a unique form of cheating aimed at rapidly increasing one’s competitive
ranking; b) wallhacks (Park et al., 2020), which enable cheaters to spot an enemy player who is

hidden by walls or other occluded objects; ¢) aimbots (Yu et al., 2012), supporting the player in the



acquisition and tracking of targets; d) game bots (Chen et al., 2008), automated programs that are
used to enhance routines and rapidly get higher scores. Some of these techniques were developed
and tested in commercial video games such as Quake II (Chen et al., 2008), Unreal Tournament 111
(Galli et al., 2011), and Counter-Strike: Global Offensive (CS:GO) (Jonnalagadda et al., 2021).

Although these automated techniques are more and more used (e.g., Galli et al., 2011; Yu et
al., 2012), anti-cheating systems may also involve players in the process. For instance, Botvich et
al. (2010) have proposed a reputation system based on accusations of cheating made by other
players. Player’s spontaneous report is considered a successful method to block cheating, but can
lead to mistaken conclusions (Jonnalagadda et al., 2021), since players might not correctly
recognize and report a cheating behavior. In 2019, CS:GO started using Steam Trust, a surveillance
system which is based on the presence of Overwatch Investigators who are required to “review
reports of disruptive behaviors, determine whether those reports are valid, and apply bans if
appropriate” (Steam, 2021). These investigators are selected on the basis of their knowledge of the
game, which might help them make more accurate judgments about gaming behaviors. While the
idea is interesting, there are no current studies concerning, for instance, what skills players need or
what criteria they employ to arrive at a precise verdict. In fact, it is not clear on what basis do
players assess the “culpability” or not of their opponents, how much their perception is accurate,
and by what factors it might be influenced.

In sum, cheating appears as a complex phenomenon that both players and game developers
cannot fully control or prevent. It seems that mere technological means cannot be a definitive
solution for the problem, as cheating may be rooted in the values and meanings that players ascribe
to their own and others’ in-game behaviors. By contrast, only relying on players’ reporting may
incur in biases and mistakes, which may depend on the players’ expertise and even their “role” in
the community. In this complex landscape several aspects of cheating as a “human phenomenon”

are still unexplored by previous research.



First, the whole social gaming environment, which is composed not only of “amateur”
players but also of online content creators and live streamers, has been poorly investigated with
reference to cheating. It is not clear whether different kinds of “gaming actors” may understand and
perceive cheating differently and how this may impact on the gaming experience. Such a neglect
may be relevant, insofar this complex ecosystem has been becoming more and more pervasive in
the digital game culture (Pellicone & Ahn, 2017).

Second, the sophistication of current hacking technology may veil the presence of a cheater
within a game environment (Jonnalagadda et al., 2021), making current cheating behaviors
extremely ambiguous and evanescent. Research, however, did not investigate how such ambiguity
enabled by technology may impact on the players’ experience and how cheating is “constructed” by
the perceptions and beliefs of the gaming actors, which in turn are affected by “design.” Rather, it
took for granted the idea that cheating is a “real phenomenon” that can always be identified by
players. A thorough investigation of how technology and the design features of a game may
influence cheating phenomena is still lacking in current research.

To explore these aspects, which may provide a more complex and multifaceted picture of
cheating, we conducted an ethnography in an FPS video game, namely Call of Duty: Warzone.
Being an FPS that adopts an MMO-style approach, due to the high number of individuals playing in
the same virtual environment, this game well represents the game genres that are most affected by
cheating. Moreover, it entails a highly competitive interaction among players thus potentially
favoring cheating behaviors. The next sub-section describes the key elements of the game

explicating their relevance for the topic under investigation.

2.4 Warzone’s gaming world: game aspects relevant to cheatin
8 g 8 )4 g

“Call of Duty: Warzone” (a.k.a., “COD: Warzone” or simply “Warzone”) is a Multiplayer Online
Battle Royale game recently (2020) published by Activision as a free-to-play game, i.e., it does not

require any payment to be played.



Being a Battle Royale (BR), a sub-genre of shooting games (Ohno, 2021), Warzone blends
elements of combat, survival and collection of resources. The matches can be played alone or in
teams, composed of two, three or four members: members of the same team fight enemies
organized in teams of the same size. Players must kill all the enemy players in the arena to win the
game, while a mortal gas cloud progressively shrinks the playable area, thus forcing a more frenetic
and dynamic fight. A BR is even more “punishing” and competitive than the classic multiplayer
games that have been analyzed in the literature so far: players playing BR can be respawned in the
game only thanks to a consistent effort from the squad, which can bring the player back by spending
money at a Buy Station. Here, cheating may become extremely relevant: in fact, being killed entails
the player’s exclusion from the match with the only possibility to observe the teammates while
playing, whereas using cheats could ensure permanence in the game world and, eventually, victory.

Another game feature relevant to cheating concerns statistics recording (Meades, 2015). In
Warzone, players’ performances are constantly monitored and made visible to both fellow players
and enemies in the form of numbers. Statistics display detailed information about the player, like
the level, which relates to the number of points gathered during the gaming sessions, and the Kill-
Death ratio (K/D), a rapport between the amount of kills executed and the deaths taken. Statistics
are believed to influence the way players are assigned to a game session, during which they enter a
lobby, i.e., a staging area in which players can warm up by fighting against their enemies for about
60 seconds'. Cheaters may then manipulate their statistics in order to join lobbies populated by less
skilled players or, conversely, to join elite game groups or tournaments with money prizes whose
access is limited to players having a certain K/D.

Finally, the social landscape of players in the community of Warzone is quite complex,
since the game counted 100-million players in April 2021 and has gained a great popularity also in

the social media context, among streamers and followers, counting 750,000 live viewers in April

! The term lobby also identifies all the players that participate in a single game session (i.e., the player’s team
and all the enemy teams).



2021 (Pekmic, 2021). Here, different figures contribute to creating the gaming culture and may
impact on the unfolding of cheating (Dumitrica, 2011; Meades, 2015). The great part of Warzone
players is composed of “amateur players”, who do not receive money from playing but may
occasionally participate in non-professional tournaments. They may play the game alone or in a
squad composed of random players, i.e., randomly assigned by the system to a team, which is then
disrupted at the end of the match. Alternatively, they can join a Regiment, i.e., a clan system that
groups people who want to play together in a more continuative way. Differently from amateur
players, “streamers” are exposed to an audience and are interested in making profit from gaming
and nurture the game fandom with a variety of contents. These incomes mainly come from their
activity on social media (e.g., players’ subscriptions and advertising). Some of them might also be 1)
former COD professional players or E-sports players of other video games, ii) players endorsed by
Esports organizations and team (e.g., FNATIC, FaZe), or iii) participants to professional
tournaments: these players may gain money from winning monetary prizes or earning a regular
wage from an E-sports organization. All these players have different motives for playing but
interact within the same large game world: in the same lobby, people who play “for fun” (i.e.,
playing only for enjoyment and to stay together) may have to defeat opponents who play for
entertaining their audience or training their skills. Being cheating influenced by social aspects, these
complex interactions between different social actors may have an impact on cheating behaviors.

In sum, all these game features make Warzone an emblematic case to study cheating,
whereby no previous studies explored the phenomenon in this game. We thus investigated how self-
declared “fair” players “construct meanings” around cheating through an ethnography, situating the
phenomenon in both its social and technical dimensions, i.e., the entire social environment in which

players are immersed, as well as the specific design features characterizing the game.



3. Materials and methods

We adopted a reflexive ethnography approach, in which the researcher’s experience is considered
worthy to be explored on a par with that of the other participants. This perspective has been
employed in previous works to study video games (e.g., Rapp, 2018a, 2020). Differently from the
realist approach, which seeks to ensure the “objectivity” of the ethnographic recount, reflexivity
values the ethnographer’s subjective point of view (Van Maanen, 2011), also constantly making her
decisions accountable (Cardano, 2009; Rode, 2011; Van Maanen, 2011; Rapp, 2021). Moreover, the
reflexive perspective was paired with an auto-ethnographic work (Tedlock, 1991), which is
common in digital gaming ethnographies (e.g., Rapp, 2018b): therefore, the ethnographer’s personal
experiences in COD: Warzone became an important part of the data set collected during the

fieldwork.

3.1 The ethnographic experience

The ethnographic work was conducted by the first author (from now “the ethnographer’) within the
Italian community of COD. Warzone, from May 2021 to January 2022. Within this period, the
ethnographer alternated phases of participant observation and data analysis. She joined the “online
spaces” where players of the Italian COD community usually meet and discuss about the game,
investigating 1) social networks, i.e., players’ private groups on Facebook, as well as Instagram
pages of streamers, content creators, and tournament organizations; ii) content communities, i.e.,
Twitch and Youtube channels; iii) social media, i.e., servers on Discord, public groups on Telegram
and private WhatsApp groups; iv) and official websites containing guides and detailed descriptions
of the battle arena (e.g., callofduty.com).

Moreover, she played the game as a participant observer, participating in 190 matches, for a

total of 98 hours, 16 minutes, and 48 seconds of play, and reaching the level 382. During the

? These and other data were retrieved through the website https://cod.tracker.gg/warzone, which registers log
data and provides statistics about the player and her friends.



ethnographic work she joined a regiment, also entering its private WhatsApp group, counting 128
members. The ethnographer had then the opportunity to play regularly with different players,
observe social and organizational dynamics, take part in players’ discussions daily, and develop
social bonds. In so doing, the ethnographer also focused on the design elements of the game, trying

to understand how these may affect the players’ individual, social, and organizational behaviors.

3.2 Data collection

The ethnography relies on different data sources whose details are presented in Table 1, namely: ii)
participant and non-participant observations of gaming sessions, ii) data coming from social
networks and social media like posts, comments and videos, iii) informal conversations, iv) semi-

structured interviews, and v) a personal diary.

TABLE 1. HERE

3.3 Sample characteristics

Participants were recruited following two strategies. The first one addressed the players of the
regiment in which the ethnographer was involved (N=19). The heterogeneity of this group of
participants was guaranteed by the fact that they had different levels of seniority within the group
and used to spend time playing both with members of the group and with their personal fellow
gamers (e.g., real-life friends, players who were not interested in taking part in a structured group,
etc.). Interviewing participants who were already part of the regiment of the ethnographer ensured
trust between the researcher and the interviewee, contributing to the quality of the collected data. As
a second method of recruitment, the ethnographer adopted a snowball sampling technique, i.e.,
asking participants to forward a recruitment message, describing the purpose of the study to their
fellow gamers. Following a data saturation criterion (Bowen, 2008), the ethnographer settled for 25

participants when she realized that additional data would not have produced new relevant findings.



The sample selection followed a purposeful sampling technique (Marshall, 1996): the
sample was differentiated mainly along the dimensions of “competence”, i.e., the capability to use
skills and knowledge of the game as a resource to reach in-game objectives, which emerged as
central in the Warzone community affecting most of the social interactions among players (for
instance, how players choose their teammates or the members of their regiment). Assuming that
players with different levels of expertise might conceptualize the cheating practices in different
ways, we classified participants along their level of competence. To identify the relevant factors
affecting the competence of a player, the ethnographer asked four of the most expert players of her
regiment what criteria they used to assess the other players’ competence to make in-game decisions.
On the basis of their suggestions, we identified two relevant dimensions for evaluating the players’
competence in Warzone: 1) the experience, which is defined by the time passed in the game and the
number of matches played, and ii) the ability, which is indicated by the overall K/D ratio, the
number of kills, deaths, and the overall score.

We then recruited 25 participants balancing the sample composition along the two identified
dimensions. The recruited participants, who were all amateur players, can then be classified
according to the average value of their K/D ratio, the hours spent in the game and the matches
played. This results in three main categories, whose characteristics are illustrated in Table 2: 1) four

masters players, ii) eleven average players, and iii) ten novices.

TABLE 2. HERE

Almost all the participants (N=21) were passionate about video games, having spent 10
years or more playing video games and having had previous experience with other FPS. Ten
participants had already tried other games entailing a Battle Royale mode. With the exception of

two participants, all the players were members of a regiment, having different organizational roles



(e.g., founders, officers, or soldiers). The average age was 31.64 years (min age = 22; max age = 52;
females = 4). Table 3 synthesizes the characteristics of the participants interviewed.

It is worth to notice that the findings reported in the following Sections are grounded in the
interviewees’ reports as well in all the documents analyzed, social media explored, observations

conducted, and casual conversations carried out during the whole duration of the ethnography.

TABLE 3. HERE

3.4 Data analysis

The ethnographer’s diary constituted a preliminary level of analysis of the collected data: here, the
ethnographer daily summarized the relevant information that she gathered from different sources
and reported her personal reflections and insights emerging from their examination. Following
Geertz’s methodology (1973), at the beginning of the ethnography the field notes were drafted in a
more descriptive manner, including a great number of details. As the fieldwork continued, the diary
was enriched with more abstract reflections, since the ethnographer started identifying patterns
across the observations she made and the data sources she analyzed, elaborated tentative hypotheses
emerging from the preliminary analysis, and identified new aspects that were worthy of being
explored. Then, the ethnographer informally discussed her hypotheses with the members of her
regiment, double-checking her personal interpretations of the collected data and discarding those
that did not fit the participants’ understanding of the phenomenon.

In addition to that, the interviews and all the relevant quotations reported in the field notes
eventually underwent a thematic analysis (Braun & Clark, 2012; Saldafia, 2021), which is a widely
used method in HCI for its flexibility and independence of theory and epistemology: an inductive,

rather than a hypothetical-deductive stance (Patton, 1990), was then adopted for the whole process.



The analysis was mostly conducted by the ethnographer through the application of open, axial, and
selective coding techniques (Strauss & Corbin, 1990). First, she generated 110 initial open codes,
by identifying data characteristics that were considered relevant to cheating. Data were broken
down labeling sentences with a corresponding code. In a second phase, she grouped the codes into
14 axial categories (e.g., “Cheating technologies”, “Source of knowledge”, “Values of the
community”, and so on). Finally, she identified three recurrent themes across the data, which
represent the selective codes: the subjective perception of cheating, the mediating role of
competence, and the effects of cheating. In addition to that, for the whole duration of the data
analysis and even during the writing phase, the ethnographer employed a “participant researcher”
strategy (LeCompte & Goetz, 1982), which consists in seeking the aid of the informants to confirm
or adjust the interpretation of data. The ethnographer informally asked other members of her
regiment questions about her data interpretations and involved a restricted group of four individuals
to assess her understanding more in depth.

To protect the privacy of participants and players who published content and/or comments
on the Internet, all the players’ names and game nicknames will be anonymized in the presentation

of the findings. The research has been approved by the ethical committee of the authors’ university.

4. Findings

The findings are presented along three main themes. First, we describe how cheating unfolds in
Warzone, which characteristics cheats have, and how the phenomenon is perceived by the players.
Then, we highlight the importance of “competence” in providing the means to identify cheating
behaviors. Finally, we focus on the effects that cheating has on the virtual world considered at large,
showing the emergence of a culture of “surveillance,” which affects both amateur players and

streamers. Table 4 provides a snapshot of the findings.

TABLE 4. HERE



4.1 Cheating in Warzone from the participants’ point of view

The analysis of the collected informal conversations, interviews and online content contributed the
most to the elaboration of this first theme, which focuses on the players’ perception of cheaters and
their understanding of the cheating technologies and practices. During the analysis, we paid
attention to how players defined and conceptualized cheating behaviors and the characteristics and
motives that they ascribed to cheaters. In so doing, we discovered that their understanding of the
phenomenon depends on the knowledge they have of gaming technology. Moreover, their
perception of cheaters is connected with their socio-material conditions, as well as the cheater’s

social role (streamer or amateur player) and supposed abilities.

4.1.1 Who the cheaters are

A certain vagueness characterizes the cheating practices in Warzone, starting from the ways players
conceptualize cheaters. Cheaters are interpreted by players as dishonest people with scarce sense of
morality, who are willing to do whatever it takes to win the game: on the one side, they may spend a
considerable amount of money, being cheats (also known as hacks in the game community) illegal
software available only for purchase; on the other hand, they may take consistent risks, insofar the
game company sanctions the cheaters by banning their account.

What is interesting to notice here is how players account for cheaters’ actions. Cheaters are
generally believed to be driven more by the egoistic need to win rather than by the intention to
purposefully ruin the others’ gaming experience: they are miles away from borderline figures like
trolls, who are perceived as having a malicious intent to provoke or attack another user in an online
environment (Ortiz, 2020). In the participants’ recounts, cheaters are mostly seen as “natural born
cheaters,” because their in-game actions are just a reflection of their personality. Their cheating
behaviors are believed to be reiterated in several spheres of their life and be part of their identity:
“it’s like the world of drugs, because if you get close to it you end up in another category... it’s not

like when I used them in single-player games, and I alternated between times when I used the cheat



codes and times when I did not... I could choose... here it’s different, it seems that if you are a
cheater in Warzone, that is your identity, you are part of that category of people” (P17). This idea
resonates even among streamers, one of which (having 25.959 followers on Twitch) says: “once
cheater, forever cheater.”

Even though participants agree on this overarching interpretation of cheating, by examining
the various conceptualizations and definitions of cheaters provided by players, more nuanced
perspectives seem to emerge. By and large, there are four kinds of “prototypical cheaters” reported
by the participants: a doper, a fraudster, a frustrated, and a slacker.

Several participants associated cheating with dark behaviors performed in the sports world,
seeing it as a body-free parallel of doping® (Yan & Randell, 2005; Laurens et al., 2007). For them,
similarly to athletes who take drugs, cheaters should be excluded from tournaments and every game
competition. The label of doper is especially used with reference to streamers who compete in
official matches, like E-sports tournaments, substituting pivotal gaming skills with software used as
a performance enhancer (Chanda et al., 2021; Holden et al., 2017). A person who uses game hacks
may also be perceived as a fraudster, a thief, or a scammer, belonging to the realm of crime (and
thus deserving a punishment): the fair penalty for these people is to be excluded from the game
world. This group of appellations was particularly directed towards the streamers broadcasting live
their gaming sessions, whereby the bond between the streamer and her followers appears to be built
on trust.

Instead, the cheater as a frustrated person is ascribed with attributes pertaining to the
emotional domain, being one who has scarce self-esteem and is incapable of coping with the
unsatisfactory feelings emerging from her game experience and personal life: “people are already
frustrated due to the Covid situation... people are not happy ... so they look for any gratification...

to me it all starts from this, from dissatisfaction and frustration with life in general,” as P11 says.

* Doping may be defined as the enhancement of skills via the assumption of substances that are prohibited by the World
Anti-Doping Agency and by the law.



Finally, the cheater as a slacker is a player who does not have the right skills to play but, at the
same time, does not want to make efforts to develop them. They are foreign bodies embedded in the
game world, which is based on completely different values, like constant training, commitment, and
team spirit. In both these latter cases, cheaters are simple amateur players with no abilities who,
nonetheless, are perceived as “parasites” or viruses that may even “infect” other fair players.

However, participants appear to be more benevolent towards those amateur players who
cheat but hold abilities resulting from practice and time spent within the game. This kind of players
may represent an exception to the four kinds of “negative cheaters” we identified above: “you may
be so annoyed with the game to get to that point [of buying game hacks]... it is okay to have a little
fun, just don’t do it forever” (P10); while P7 highlights: “People are sick and tired of finding
cheaters at the end of the game, so they buy them too, just to have some fun.” Several participants
declared that they play the game merely for fun (e.g., P12) and to escape difficult life moments, like
those engendered by the COVID-19 pandemic. In this perspective, using cheats could be a way to
have a more satisfying game experience when the battle becomes too hard, offering relief from the
difficulties of the real life: participants may understand these cheaters’ reasons to cheat, provided
that they own in-game abilities and are not streamers, who, instead, must not perform any cheating
behavior.

In sum, while cheaters are generally conceptualized in a “negative” way, there are nuances
in how they are perceived, which may also depend on the role of the deceiver: a streamer who
cheats is more often characterized as a doper or a fraudster due to the public commitment that she
has towards her audience, while a novice may be seen as a slacker, as she does not have the abilities

to face the game.

4.1.2 What cheats are in participants’ eyes

Among all the possible interpretations that players make of cheating extracted from the analyses of

the collected interviews, informal conversations, and content posted online, there is a core



understanding on which all the players agree: cheating consists in buying illegal third-party
software to purposefully augment the abilities and chances to win the game. That said, there is no
absolute consensus on a gray area of in-game behaviors, which may be perceived as cheating or not
depending on the participants’ beliefs. For instance, several participants include the intentional
exploitation of game glitches or bugs into the category of cheating behaviors. Players can
temporarily have an advantage by exploiting a glitch — e.g., being invisible, or resistant to the
mortal gas cloud — without incurring the cheat costs and risks. As P17 explained, “for a three-month
period there has been this glitch, called the stim glitch... basically you just had to repeatedly use
the shot of adrenaline to become immortal to gas... so you could easily hide in the noxious gas
area, ride out firefights with enemies, and win the game.” According to some participants, these
kinds of glitches are completely unfair because they destroy the core idea of the game, that is to
fight for survival. By contrast, other participants believe that taking advantage of flaws in the
game’s code should not be considered cheating because “it’s a game error, it’s Activision’s
responsibility” (P4), suggesting that cheating has something to do with the intentional alteration of
code.

Several participants also suggested that there might be other ways to gain advantages, that
is, by spending money. This conceptualization of cheats is intrinsically related to the key role
played by technology in influencing the outcome of crucial game actions, like killing opponents and
escaping death. For instance, the quality of the Internet connection, namely the bandwidth and the
latency/ping which may cause delay in the information exchanged with the host, is considered of
paramount importance for playing: a bad connection may cause phenomena like stuttering — which
makes the character appear to skip ahead or freeze while moving, or hit marker delays — when the
shots landed on an enemy are not effective, which all negatively alter the interaction with the game
world to the point of making the match “unplayable.” In this sense, for several participants
exploiting technological advantages that can be legally bought on the market is still unfair, like the

employment of Virtual Private Networks (VPNs), which are generally used to increase the security



of networks. Using a VPN is believed to bring two benefits: it may reduce the “ping,” allowing for
faster input and better reaction, which are pivotal for a fast-paced game; it allows players to reach
foreign servers in different areas of the world, for example, Jamaica, Saudi Arabia, Pakistan, which
are considered less performing in terms of Internet connectivity, and in which gamers may thus be
easier to defeat.

Some players also believe that spending money on hardware equipment can be considered a
subtle form of gaining advantages over the others, as a player explains: “Having a connection of
1000 Mb, a modified joystick, a 144Hz monitor, a more powerful PC or console ... all these things
vield considerable advantages, for equal skills, so it is still tricky. If you do the math, an overt
cheater spends only, say, 100 euros... the ‘moralist’ cheater spends way more. Both of them win or
can win in an easier way.” Other participants also considered as cheating buying third-party devices
like Cronus Max and Cronus Zen, which allow players to digitally modify their controllers to obtain
advantages that are not as explicit and obvious as other cheats.

In sum, players agree that cheats are third-party software developed to provide unfair
advantages. Nevertheless, certain players define as “cheating” also the utilization of expensive
equipment that enhances gaming performance, albeit they are perfectly legitimate in other players’
eyes. This is not surprising if we consider that, in Warzone, technology conveys a social status
contributing to creating power asymmetries within the game community. Players in Warzone are
not equal because they can allocate different resources to the game, which depend on their socio-
material conditions (e.g., having enough money to be invested in hardware components). Therefore,
in certain players’ eyes, who may not have the same resources of other “technology enhanced”
players, this leads to an asymmetry that is not balanced “by design,” since there is no mechanism in
the game that may counterbalance these disparities. For these players, using “classic” cheats (i.e.,
software specially developed to cheat) may be the answer to this socio-material unbalance, the

attempt to counteract the “cheating” of those who have major economical means, subverting a



world that shows the same rules that are enforced in the neoliberal capitalism: harsh competition,

struggle to perform, and consumerism.

4.1.3 What participants know about cheating technology

Not only is cheating not univocally defined, but also the knowledge and experience that players
have of it vary widely, contributing to making the phenomenon more evanescent.

Some participants were capable of naming certain game hacks and defining their function,
yet others were far more approximative in describing existing cheats. By and large, wallhack,
aimbot, and aimlock were the most commonly mentioned cheats by the participants: these cheats act
on the most important abilities required in FPS games, like spotting the enemy, targeting the most
vulnerable parts of the enemy’s body, and firing without losing the aim, enabling players to see
through any type of obstruction, or assisting them with automatic targeting systems. Other less
common cheats emerged in other participants’ recounts were flying, becoming invisible or capable
of long-lasting running, and suffering no harm when attacked. However, these participants showed
that they were not completely sure of these cheats’ names, functioning, and, sometimes, even of
their actual existence.

The uncertainty concerning cheating is also underpinned by technology. Cheats available for
the game are extremely complex and difficult to be recognized even for an experienced eye.
Evidence of this can also be found in the discussions carried out on game-related forums, as well as
in the videos of streamers who recorded themselves while playing with the aid of cheats*. For
instance, a cheat like aimbot can be customized by adjusting about 20 parameters, and players may
set its level of “intensity,” which makes its detection difficult when used by an experienced player:
“for instance there is a ‘soft-aim’, which aims at the body instead of aiming at the head of the

enemy, which would make the cheat evident... and then you look at the kill cam thinking ok, this

4 Live streams are realized by capturing the screen displaying the perspective of the player’s avatar: then, as the streamer controls the
functioning of cheats during different moments of the game, the hacking application is visible to spectators.



player is good ... these are cheats but you cannot tell the difference, so you think that there is just a

good player in the enemy team” (P16).

4.1.4 Building knowledge around cheating

More than half of the interviewed participants reported that cheating is rampant in Warzone. When
encouraged to elaborate on their answer, however, many of them declared that this belief did not
originate from their direct experience, as encountering a cheater is a rare event. Players mostly learn
about cheats from discussions with seasoned fellow players, from content and “rumors” found on
the Internet, or in videos explaining how to deal with the problem. Examples are offered by P1, who
says: “I think I only know one cheat... I didn’t understand how it worked, so I got curious, and [
really looked for it... (...) it’s named ‘aimbot’ I think... then I also knew other cheats, I have
discovered them in videos...”; or by P15 who highlights the role of the streamers in giving advice “/
talk to streamers while they do their gaming sessions... and sometimes they also answer my
questions” (P15).

As the primary source of knowledge about cheats is indirect, players’ acquaintance of
cheating appears often partial and imprecise, even because grasping information without becoming
a cheater is extremely difficult: “Then there is this cheat known as ‘flymode’, but I have only seen it
in a video, so maybe it doesn’t exist...” (P10); “Knowledge about cheats is based on word-of-mouth,
there is not much information beyond that... If you try to ask those who create them, they block
you” (P10). Moreover, players are not always able to distinguish a cheat from a technological issue.
For instance, rubber banding, a consequence of latency, makes the character that is moving in a
certain direction jump back to a precedent position, as if it were “teleported.” This effect might be
mistaken for a cheat: “Now there is also the speed glitch, and it seems a lag problem of the game...
and there was this player who was walking and suddenly he was behind me, and he finally executed

me ... but I wasn’t sure of what was happening” (P16).



On the one hand, cheats can be manipulated and customized so as to be hardly detectable; on
the other hand, they can be confused with technological issues. In addition to that, fair players do
not have full access to information about cheats, as the sources available are indirect or
inaccessible. All these elements contribute to making cheating an evanescent, indeterminate, and
uncertain phenomenon, whereby it is difficult to understand who the cheaters are, what kinds of
cheats they use, and whether players are really facing a cheater behavior during a game session. As
a consequence, many players share in-game experiences against cheaters, which can be summarized
with the question, “is it legit, to you?,” meaning that their aim is to gather the others’ opinion about
the way they were killed and reach a judgment about the presence of a cheater in the game.

In conclusion, players differently set boundaries between cheating and co-related
phenomena and have varied degrees of knowledge about the technical aspects of cheats and their
functioning, which is mostly derived from indirect experience. Uncertainty of cheating is also
profoundly tied to the sophistication of hacks and, therefore, to the difficulty in recognizing unfair
players. Still, detecting cheating behaviors is important, because this may change the players’

perception of the game events.

4.2 Playing a “Good Game”: competence and cheating identification practices

The ethnographer’s personal experience made it clear how being good at playing is pivotal in a
game like Warzone. Competence is so diriment that the ethnographer was pushed to train herself,
level up her weapons, and study how to ameliorate her aim in order to take part in the matches with
the most experienced players. This theme, therefore, is grounded in this first-person experience: the
ethnographer investigated first-hand the importance of competence in the game and its role in the
detection of cheaters, also interviewing and talking informally with other players, and analyzing

several Facebook posts and videos about the matter.



4.2.1 What is competence for players

Being good at playing depends on the resources allocated to the game. First of all, the economic
resources invested in the game are crucial, since money, as we have seen, can buy the best-
performing hardware: some hardcore gamers declared to purchase valuable technological
equipment with the intent to augment their skills, as P17: “As far as I know, players could be
equipped with good reflexes and the ability to control eager emotions but having the right devices
can make the difference.” For instance, good headphones improve audio quality, which means that
hearing the steps of the enemy approaching should be easier, as well as having a suited monitor
might support quick detection of opponents. Money can also be used in-game to unlock the most
powerful weapons (or meta weapons, in jargon) and mimetic skins. Nevertheless, economic
resources do not grant players a “real” competence, which instead relates to the temporal resources
devoted to the game. Playing skills are the outcome of the player’s dedication and perseverance: as
the ethnographer experienced during the fieldwork, time spent learning how to move the avatar
within the game arena, aim the target, control the weapons, and use killstreak rewards is essential.
These fundamental skills are paramount to distinguish a cheater from a (fair) experienced player,

whose exceptional performance cannot be attributed to the use of hacks.

4.2.2 Competence and cheat recognition

Competence is also an essential factor that influences the players’ accuracy in the identification of
cheaters, differentiating novices/average players, master players, and streamers/pro players in their
capability of detecting cheating behaviors. These differences clearly emerged from the analysis of
the data collected through the semi-structured interviews and of the videos displaying the streamers’

performances.

4.2.2.1 Novices and average players. By and large, less competent players have limited

criteria to recognize cheaters and report few “certain” encounters with them (P1, P11), despite



considering cheating to be “out of control” in Warzone’s world. With a few exceptions,
novices and average players report vague and generic reasons for suspecting a player to be a
cheater, e.g., “I was killed way too easily” (P9) or “I was too far from the enemy to be killed”
(P8). These players highlight that they often felt uncanny sensations when they encountered a
potential cheater, as the player under scrutiny had a sort of nonhuman behavior. Often this
sensation is permeated by doubts, so that they can almost never be sure that they have
encountered a cheater. In fact, this feeling may merely emerge from a suspect, as in the case
of P8, “Once I happened to think that a companion could be a cheater ... basically he had a
strange modus operandi... and, most of all, he was too big for his britches,” which makes the
detection of cheating much more a matter of belief and supposition than knowledge and
certainty. Novices and average players also have less familiarity with technological aids (e.g.,
kill-cam, replay) that may help them analyze the moments before their death and understand
how they were killed, with what gun, and at what distance: this information may be essential

to identify a cheater, and not having the competence to use it may undermine the players’

capability to recognize cheating behaviors.

4.2.2.2 Master players. Most expert participants showed to have a large toolbox to detect a
cheater, grounding their opinions on direct experience and knowledge. We may classify the
criteria that they employ along three main categories: 1) using the game knowledge that they
developed over time; ii) comparing the potential cheater with a “model” of the player; iii)
using statistics and metrics.

First, expert participants appear to have internalized the rules governing the game, which
shape a variety of expectations about the game functioning, even in its smallest details: “If you have
a Kilo [type of weapon] the time-to-kill is shorter... this means that you need less time to kill an
opponent, because the weapon... while, if you use AK-47 [a type of weapon)], unless you are very

good at controlling it, there’s the recoil, so not all the bullets will shoot... in case a cheater is using



no recoil with this weapon, then it will be easier for her to reduce the time-to-kill, but this is
inconsistent with the weapon she is using.” (P6). Masters’ knowledge also entails expectations
about the key dynamics of the game, i.e., what events should occur at a certain point of the battle.
For instance, it will take a certain amount of time for all the squads to be eliminated. Periodically,
an automatic message informs the players about the number of opponents that are still in the
running. Therefore, if after a relatively short time the message announces that there are only a few
players alive, this may mean that there are one or more cheaters who are eliminating the adversaries
with great ease.

Secondly, expert players commonly build a “normative model” of the player, namely, they
have clear in mind those characteristics that make a person a “good player”: such a model is often
used as a means of comparison to identify a cheater. In fact, also pro players’ gunfights might have
some flaws, and this is what makes them human: they might miss some shots or not perfectly keep
the aim on the target. Conversely, players who use hacks do not make aim mistakes but still lack the
most “human” strategic skills: they have a sort of machine-like ability, which makes them almost
unbeatable but incapable of thinking and reacting in uncertain situations. Instead, players who rely
only on their “natural” abilities are nimble, and their knowledge of the battlefield can be used to
defeat the cheaters themselves, as P10 explains: “There is this streamer I have been following for a
while, well... when he believes there’s a cheater in the lobby he takes a shield and some
flashbangs... he gets close to the cheater to stun her and disable the hacks, so the cheater doesn’t
know what to do anymore... then he kills her easily with a gun... because a cheater doesn’t know
what to do in a difficult situation, he’s clunky and clumsy.”

Finally, expert players look at the data that display a player’s performances and mainly
analyze their consistency, by comparing the information about her game experience (e.g., the
overall time spent in the game) with that indicating her skills, in particular the K/D or the game
level. This practice is particularly evident in P6’s words: “If a player has 5 K/D and only 30

victories he clearly has a new account... it’s not possible... normally only pro players or streamers



have such a high K/D, so you expect them to have, let’s say, 1500 win, a high level of Prestige... if
a player with no Prestige, a new account, a high K/D, headshot percentage 50% and killed you

’

badly... something is wrong with him.’

4.2.2.3 Streamers. Streamers have a high level of competence about Warzone. As they are
recognized by their followers as the “experts” and “paladins” of the game, they are often engaged in
identifying cheaters among the other streamers. To do so, they look for a variety of cheating
“clues,” scrutinizing the other streamers’ avatar behavior.

A first group of clues concerns the technological aspects of cheating. Some cheats might be
spotted just by looking at the way the weapons function (e.g., how the target is aimed and held in
place), but to make them more apparent, the gunfight is analyzed in slow motion. As can be seen in
the video “How to recognize a cheater,” a popular streamer explained: “Are you familiar with the
so-called flick-shot? It is when you rapidly shoot your target... well, there are no frames between a
shot and another ... while normally there are at least five or six... this is easily detectable if you put
the clip in slow motion.” The analysis of the visual and auditory aids at disposal of the player is also
important: a cheater using a wallhack typically shoots the enemy before she is visible from the
observer’s perspective (pre-fire).

Moreover, streamers compare the behavior of the possible cheater with the behavior that she
would have performed if she was actually skilled. In this sense, streamers show to have in mind a
model of the “good player” — similarly to the master players. This model may be seen as composed
of a series of unwritten rules about what should be done and not done in certain situations. A model
being breached many times during the gameplay constitutes a yellow flag. For instance, a video of
the series “Peanuts and Cheaters” thoroughly puts under scrutiny the gameplay of an unfair player,
which is detectable by the fact that she ignores the squad indications (ping) about the position of an
enemy or possible resources within the area, as if she had more detailed information or did not

believe that the team play could make any difference; she engages in a firefight before checking to



have a full armor protection, as she does not need them; she runs into the possible location of a
group of enemies without looking for the most secure path.
To summarize, competence is a relevant factor in shaping players’ perceptions about game

cheaters and deeply affects how they identify hackers.

4.3 The consequences of cheating

The elaboration of this last theme is deeply informed by the interviews and the reflections that the
ethnographer made in relation to the gaming sessions that she played, when she paid attention to the
emotions expressed by the members of her team and the communicative exchanges occurred during
the battles. The detailed analysis of the recorded gaming sessions that the ethnographer played
helped her interpret how the players’ beliefs about cheating (e.g., when they were supposedly killed
by a cheater) were connected to their emotional states and behaviors. The analysis of the gaming

sessions broadcasted by content creators and streamers further enriched the theme.

4.3.1 Frustration, anger, suspect: fostering paranoia

Despite cheating in Warzone is an “evanescent phenomenon” its effects on the players’ experience
and practices are real. Almost all the participants declared to experience negative emotions ranging
from astonishment, frustration, and rage when they only suspect the presence of a cheater in the
game arena. Some players also said that they suffer from the negative mood that permeates the air
when an episode of cheating is believed to be happened: “When my friends start questioning the
way they were killed, I know that the match will be ruined... because some of them will start to
rage, to be unfocused... and I can’t stand it” (P3).

By the same token, some players believe that the fear of encountering a cheater is pervasive
to the point of ruining the game experience. Several players recounted that they received
accusations of using hacks (hackusation, in the game jargon), right after winning a gunfight against

an opponent: this was perceived as a way to discredit their win. Since the cheat reporting system of



the game gives players the possibility to report any abuse, it paves the way for those who want to
take revenge after a defeat, as shown by P15: “my profile has been banned because Activision said 1
was using cheats... I don’t know where they got this data from |[...] another explanation is that 1
was reported many times by people who did it in a moment of despair or frustration... that’s why [
think constant reporting is unproductive and does no good... it’s crying wolf... My friends do this
too, they report players when they are killed just because they are frustrated.”

A few participants suggested that accusing others of cheating is the result of harsh
competitiveness, envy and toxic dynamics occurring within the community: to cry “hacker!” after
being outplayed might be a way to justify personal incapacity and rework negative emotional states
provoked by the defeat, thus providing players with a safety valve to blow off. As recounted by P7:
“I can’t count the times I heard someone accusing me of cheating... it makes me laugh... they are
just people who refuse to be defeated.” However, a pervasive suspect may be detrimental for
interaction among fellow players and even expose fair players to unnecessary sanctions. Social
dynamics occurring within the community may then be impaired due to the rising of a culture of
suspicion or even “paranoia.”

Firstly, at local level, players might be suspicious not only of players in the enemy team, but
also of the members of the squad/regiment to which they belong: “To me, he [anonymized] uses
cheats... it’s not possible, I played with him, and he always knew where enemies were... up until the
other day he was a noob and now he’s so confident” (P16). Since players ignore the actual
functioning of the game reporting system, they might exclude suspected cheaters from their own
regiment or playing team for the fear of being banned, as if they could be somehow “contaminated”
by them: “I once played against an Italian team, where there was a cheater... and the cheater
helped them win... and at the end of the game, the rest of the team apologized, saying that the
cheater was a random player for them and that they couldn’t imagine... but those who play with

cheaters risk a lot, because Activision may even ban them” (P15).



Secondly, at the level of the broad community, there is a quite common belief that everyone
uses some sort of hacks, as also told by P16: “In my opinion amateur players like me play in lobbies
made up of more than a half of cheaters... even if not everybody has all the cheats, they at least use
aimbot or wallhack.”

Thirdly, at the institutional level, players blame the publisher’s inactivity and produce
“conspiracy theories” about the possible involvement of the company in the cheating phenomenon.
An example is offered by P14: “In my opinion the cheats always come out from Activision... they
are always the ones that sell them through third-party sites, but at the end of the day they are
always the ones who earn in the end.” As time passes without the issue being solved, such theories
inevitably self-reinforce. In fact, despite the great number of accounts that have been banned, the
problem is still there.

In October 2021, an anti-cheat automated solution called Ricochet was released by the
company, but the situation appears still problematic. According to players, Ricochet was effective
for a couple of weeks, but then cheats’ vendors managed to get around it, or, alternatively,
Activision Blizzard itself “did not want to give up its profits coming from selling cheats” (P14).
Again, the players’ perception of the phenomenon is built on multiple, even contrasting sources and
rumors: while some of these players regained confidence in the gaming company, others think that

there are no possible remedies to cheating.

4.3.2 The emergence of a surveillance culture

As a valid anti-cheat has not been released for a long time and still appears not to be resolutive,
players can only rely on peer-to-peer reporting and, therefore, on their ability to recognize cheaters.
However, an unequivocal identification of cheaters is hard to reach, as information about cheats is
uncertain and the players’ judgment can be biased. The pervasive suspect may culminate in a sort of
“surveillance culture,” which differently characterizes the amateur players, who mostly play for fun,

and the streamers, who aim to make gaming a sort of “work.”



4.3.2.1 Amateur players: observing to regain agency and control. Amateur players have little
chance to manage the consequences of playing against dishonest gamers, having trouble in
recognizing the cheaters and ignoring how to defeat them. In particular, only few amateur players
(the masters) used strategies to actively fight cheaters, while the majority of participants reported a
more “passive” response, avoiding cheaters or even leaving the match: “If I am sure [there is a
cheater] I usually quit the match” (P16). Others recount that they make a cognitive and emotional
adjustment by lowering their expectations about the possibilities of victory or reworking the value
of a defeat at the end of the match, as P1 explains: “We ranked second... and to me it’s like we 've
won... the fact that they killed us does not matter to me, because it doesn’t depend on the skills.”

This sense of powerlessness and the passive acceptance of cheating, however, often foster
the need to regain a sort of agency and sense of control over cheaters: several players utilized a
strategy that may counterbalance this asymmetry, thoroughly observing other players’ behavior by
exploiting certain game design features. The so-called Ki//Cam shows for about 5 seconds a
player’s death from the first-person perspective of the killer, so that players may locate the position
of the enemy and identify possible cheaters by, for example, assessing the distance from which the
enemy shot: “Once I was killed but I couldn’t understand how, I thought not to be visible [to the
enemy’s eyes]... so I thought there was a cheater ... then, looking at the KillCam, I noticed that [
was in fact very visible!” (P3).

Moreover, when an entire squad is defeated, its members still have the possibility to observe
the rest of the match from the perspective of one of the enemies who is still in game, i.e., in
spectator mode. In that case, the icon of an eye and the number of spectators appears on the
interface of the observed player. Such observations are almost always conducted with the objective
of judging the enemies’ fairness, as P1 recounts: “I warned the others that something was wrong, [
said, ‘Hey guys, wasn’t there a wall [between the enemy and the player]?’ Because they were too
focused on the game... and then, when they saw the replay they said, ‘yes, it’s true!’... I first noticed

because I had died, so I could spectate”.



Alongside, players who are spectated by the losing teams are aware that the audience is
driven by the willingness to control rather than to have fun. This produces a state of continuous
surveillance, whereby every in-game action can be always scrutinized, and each player may become

an observer as well as a person observed.

4.3.2.2 Streamers. observing to maintain reputation. Even though cheating may be tolerated in
certain circumstances, it is absolutely inexcusable when it is performed by people who make
gaming a sort of work, like the streamers. Almost all the participants defined the streamers’
cheating a deception, because they would betray the trust of their followers: “if you cheat when
there are people who follow you, who talk with you, who believe in you [ ...] taking advantage of the
people who support you, who pay for your food ... [ am happy that these people were denounced
because they were taking advantage of those who believed in them” (P6). As streamers’ career and
fame is built on their own gaming performances, their followers believe to have valid reasons to
analytically observe and assess their in-game actions: as a result, streamers are subject to a constant
risk of being reported or accused of cheating.

Hackusations, however, may also be used by the streamers to minimize the value of their
own defeats and protect their public image. Nonetheless, wrong accusations might make streamers
appear as people devoid of sportsmanship who look for a cushy backdoor for their poor gameplay.
In fact, players expect streamers to use their expertise to produce accurate identification of cheaters.
As an example, a streamer having more than 100,000 followers was killed during a live stream by
an opponent, who was immediately reported as a cheater by him. When it was clear that the
hackusation was wrong, he ironically said that “Because we [streamers] are smart aleck, it’s normal
bro... we have dignity and a name to defend... [ can’t be killed and admit that the other player was
better than me... Every time I die, [ must say something like ‘he’s a cheater’ or ‘he’s a camper’.”
Unfortunately for the streamer, the whole event was recorded, and his reputation was dramatically

impacted.



The climate of mutual suspicion and the opportunity to use such suspicion as a “weapon”
against others result in many streamers engaging in reciprocal accusations, where both parties
attempt to produce evidence of the other’s unfair behavior. Moreover, players see streamers as
watchmen of public order and ambassadors of the community, so they may feel responsible for
discovering unfair competitors.

This results in continuous reciprocal observations, which become materialized in videos,
produced by the streamers and followed by the game community, thoroughly analyzing the others’
gameplay in its smallest details. This practice is sometimes taken to the extremes, as observations
may concern the body of the person: the movements that she makes on the keyboard, the hand-eye
coordination, the direction of the gaze, and so on. For instance, in one of these videos, a player was
accused to move his head constantly, as he were looking at a possible hacking application located
on a possible second hidden screen. The only solution for a streamer who ends up being “hackused”
in this way is to record herself while playing to deflect suspicion: for instance, after being
“blackmailed” by two players, one of the most popular Italian streamers decided to record his
playing sessions with a camera.

In sum, cheating has negative effects on both amateur players and streamers but solutions to
contain the phenomenon are scarce and mostly grounded on peer-to-peer reports. In this situation,
amateur players perform observational practices, which produce a state of pervasive social
surveillance. Likewise, streamers seem to be immersed in a panopticon culture even to a greater

extent than amateur players.

5. Discussion

The goal of the present study was to describe how cheating afflicts the whole gaming ecosystem of
COD: Warzone, giving an answer to the following research question: How do different players
perceive and make sense of the cheating practices performed in their gaming environment? With

this aim, we explored the players’ subjective perceptions of and beliefs around cheating in



Warzone, highlighting how they understand the phenomenon, how they attempt to determine the
presence of cheaters, and the effects that such beliefs and understandings have on the gaming
community. In the following, we discuss the three main contributions of the study: the definition of
cheating as a contextual phenomenon, which also depends on the players’ socio-material conditions
and the “role” of the cheater; ii) the conceptualization of cheating as a black box, being
characterized by a profound uncertainty; iii) the design implications that can be derived from our

findings.

5.1 Cheating as a contextual phenomenon

A key finding of this study is that cheating is a multifaceted and contextual phenomenon, the
perception thereof depends on the players’ competence in playing, as well as on their socio-material
conditions and the “role” that the cheater has in the game community. Players of Warzone are not
equal because they can allocate different temporal and monetary resources to the game. Players who
can spend a huge amount of time in the game develop in-game skills that allow them to correctly
identify the cheaters, while novices and average players tend to rely on their “feelings,” which are
much more imprecise and often result in unsubstantiated suspects and biased perceptions of the
phenomenon, as we have seen in Section 4.2.

Moreover, players’ technology equipment incorporates the non-equal distribution of
monetary resources, and thus power, across players, representing a social stratification that
undermines “fair competition.” In fact, in Warzone social recognition and personal growth can be
obtained only at great (even monetary) expenses. This contrasts previous findings on video games
that entail complex social dynamics, like World of Warcraft (WoW), where players feel that
everyone can be recognized for their abilities and feel to be the agent of their own progress (Rapp,
2017, 2020). For this, certain Warzone players may consider buying expensive game hardware a
way to cheat, while others, who hold greater monetary resources, may see this practice as perfectly

legitimate, as we noticed in Section 4.1.2.



Additionally, players’ accounts of cheating are bound to the practices in which cheating is
performed: when such practices are assimilated to real-world working practices (like professional
sports and social media influencers as it happens for professional players and streamers), where
individuals can obtain real-world advantages from their dishonest gaming actions, cheating is
considered as an injustice that needs to be eradicated to reestablish trust. Instead, when it is
performed by amateur players, the cheater may become a source of danger for the actual experience
of play, which needs to be discovered for not contaminating the other players, or even someone that
can be tolerated provided that he has the competence to play the game (see Section 4.1.1).

A first contribution of this study, therefore, is an original in-depth account of cheating that
describes it as contextual, thus confirming previous research highlighting that there is no consensus
on the specific behaviors that are considered unfair by players (Yan & Choi, 2002; Consalvo,
2005a, 2007). However, we extend the conceptualization of cheating as a contextual phenomenon,
by connecting the players’ diverse accounts of cheating practices in relation to their socio-material
conditions and the different “figures” that characterize the game world, which have been neglected
by previous research. In so doing, we also illustrated the different strategies that such different
figures, which may hold different level of “competence,” may utilize to identify and counteract
cheaters: this aspect, which revolves around the competence and criteria needed to assess the

culpability of players, has been ignored by previous research (Steam, 2021).

5.2 Uncertainty: cheating as a black box

Another key finding of this research is that cheating is characterized by uncertainty, meant as the
inability or impossibility of part of the players to know in depth the functioning of hacks and
therefore to correctly recognize those who use them in the game. Here, technology profoundly
contributes to increasing the uncertainty of the cheating phenomenon. The essential role of
uncertainty in cheating emerging from our findings leads to a novel conceptualization of cheating as

a black box, i.e., a phenomenon whose existence can only be inferred by means of cues that only a



restricted elite of players is seemingly able to identify and that, nonetheless, produces “real” effects
on all the players: this represents our second main contribution. The impossibility to correctly
estimate the nature and diffusion of this practice and to perform a clear detection of cheaters during
a match yield several consequences that invest the community at large. In the next subsections, we
unfold the role of uncertainty and its emotional, sense-making, and social consequences, as they

emerge from our findings.

5.2.1 Stress and emotion regulation: emotional consequences of uncertainty

Uncertainty can be partially explained by the technological characteristics of cheats — whose
software is designed to make the practice less identifiable as possible (Jonnalagadda et al., 2021).
More experienced players may overcome the opaqueness of cheats, but the majority of players do
not hold sufficient competence and may either believe that cheaters are responsible for most of their
negative experience of play or use hackusations as a strategy for seeing themselves in a more
positive light. In both cases, this uncertainty produces important emotional consequences.

On the one hand, continuous loss, repeated deaths, and few wins may easily pave the way
for frustration, as we have seen in Section 4.3.1. Previous research already acknowledged that the
violent and competitive nature of the Battle Royale genre may expose players to frustration and act
as a potential trigger of stress (Ohno, 2021; Kaye & Bryce, 2012). Adding to this, when amateur
players perceive that their efforts to attain a certain objective are vain because they might be
illegitimately defeated by others, they may respond with anger and express aggressive feelings
(Baron & Richardson, 1994; Folger & Baron, 1996). The same applies for streamers and
professionals who spend their time in the game in search of an economical return.

On the other hand, accusing others of performing unfair play may help amateur players
rework their negative emotions resulting from the loss of a match. This finds confirmation in
previous works, which concluded that assigning culpability is vital to alleviating the emotional

turmoil that arises when a person perceives to be victim of an injustice (Walker, 2006). Reframing a



failure as a non-event by accusing the opponent of using hacks is an example of cognitive
reappraisals, which aim to transform the evaluation of a situation to modulate the negative feelings
that it may engender (Gross, 1998): there reappraisals are very common in Warzone, even among
streamers, as we noticed in Section 4.3.2.2.

Blaming others for playing dirty might thus have a positive emotional effect for players, but
at the same time it may have unwanted side-effects: being identification of cheaters uncertain,
aggression might be directed towards any target, fair players included. In fact, as people tend to
reciprocate the aggression received, similar behaviors may spiral upward (Ohbuchi & Kambara,

1985), thus contributing to exacerbating the aggressiveness and toxicity of the gaming environment.

5.2.2 Sense-making: how uncertainty sustains the production of (unfounded) meanings

As cheats are difficult to detect, most players are involved in a constant interpretative process,
aimed at understanding whether the enemy is fair, namely, whether her victory is due to “human”
abilities or illegitimate aids. Players who do not have in-depth knowledge of the cheating dynamics
continuously attempt to produce correct interpretations of the phenomenon by gathering, sharing,
discussing information coming from different indirect sources, as we have pointed out in Section
4.1.4: conversations with fellow gamers, content and news published on social media and channels
dedicated to the game. However, as it happens in other situations that appear ambiguous, such as
crisis events (Kou et al., 2017; Boldi et al., 2022), players may be exposed to rumors, a form of
communication through which people try to make meaningful interpretations of what is happening
(Shibutani, 1966). In the case of Warzone, this continuous sense-making activity based on
unreliable sources contributes to making the phenomenon even more evanescent and fueling the
spreading of further uncertain information.

Uncertain interpretations, fueled by the belief that unfairness proliferates with no control,
may entail the belief that every in-game action is contaminated by cheating. In this sense, it may

insinuate the doubt that even the fellow players are cheating, as well as the publisher and the game



developers, eventually producing a variety of conspiracy theories, as we noticed in Section 4.3.1.
Similar narrations — that are allegations “of misconduct committed by a powerful group” (van
Prooijen & Vries, 2016, p. 480), easily emerge in complex and distressing reality (Abalakina-Paap
et al. 1999) and when people have feelings of powerlessness (Hofstadter, 1965). It may sound
reasonable that similar theories are more than the expression of a simple distrust towards the game
company but represent a means to make sense of the situation, offering a simple explanation to a

complex problem (Zonis & Joseph, 1994).

5.2.3 Surveillance: the social consequences of uncertainty supported by technology

In an environment characterized by uncertainty, it is easy to witness the emergence of
“investigative” practices among the population, which are normally aimed at making sense of the
events, by analyzing others’ intentions and motives (Kramer, 2001), or at reducing uncertainty and
regain control, similarly to what happens during crisis or catastrophic events (Heverin & Zach,
2012). In Warzone, such control takes the form of social surveillance, as we explained in Sections
4.3.2.1 and 4.3.2.2, which consists in a decentralized and reciprocal controlling activity (Marwick,
2012). Depending on the role played in the community, observation and control are performed in a
more or less formal and structured way. For certain streamers, control may take even the form of a
“job,” whose claimed mission is to contain the diffusion of the phenomenon and to share a body of
knowledge around cheating that could help other players recognize unfair individuals.

Of course, in a game social control can be performed only if technology permits it, which is
the case of Warzone, within which social surveillance is enabled by a number of design choices that
allow: 1) first-perspective observations of the others’ gameplay; ii) the reporting of behaviors that
break the norms of the game; and iii) the analysis of performance through public statistics, as we
highlighted in the recount of the findings. The presence of these design features may be read as the
attempt of the gaming company to patch up the problem by relying on reciprocal monitoring,

whereby top-down solutions are neither sufficient nor effective.



In fact, as highlighted by Jonnalagadda et al. (2021), manual inspection of gameplay and
voluntary reporting of other players are currently the most effective approach to block cheating.
However, such an approach may lead to a state of pervasive surveillance and “paranoia”, where
players may be unfairly hackused and be pervaded by the fear of being banned from the game.
These negative consequences of reporting may be the effect of the combination of the game design
features enabling the control of the players’ behavior with the gaming practices that they perform to
manage uncertainty: for example, their continuous attempts to make sense of the others’ gameplay,
to gain information from a variety of (unreliable) sources, and to emotionally cope with their
(possibly unfair) losses, which all have been pointed out by our study. A technical solution that
considers such practices should then acknowledge that players often do not hold enough knowledge
to perform correct reporting and that their judgment may be biased by emotional factors and

influenced by the collective perception of the phenomenon.

5.3 Implications for design

The third contribution of our research is to propose three design implications emerging from the
study findings, which could be applied in those video gaming contexts that are plagued by the
spreading of cheating practices and cannot be controlled by the absolute reliance on technological

solutions.

5.3.1 Encourage information dissemination and knowledge among players

Part of the problem associated with cheating depends on the asymmetric distribution of information,
whereby more experienced players seem to be able to decipher ambiguous situations in more
effective and accurate ways with respect to inexperienced players. However, even the most
experienced players and streamers may produce inaccurate hackusations, if these hackusation allow
them to emotionally shield themselves from a defeat or to protect their public image. Currently,

cheating-themed content is mostly produced by the players themselves, while the institutional



presence, i.e., the game company and developers, is rather sparse. This absence can lead players to
generate conspiracy theories about the company’s involvement in the phenomenon.

To fill this void, the gaming company could: 1) create specialized content and guides that
could help juggle the material circulating online, the sheer quantity of which risks confusing and
discouraging anyone trying to better understand the topic; ii) help players classify the quality of the
content found online: drawing from literature addressing misinformation on social media by means
of web add-on corrections (e.g., Lee, 2022), such materials might be “flagged” to indicate the
quality of the information; iii) leverage the influence of streamers by building partnerships with
those who are popular and particularly engaged in the battle against unfairness, and create social
networks where reliable information about cheating is conveyed by such public figures. The goal of
such solutions would be, on the one side, to rebuild trust and social order, by reducing the
asymmetries and the distance between the players and those who occupy positions of high power
and status (see Kramer, 2001), namely the publisher and the developers; on the other side, to

contrast the flood of false information by offering a solid guide.

5.3.2 Augment transparency of technological solutions

Warzone’s ban system based on the players’ reports has unclear criteria and follows a completely
opaque process. Players of League of Legends are subjected to a similar condition, as punishments
for toxic behaviors are guided by an Artificial Intelligence (Al)-moderation system, whose
functioning has not been explained by Riot Games (Kou et al., 2017). Considering the growing
attention to issues of accountability of Al systems and the rise of explainable Al (Mittelstadt et al.,
2018), it is important for the game companies to improve the transparency of the systems and
methods used for tackling cheating behavior, by undercovering the criteria that determine in what
conditions the activity of a player is scrutinized and what the player can do to avoid such situation.
Players could be allowed to review the game actions that led to the report and be prompted with

data that may “objectively” signal possible unfair actions (e.g., an excess of kills).



Augmenting transparency would increase users’ perceived trust and fairness (Lee et al.,
2019), and hopefully help to contrast the climate of rampant suspicion. As found by Kou and Gui
(2020), when the reasons behind a punishment are not clear, players seek explanations within the
gaming community. Activision may then provide players with a space, i.e., a forum, where issues
around punishments are openly discussed with other players, as well as with developers and
designers. Finally, customer service professionals, even in the automated form of conversational
agents, could be trained to explain to the players the reasons that led to the ban, responding

accurately to their requests for clarification.

5.3.3 Integrate technological and human solutions

Being absent a valid solution to cheating, players have taken full advantage of the design
possibilities offered by the game to counteract cheaters, observing other players during the game
sessions, examining their game statistics, and finally reporting them. This peer-based reporting
system can be effective as a complement to a technological solution. However, players are not
always able to do proper reports or may be driven by anger, which may bias their judgment. This
approach may then expose the game company to the risk of banning fair players, exacerbating the
feeling of unfairness within the community: players may also be afraid of a punishment system that
is perceived as unreliable.

To limit unfair reporting, we suggest that the interaction with the system is “slowed down,”
in line with the principles of “slow technology” (e.g., Odom et al., 2012), so as to encourage
reflection and avoid rushed judgments. A slightly similar approach has been employed by Ubisoft,
for the FPS Tom Clancy’s Rainbow Six Siege (Ubisoft, 2022). For example, as the player reports a
suspected cheater, she may be recontacted later to finalize the reporting: this time delay would limit
those reports triggered by negative feelings, at the same time stimulating people who are truly
motivated to finalize the hackusation. A section asking about the reasons for reporting could also be

added, so that the player may have the possibility to explain her motives and possibly attach



screenshots of the gaming sessions as a probe. The goal is to stimulate players to think about the
legitimacy of their reporting.

Another possibility to limit relentless mutual surveillance would be to evaluate the accuracy
of single reports comparing them with the feedback given by automatic systems. Reports might be
rated in terms of accuracy and be stored among the statistics of the player — as a social deterrent for
false hackusations. In line with the human-in-the-loop approach, according to which people are
involved in the improvement of artificial intelligence systems (Kamar, 2016), this constant
comparison might also help the developers adjust and correct their systems, which may learn from

human judgments through a constant feedback loop.

6. Limitations

Methodological limitations should be considered. Deciding to collect data within the Italian
community might have affected the collected results, as players located in different world regions
could conceive the game and cheating practices in a different way. On the other hand, the research
took place in specific “seasons” of the game: despite the publisher maintaining untouched the core
game mechanics, slight differences in the design features of the different versions of the game may
alter the game experience. Therefore, the findings reported in this article may not find full
confirmation in further evolutions of the game. As we opted for an in-depth analysis of a single
game, the findings of our study may not be generalizable to other video games. Future studies may
then explore how cheating unfolds in other games and analyze how the phenomenon varies
depending on the characteristics of the video game, such as the genre, the content of the game, and
the size of the game community. Research could also investigate how different motives for playing,
as well as the perception of playing either as a “work” or a leisure activity, can influence people’s
aversion or propensity to cheating. The well-being and the level of stress related to the constant

monitoring of streamers and professional players could also be explored in the future.



7. Conclusion

Research has made substantial efforts in exploring how cheating behaviors unfold in multiplayer
video games, with the aim to limit the noxious effect that cheating has on the gaming experience.
However, while technological approaches to cheating are not always available or effective in
limiting the spread of unfair practices, human-centered perspectives underestimate the role of
technology and not sufficiently consider the social complexity of contemporary gaming
environments, which are populated by a variety of figures having different motives for playing.

In this article, we offered an exploration of both the technological and human aspects of
cheating, based on a 9-month-long digital ethnography within Call of Duty: Warzone. We found
that players’ perception of cheating depends on their competence, their socio-material conditions,
and the role of the individual who performs the unfair behavior. Moreover, as the knowledge of the
cheating practices is fragmented and uncertain, the phenomenon becomes a sort of “black box,”
characterized by a profound indeterminateness. Amateur players are often prey to the others’
opinions or rumors, while most skilled players seem to employ reasonable criteria to recognize
cheaters in action. The harsh competitiveness characterizing the game paves the way for mutual
“hackusations,” which may affect both amateur players and streamers. Since Warzone offers design
features that allow reciprocal observation and reporting, such a situation exacerbates the climate of
paranoia and surveillance, leading to the consolidation of a toxic environment.

On the basis of these findings, we concluded the article with a set of design suggestions that
could be used to address the issue of cheating in gaming environments entailing competitive
dynamics: first, the gaming companies might encourage the dissemination of “right” information
around cheating by leveraging the “power” of streamers; second, the transparency of the process
that may make players undergo scrutiny may be improved; finally, peer-reporting systems may be

redesigned in a way that encourages reflection and avoid rush decisions.



We hope that the insights recounted in this article could inspire future strands of research
and attract the attention of those researchers who attempt to understand how dark behaviors

originate and spread in large communities.
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Table 2. Categories of players and their characteristics

Category Hours spent in the game (avg.) K/D ratio (avg.) | Matches played (avg.)
Master 1273 1,48 4652

Average 250 0,75 1145

Novice 112 0,49 400




Table 3. Sample

Battle

Warzone

ID | Age | Genre | Education COD Royale expertise Platform | Role
P01 |23 | M High school Yes No novice Console | Member
P02 |38 | M Middle school No No average Console | Member
P03 |32 |F High school Yes No average Console | Member
P04 |23 | M Middle school No No average Console | Member
PO5 |24 | M ]jeagcrheeelor's Yes Yes average PC Member
P06 |25 | M High school Yes Yes master PC Founder
P07 |33 | M High school Yes Yes master PC Member
P08 | 40 | M High school No Yes novice Console | Member
P09 |42 | M High school Yes Yes novice PC Member
P10 |24 | M Middle school No Yes master PC Member
P11 |52 |M High school No Yes novice Console | Member
P12 |34 | M High school Yes Yes novice PC Member
P13 |37 |M High school Yes No average Console | Member
P14 (30 |M Middle school Yes No average Console | Member
P15 |31 |M High school Yes No novice Console | Officer
P16 |30 | M High school Yes Yes master Console | Officer
P17 |34 |F Master's degree | Yes No novice PC Officer
P18 |30 | M Master's degree | Yes No novice PC Member
P19 |25 |M ]jea;heeelor's Yes No average Console | Officer
P20 |31 |M Master's degree | Yes No average Console | Officer
P21 |22 |M High school Yes No novice PC Member
P22 142 | M High school Yes Yes average Console | ND
P23 |24 |F Bachelor's Yes Yes novice Console | Officer
degree
P24 | 24 Middle school Yes No average Console | Member
P25 |41 | M Master’s degree | Yes No average PC Officer




Table 4 — Key findings

Cheating in Warzone from the participants’ point of view

Who the cheaters are and what cheats are

Knowledge of cheating

- Participants attribute the label “cheating” to
different in-game behaviors depending on who
performs the cheating behavior and the “role” she
has in the game community

- Technology equipment may be considered a cheat
even if it is “legal” and there is a grey area that may
be characterized as cheating or not by different
players

- Participants have fragmented and incomplete
knowledge of all the cheats that are currently
available in the game

- Knowledge around cheating is often the result of
word-of-mouth, also due to the technological
sophistication of cheats

- The vagueness of knowledge makes cheating an
uncertain phenomenon

The role of competence

Novice and average players

Masters and streamers

- Novices ad average players have few criteria to
recognize cheaters and are often prey to rumors and
“sensations” in making their judgments about
cheating

- They do not have the competence to exploit the
technological aids made available by the designers
to analyze the in-game actions and discover unfair
behaviors

- Master players have competence to identify those
behavior that may be unfair: to do so, they utilize a
variety of strategies like comparing the potential
cheater with a “model” of the player and using
statistics and metrics

- Likewise, streamers have the competence to
detect cheating, which allows for an in-depth
analysis of the technological features of the

cheats

The consequences of cheating

Paranoia

Surveillance culture

- The uncertain nature of cheating encourages
the spreading of “conspiracy theories” and
contributes to creating a climate of paranoia,
where every player may be accused of cheating.
- Reciprocal accusations of cheating may be a
way to rework negative feelings coming from a
defeat, but they may fuel the climate of
paranoia

- For amateurs, observing the other may be a
means to regain agency and sense of control
over cheaters, while for streamers it may be a
way to show that they are the “paladins” of the
community

- Reciprocal observation is sustained by the
design features of the game

- Total transparency and the climate of
“paranoia” may culminate in a sort of
surveillance culture, where each player and
streamer observe and are observed by others




