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Abstract. This study reviews existing research on how climate-related 
risks impact banks’ operational risk. While global interest in this issue 
is increasing, related literature remains limited. Various analytical meth-
ods, including econometrics, statistics, and machine learning, have been 
used to examine this relationship. To address research gaps, this paper 
proposes a three-step approach integrating variable selection, statisti-
cal analysis and agent-based modeling (ABM). Statistical and machine 
learning techniques identify risk patterns and predict disruptions. These 
insights are then incorporated into an ABM framework to simulate inter-
actions among banks, regulators, employees, and infrastructure under 
different climate scenarios. This methodology also addresses data scarcity 
by leveraging real-world climate and financial datasets, enhancing predic-
tive accuracy. This approach enhances predictive accuracy and strength-
ens risk mitigation strategies. The proposed framework offers valuable 
tools for financial institutions and policymakers to manage operational 
risks in an increasingly uncertain climate landscape. 

Keywords: operational risk · climate change · machine learning · 
agent based model 

1 Introduction 

The financial sector, particularly sustainable finance, plays a crucial role in 
addressing climate change by integrating environmental, social, and governance 
(ESG) considerations into decision-making processes. The European Commis-
sion’s Action Plan on Financing Sustainable Growth (2018) and the European 
Green Deal (2019) highlight the urgency of redirecting capital flows toward a sus-
tainable economy while managing financial risks associated with climate change 
[ 4]. Climate-related risks are broadly categorized into physical and transition 
risks. Physical risks arise from extreme weather events (e.g., floods, cyclones, 
and storms) and long-term environmental changes, such as rising sea levels, 
biodiversity loss, and resource depletion [ 12]. These risks vary by region and 
can significantly impact economies and financial systems. Transition risks, in 
c⃝ The Author(s), under exclusive license to Springer Nature Switzerland AG 2025 
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contrast, stem from policy changes, technological advancements, and shifting 
consumer preferences toward sustainability. While these transformations aim to 
foster long-term resilience, they may also generate financial instability for firms 
unable to adapt [ 3]. Both categories of risk pose substantial challenges to the 
banking sector, affecting the dimensions of credit, market, liquidity, operation, 
and reputation. 

Among these, physical risks pose a direct threat to business continuity by 
causing operational disruptions, system failures, and damage to a bank’s infras-
tructure, including branches, offices, data centers, and outsourced functions. 
Such disruptions can lead to significant financial losses due to revenue decline and 
costly repairs. The Basel Committee on Banking Supervision [ 1] defines opera-
tional risk as the potential for loss resulting from inadequate or failed internal 
processes, human errors, system failures, or external events. Climate-induced 
operational risks are particularly critical, as evidenced by historical disasters 
such as Hurricane Katrina (2005) and the Tohoku earthquake (2011), which 
disrupted financial services and led to asset devaluation [ 9]. 

Despite the growing recognition of climate risks in finance, the operational 
risks stemming from climate change remain underexplored. This study aims 
to bridge this gap by reviewing existing research, evaluating methodological 
approaches, and proposing new frameworks for assessing climate-induced oper-
ational risks in the banking sector. The paper is organized as follows. Section 2 
defines the state of the art while Sect. 3 discusses a methodological proposal to 
study bank’s operational risk. Finally, Sect. 4 concludes the paper by envisaging 
further research. 

2 Literature Review 

The event study methodology is widely used to assess the impact of climate 
change on banking operational risk, as it isolates the effects of specific events -
such as natural disasters or operational loss announcements - on financial insti-
tutions [ 5]. For instance, [ 2] employed this approach to measure the immediate 
impact of extreme weather events on U.S. banks’ operational losses. An event 
study identifies the event date t0, marking the disclosure of relevant informa-
tion, and defines an event window [t1, t2] around it. A prior estimation window 
[t−T , t−1] (e.g., 120–250 trading days) models expected returns, typically using 
the market model: E(Rit) =  αi + βiRmt + εit, where Rit is the return of bank i 
at time t, Rmt the market return, and εit the error term. The abnormal return 
(AR) is given by ARit = Rit − E(Rit), while the Cumulative Abnormal Return 
(CAR) over the event window is CARi =

∑t2 
t=t1 

ARit. In multi-firm analyses, 
the Cumulative Average Abnormal Return (CAAR) is CAAR = 1 

N

∑N 
i=1 CARi. 

The significance of abnormal returns is tested via a t-statistic: t = AR 
σAR/

√
N . 

Despite its usefulness, the event study method has key limitations when applied 
to banking operational risk. First, it assumes market efficiency and rational 
investor behavior, making it unsuitable for analyzing non-listed banks or private 
institutions. Second, its short-term focus primarily captures immediate market
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reactions, potentially overlooking long-term operational risk effects. Third, event 
date ambiguity is a challenge, as many operational risk events, such as cyberat-
tacks or fraud, lack a precise disclosure date, complicating event identification. 
Finally, model specification can influence results, as the choice of normal return 
models and potential confounding factors may introduce bias. Given these con-
straints, event studies are often complemented by regression models to improve 
robustness in detecting abnormal returns and isolating causal relationships. 

Ordinary Least Squares (OLS) is the second most widely used method for 
evaluating the impact of multiple variables on bank operational risk [ 6]. OLS 
assumes a linear relationship between variables: Yi = β0 +

∑k 
j=1 βjXij +εi where 

Yi is the dependent variable, Xij are explanatory variables, βj are coefficients, 
and εi is the error term. While OLS enables hypothesis testing and allows for 
the inclusion of control variables, it is prone to endogeneity issues, leading to 
biased estimates. To address endogeneity, fixed effects (FE) models control for 
unobserved heterogeneity by removing time-invariant characteristics: Yit = αi +∑k 

j=1 βjXijt + εit where αi captures time-invariant individual effects. [ 3] applied 
this approach to analyze the effects of hurricanes on the banking sector in the 
Eastern Caribbean. While FE models effectively isolate within-group variation, 
they cannot estimate coefficients for time-invariant regressors. 

The Difference-in-Differences (DiD) method mitigates endogeneity by com-
paring treated and control groups over time, assuming parallel trends. It esti-
mates treatment effects as: ∆Y = (YT,post  −YT,pre) − (YC,post − YC,pre) where T 
and C denote treated and control groups, and pre and post represent time peri-
ods. The validity of DiD depends on the parallel trends assumption, requiring 
pre-treatment trends to be similar across groups. Instead, the two-step Sys-
tem Generalized Method of Moments (SYS-GMM) addresses endogeneity in 
dynamic panels by using lagged instruments in this research framework [ 7]: 
Yit = βYit−1 +

∑k 
j=1 γjXijt + ηi + εit where ηi represents fixed effects, and 

GMM instruments correct for potential bias. Robustness checks, such as the 
Hansen test for instrument validity, are essential to ensure reliability. 

Finally, for binary outcomes, the logit model estimates the probability 
of operational disruptions - such as system failures or branch closures -
due to climate-related events under the logistic function: P (Yi = 1|Xi) =  
eβ0+

∑k 
j=1 βj Xij /(1 + eβ0+

∑k 
j=1 βj Xij ). 

3 Methodological Proposal 

This study follows a three-phase methodology: variable selection, analytical mod-
eling, and simulation via an agent-based model (ABM). Leveraging statistical 
methods and machine learning, the ABM enhances predictive accuracy in assess-
ing climate-related risks to banking operations, addressing data scarcity in this 
domain. This approach provides deeper insights into how climate events disrupt 
financial institutions. Key research objectives in this setting include analyzing 
the impact of climate events (e.g., floods, hurricanes, heatwaves) on banking
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operations, assessing disruptions to employees, internal processes, and techno-
logical infrastructure, and evaluating banks’ adaptation to evolving regulatory 
frameworks such as climate risk disclosures. 

Variable Selection. Variable selection is required in this framework to balance 
predictive accuracy and interoperability, a well as overfitting of statistical mod-
els. Traditional methods, such as stepwise selection and penalized regression 
(e.g., LASSO, Ridge), address this trade-off, but more advanced techniques lever-
age information-theoretic criteria and sparsity-inducing regularization. In partic-
ular, [ 14] will be employed given that they propose a mutual information-based 
approach to refine selection, reducing redundancy while preserving explanatory 
power. This approach ensure to mitigates multicollinearity, improves efficiency, 
and enhances out-of-sample performance in the study of bank’s operational risk 
due to climate change. 

Statistical Analysis and Machine Learning Approaches. Statistical and machine 
learning methods provide a foundation for defining agent behavior and model-
ing interactions between selected variables. In addiction to the model previously 
discussed, survival analysis could be employed, for instance, to estimate the time 
until an operational failure, such as IT system downtime or infrastructure break-
down, caused by climate-related events [ 11]. It can predict a bank’s data center 
failure under rising heat stress, incorporating factors like temperature trends 
and cooling system capacity. Reinforcement learning methods [ 10], including Q-
learning and deep reinforcement learning, optimize decision-making by enabling 
banks to adapt operations - such as relocating infrastructure or implementing 
remote work - to mitigate disruptions. Supervised learning techniques [ 8], such as 
Random Forest, enhance risk forecasting by analyzing historical climate events, 
operational disruptions, and infrastructure resilience, improving failure predic-
tions under extreme conditions. Additionally, clustering algorithms and anomaly 
detection refine risk assessment by identifying hidden patterns and irregularities 
in operational data. 

Agent-Based Model. Constructing an ABM [ 13] to assess climate-induced oper-
ational risks in banking requires defining agents, environmental conditions, and 
behavioral dynamics. This approach provides insights for financial institutions 
and policymakers on how climate disruptions impact banking operations. In 
an ABM, agents represent key entities interacting within the model environ-
ment. These include banks, varying in risk exposure and climate vulnerability; 
employees, affected by extreme weather or regulatory shifts; infrastructure, such 
as data centers and branches susceptible to disruptions; regulators, enforcing cli-
mate risk policies; and third-party suppliers, including IT and utility providers. 
Each agent is characterized by geographic location, climate exposure, and pre-
paredness levels, with statistical models (identified in step 2) estimating their 
likelihood of experiencing operational risks based on preliminary historical data 
and environmental conditions. Agent behaviors are shaped by climate exposure,
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economic conditions, and regulatory frameworks, influencing decision-making 
and risk management strategies. 

Parameterization assigns specific values and rules to agents and the envi-
ronment, integrating statistical models to enhance realism. Real-world climate 
data inform probabilities of extreme events, banks are differentiated by resilience 
levels, and operational disruption thresholds are defined. Multivariate regres-
sion models can estimate climate risk exposure based on historical losses, while 
survival analysis can assess the likelihood and duration of operational disrup-
tions. Bayesian networks may improve risk estimation by capturing dependen-
cies among agents, while Markov models can simulate transition probabilities 
between different risk states. This structured calibration strengthens model 
validity, enabling robust simulations of climate-induced banking risks. 

After model implementation, simulation scenarios evaluate risk propagation 
and mitigation strategies, including the role of digital transformations such as 
cloud computing and remote work. Validation and calibration involve comparing 
outputs against real-world data, adjusting parameters to align with observed 
patterns, and refining model assumptions. Key outputs - such as disruption 
frequency, systemic risk dynamics, and the effectiveness of mitigation strategies -
support policy recommendations. Platforms like NetLogo, Repast, and AnyLogic 
facilitate implementation. 

4 Conclusion 

This study advances the assessment of climate-induced operational risks in bank-
ing by integrating statistical methods, machine learning, and agent-based mod-
eling (ABM). The framework improves predictive accuracy despite data scarcity, 
enabling simulations of climate-related disruptions and their financial impact. 

However, key limitations remain. ABMs introduce model uncertainty due to 
parameterization and reliance on historical climate data, limiting adaptability 
to unprecedented risks. 

Future work should enhance model flexibility by incorporating dynamic 
climate scenarios, real-time data, and heterogeneous agent behaviors. Hybrid 
approaches combining ABMs with deep learning could refine risk propaga-
tion analysis, while improved validation frameworks - including stress tests on 
extreme events - would strengthen policy relevance for financial institutions and 
regulators. 

Acknowledgment. Funded by the PRIN 2022 - 2022KKHAF3 “The banking sector 
facing the challenges of climate-change: how new frontiers in machine learning, econo-
metrics and statistics can help in the identification and management of credit and 
operational risk” CUP: B53D23010030008.
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