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a b s t r a c t

DarkNet markets (DNMs) are flourishing, exploiting cryptocurrencies' pseudo-anonymity feature. To
fight the illegal drug trade, it is necessary to understand the factors influencing choices made by DNM
consumers. ClearNet forums facilitate interactions among new and experienced DarkNet users, thus
serving as an ideal source for investigation and research. The methodology of temporal topic models and
sentiment analysis were applied to the ClearNet forum data to explore DNM new drug users’ behavior
over time. We inspected the development of major topics from the forum over eight years (2012e19)
period to study the evolution in motivations and challenges faced by DNM users. The extracted temporal
topic models successfully captured the apparent dynamics of critical events in the crypto world, showing
the shift from Bitcoin to Monero. Our analysis demonstrates that the Bitcoin traceability announcement
(made public in 2015) did not have a deterrent effect on the usage of Bitcoin, and this declaration instead
acted as an advertisement for DNMs. Drug buyers used Bitcoin despite its traceability until Monero
became untraceable in 2017 due to its privacy update.

© 2022 Elsevier Ltd. All rights reserved.
1. Introduction

Dark Net markets (DNMs), also known as cryptomarkets, are
collections of Dark Net (DarkWeb) websites that function similarly
to other online platforms facilitating trades, such as eBay or
Amazon (and Europol (2017), 2017). Users’ anonymity is the main
feature distinguishing DNMs from traditional e-commerce plat-
forms. Only cryptocurrencies are accepted as a payment method on
Dark NetMarkets to enhance anonymity. DNM administrators build
trust between participants by introducing review, dispute, and
escrow systems, along with sanctions for scammers (Demant et al.,
2018).

According to Europol, approximately 1 billion USD was spent on
DNMs in 2018 (Europol, 2019). While drugs are the number one
category offered on DNMs, which account for 62% of the deals, the
remaining sales consist of fraud and counterfeit, guides and tuto-
rials, hacking and malware, firearms and explosives, along with
other illegal activities (and Europol (2017), 2017).
. Bahamazava).
Customers choose to buy illegal goods and services on DNMs
because of perceived anonymity, protection, and higher quality
(Caudevilla et al., 2016) of goods sold. Also, during the COVID-19
lockdowns, the “usual” places (streets and clubs) have been inac-
cessible; hence, the access to the products became an issue, which
spiked the DNMs’ attractiveness (C (2020). World drug, 2020).

This paper assumes that apprehending criminals on the Dark
Web is challenging due to the following reasons:

1) limited amount of research compared to the conventional drug
sale markets,

2) continually evolving technologies that DNMs are based on,

Let us examine the first reason of a fairly new phenomenonwith
a limited amount of research. American R.W. Ulbricht created the
first DNM “Silk Road” in 2011, which functioned until 2013
(Department of Justic, 2014). At the same time, the traditional
illegal drug trade possibly appeared as early as narcotics were
outlawed. Being a unique phenomenon, the DNM requires time to
be recognized, researched, and analyzed (and Europol (2017),
2017).
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The second issue with the difficulty of apprehending DNM's
illegal activities is the continuously evolving technology used by
DNM participants. For instance, “Silk Road” only controlled specific
Bitcoin addresses to manage sales. However, in recent years, the
DNM platforms started utilizing escrows,1 PGPs,2 and numerous
cryptocurrency wallets with anonymous exchanges.

Most DNM trading is concentrated in a small number of coun-
tries (around 70% of global DNM trades occur in the USA, UK,
Australia, Germany, and Holland) with high numbers of drug end-
users (Dittus et al., 2018).

Although there is evidence that buyers prefer to deal with local
sellers, there have also been cases where organizations in different
jurisdictions collaborated to take down DNMs. One of the few suc-
cessful illustrations of coordinated actions was the seize of European
DNM “ItalianMafiaBrussels” with Romanian members who sent
drugs primarily to the US and Canada (and Europol (2019), 2019).
Another more recent international cooperation is an operation,
“Dark HunTor,” that spanned three continents, lasted ten months,
and resulted in 150 arrests worldwide (Department of Justic, 2021).
These operations are examples of how much effort and how many
countries are needed to cooperate in shutting down DNMs.

Considering the complications of the two reasons mentioned
above, the presumed weakest link in the whole scheme is the
transition from the online world to the real one or vice versa. We
were interested in studying the drug trade preferences of new or
potential users. As they use ClearNet forums as the starting point,
we chose to explore those forums. On ClearNet forums, beginners
ask questions about accessing DarkNet, cryptocurrency usage,
specific markets, and reasons to buy drugs on DNMs. In contrast, on
the DarkNet forums, there are people who already understand the
whole process of buying DNM's illegal products. Therefore, it is
beneficial to analyze ClearNet forums since they provide informa-
tion on the new DNM users, their motivations, and their challenges.

Bitcoin is the first successful cryptocurrency, and it is still the
most popular one among the general public. In 2015, for the first
time, the FBI announced (“traceability announcement”)
(Greenberg, 2015) the usage of blockchain analysis to trace Bitcoins
back to the R.W. Ulbricht (founder of “Silk Road”) personal wallet.
There have been cases (Department of Justic, 2021) (Europol, 2021),
(Department of Justic, 2019) where law enforcement agencies have
been able to shutdown the DarkNet markets by using traceability,
but it is not a repeatable or a standard process which could be
replicated for all DNMs. In overall, law enforcement agencies have
apprehended at least one hundred individual DarkNet vendors
since 2013 (Ladegaard, 2019a). Therefore, we hypothesized that
Bitcoin is not a preferred cryptocurrency for DarkNet drug users
anymore.

To discover whether DarkNet drug users found a substitute for
the traceable Bitcoin, Natural Language Processing (NLP) tech-
niques were utilized. Topic models have been used to infer latent
topics from unstructured text in different domains. It was also quite
intuitive to analyze the forum's posts and comments by using topic
models in our case. The topic model connects documents and
words through variables (L'huillier et al., 2011). The topic itself is
defined as a distribution of wordswith a document constructed as a
mixture of topics (Curiskis et al., 2020). One of the most popular
techniques of unsupervised topic modeling, Latent Dirichlet Allo-
cation (LDA), was applied to DarkNet forums to explore their topics
evolution in 2016e2017 (Tavabi et al., 2019). The Anchored
1 Escrow is the use of a neutral third party that holds the money until the vendor
delivers the good.

2 Pretty Good Privacy is the encryption technique used to code the shipping
address before sending it to the vendor.
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Correlation Explanation model was implemented to perform su-
pervised topic modeling for revealing cryptocurrency manipula-
tions (Nizzoli et al., 2020).

The principal objective of this paper is to apply topic modeling
and sentiment analysis to study the behavior of new or potential
Dark Net drug users over time. The extracted topic models and their
corresponding sentiment over a period of timewill help us examine
the deterrent effect of Bitcoin traceability announcement as
mentioned in the hypothesis. Since cryptocurrency is the only
payment method on DarkNet, we assume to observe the influence
and consequence of this announcement in the evolution of
preferred cryptocurrency.

The ClearNet forums' information was inspected to study Dar-
kNet drug users’ behavioral shift in cryptocurrency. Several studies
have already utilized ClearNet forums to determine the effect of
DNM busts (Porter, 2018), to detect anomalies signaling the advent
of disturbing events (Shah et al., 2019), to determine critical players
on specific DNM (Hazel Kwon and Shao, 2020). Some authors (Cho
and Wright, 2019) compared topics discussed on DarkNet and
ClearNet forums showing that the same topics were discussed on
both forums. However, on DarkNet, users also talked about addi-
tional topics related to security.

The Correlation Explanation (CorEx) (see section 2) model in an
unsupervised manner was used instead of LDA since it minimizes
the starting assumptions and human intervention in general
(Gallagher et al., 2017).

To test the hypothesis that Bitcoin is not the preferred crypto-
currency anymore, we are going to answer the following research
questions (RQ):

RQ1: What was the most recommended cryptocurrency by
forum users for buying drugs from DNMs? Cryptocurrency us-
age is one of the few links between buyers and sellers on Dar-
kNet. Potentially, it is possible to influence an illegal online drug
sale through cryptocurrency regulation. Our goal is to under-
stand the evolution of the preferred cryptocurrency for DarkNet
sales and the reasons for this evolution.
RQ2: How did the Bitcoin traceability announcement (2015) and
Monero's privacy update (2017) influence the topics' evolution
over time? Understanding the drug users' reaction through the
ClearNet forum's posts would shed light on the deterrent effect
of the traceability announcement and the privacy update if any.
RQ3: What were the most popular topics discussed by the new
drug buyers on the forum? The answer to this question would
provide a better understanding of the challenges faced by the
new drug users while buying drugs from the DarkNet. This in-
formation could help in designing new policies against illegal
drug sales.

To investigate the evolution of sentiment toward Bitcoin among
DarkNet drug users, sentiment analysis, more precisely the VADER
tool (Hutto and Gilbert, 2014), was used. We computed the aggre-
gated sentiment score for each of the extracted topics related to
cryptocurrency.

In contrast with the previous research, this paper considers the
change of cryptocurrency preferences of DNM drug users as the
determinant of perceived traceability.

The major contribution of this paper is the analysis and study of
the English-speaking ClearNet forum data from 2012 to 2019
through temporal topic models and sentiment analysis to explore
the behavioral shift of DarkWeb drug users. Previous works were
restricted to yearly studies of topic models for specific forums. In
this paper, we went beyond that and performed an exhaustive
study of inferring topic models from the ClearNet forum over a
period of eight years.
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2. Methodology

2.1. Data collection

On ClearNet, some forums exist where experienced and new
DNM users interact. One of the biggest is r/darknet (Reddit, 2021).
The data from such open forums yields more benefits for research
than the DarkNet forums because we are interested in new users'
analysis. These ClearNet public platforms operate as a gateway and
a guide to the DarkNet. The particular interest for researching them
is to perform quantitative analysis since beginners on these forums
ask questions about DNMs’ functionality, updates, payments, and
security.

The public subreddit r/darknet was chosen for this research
project because of its size (203,000 registered members) and the
length of time it has been in operation (it was created on December
26, 2009).

We utilized the Reddit Scrapper (Agarwal, 2020) to obtain the r/
darknet data from the open archive (Pushshift.io, 2021). The data
was collected from January 1, 2012 to December 31, 2019. The
overall number of posts and comments used in the paper is 219,414.

2.2. Text analysis

To analyze the behavioral shift of the r/darknet forum partici-
pants, we used topic models and sentiment analysis. Topic models
extract latent topics from a corpus of text. Since we had an un-
structured dataset over eight years, we applied the temporal topic
model (CorEx). Furthermore, we utilized the sentiment analysis
tool, VADER, to study the evolution of sentiment of different topics
over a period of time.

2.2.1. CorEx
The usual temporal topic model's approach examines docu-

ments over time with different topics where a topic is a probability
distribution over the words (Sohrabi et al., 2018). We used a Cor-
relation Explanation (CorEx) model, which does not assume any
specific mechanism of how topics emerged (Gallagher et al., 2017).
CorEx discovers independent latent factors that explain correla-
tions between observed variables. In this model, X is a group of
words, and Y is a topic to be learned. The Total Correlation is zero
only when there is no dependence between variables X and Y.

The data was divided into sixteen datasets as we had eight years
of posts and comments. Before applying CorEx, the text was
cleaned by lemmatization (Spacy.io, 2021), removing stop words,
lowercasing, removing punctuation, deleting NaN values, and
erasing bot entries. We defined the stop words like pronouns,
swear words, and auxiliary verbs.

The number of the topics for each dataset was chosen in such a
way as to explain 70% of all entries since extra topics contributed
insignificant correlation to the learned models. For the further
comparison of topics evolution, we normalized3 the topics’ distri-
bution due to differences in the number of posts and comments in
each year (Fig. 1). Fig. 1 shows that the number of comments and
posts grew substantially in the last years.

We utilized the comments dataset to answer the first research
question since we are interested in the other users’ recommenda-
tions but not in their questions.

In order to answer the second research question, we examined
the posts dataset because we wanted to understand which topics
were interesting for DNM users.

To answer the third research question, we needed to identify the
3 The relative frequency of unique topic.
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forum's new users. The manual analysis of the forum indicated that
the new users identified themselves as “newbie,” “noob,” “new,”
“beginner,” or “n00b.” We developed a program (using flashtext
(Flashtext, 2018)) to retrieve the aforementioned keywords' posts.
After obtaining the datasets only with new users' posts, we applied
CorEx to identify prevalent topics.

2.2.2. VADER
The study of Bitcoin's and Monero's sentiment over a period of

time would help us check the validity of our hypothesis. We chose
the VADER model since it is easily available and was successfully
applied to tweets and Facebook posts to analyze anti-vaccine
movements (Garay et al., 2019) and a proprietary dataset to
research customer sentiment (Borg and Boldt, 2020), among other
things. Before using VADER, we expanded its lexicon with domain-
specific (DarkNet) words, for example, “untraceable,” “anony-
mous,” and “legit.”

We applied VADER on topics obtained with the CorEx model. To
receive the normalized results, we utilized the compound (i.e.,
aggregated) score instead of just positive and negative scores
(Hutto and Gilbert, 2014).

3. Results and discussion

This section presents the results of our research and discusses
possible implications.

Fig. 2 demonstrates the evolution of major topics in the posts
dataset for all users from 2012 to 2019. As we can see, in 2012, the
popularity of the “Advertisement” topic was much higher than
other discussions. In 2013, not only the most discussed topic
changed to “Security,” but new themes such as “Illegal products”
and “Police actions” arose. In 2014, two prominent discussions
were “Police actions” and “Security,” and new topics such as “De-
livery” and “DNM payments” emerged. “Illegal products” was the
main topic in 2015 and 2016. Users discussed mainly “Security” and
“Advertisement” in 2017 and 2018. In 2019, “Security” and “DNM
payments” topics were the most popular discussions (Fig. 2).

Fig. 2 presents the evolution of the main topics of the posts
dataset on the ClearNet forum. Unsurprisingly, users argued
extensively about security issues (“Security”) almost every year.
One of the possible reasons for the “Security” topic's spike in 2013
could be the “Silk Road” shut down by the FBI. The subsequent
spikes of this topic were in 2017 and 2019. The possible reasons for
this change are presented in subsubsection 3.2.1. The analysis of the
cryptocurrencies' discussion is demonstrated in subsection 3.1. In
subsection 3.3, we compared the topics discussed by new users and
all users.

3.1. RQ1: what was the most recommended cryptocurrency by
forum users for buying drugs from DNMs?

To answer this question, we utilized the comments dataset.
While users ask for recommendations in posts, the recommenda-
tions themselves could be found only in the comments dataset. We
can see that from 2017 (Fig. 3), in comments, forum users are more
interested in discussing the “Monero”4topic than “Bitcoin” (see
topics with the related terms in Appendix A). Since in the realm of
DarkNet, the cryptocurrency is of interest only as a payment
method and not, for example, as an investment opportunity, we
hypothesized that these comments were answers to the question of
which cryptocurrency is best to use for buying drugs on DarkNet.
4 Monero is a P2P cryptocurrency focusing on private and censorship-resistant
transactions (Houben and Snyers, 2018)).



Fig. 1. Quantity of posts and comments over 2012e2019.

Fig. 2. Posts topics evolution of all users.

Fig. 3. Evolution of “Bitcoin” and “Monero” topics in comments dataset.
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As presented in Fig. 3, in 2016, CorEx did not reveal any
mentioning of the “Monero” topic. After 2017, “Monero” started to
appear in forum discussions. In 2017, Monero Network was
4

upgraded by introducing RingCT (Monero, 2017) transactions. This
upgrademade it impossible to deduce the transaction amount from
the Monero blockchain, which is not true for Bitcoin. Therefore,
Monero became untraceable, which potentially, made it preferred
cryptocurrency for the DarkNet illegal trade. The performed anal-
ysis suggests that the DNM users recommended using Monero
instead of Bitcoin from 2017, as shown in Fig. 3.

We applied VADER to analyze the evolution of the forum users’
sentiments towards cryptocurrency-related topics. From the topic
modeling, we know that only two cryptocurrencies: Bitcoin and
Monero, were discussed. Starting from 2017, the change in senti-
ment in both cryptocurrencies was traced to test our hypothesis of
shifting preferences. The sentiment analysis was performed from
2017 as this was the year when the topic “Monero” appeared in our
study.

Fig. 4 indicates that the sentiments on both cryptocurrencies
have changed. More precisely, Monero sentiments displayed a
positive trend while Bitcoin's sentiments were in decreasing ten-
dency. This analysis suggests that perceptions toward Bitcoin have
changed.

According to our research on the comments' dataset over the
period 2012e2019, Monero was the most recommended



Fig. 4. Sentiment analysis of “Bitcoin” and “Monero” topics in comments dataset.
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cryptocurrency by forum users for buying drugs from DNMs. These
results are consistent with the expert's opinion (Financial Times,
2021) that cybercriminals (not just DarkNet drug users) shifted
from Bitcoin towards Monero due to its privacy features. Moreover,
the fact that the U.S. Internal Revenue Service offered remuneration
(SAM, 2020) for developing Monero's tracing tool confirmed
Monero's growing importance. However, this result should be
confirmed by future research.
3.2. RQ2: how did the bitcoin traceability announcement (2015)
and Monero's privacy update (2017) influence topics' evolution over
time?

The topics' change after Monero's privacy improvement and the
Bitcoin traceability announcement are examined in this subsection.
We want to explore how these two events influenced topics' evo-
lution in the posts dataset. It is known that the deterrent effect of
increased probability of apprehension is more significant than of
increased severity of punishment (Fader, 2016). Perhaps, the
motivation behind the traceability announcement was to show the
improved skills in incarcerating criminals on the DarkNet (i.e., the
increased probability of apprehension) (Medium, 2017).
3.2.1. “Security” topic
The “Security” (see a topic with the related terms in Appendix A)

topic was one of the most popular topics from 2013 to 2019. This
Fig. 5. Evolution of “Security”, “Illegal products” topics in posts dataset.
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topic is directly correlated with Monero's privacy update and the
traceability announcement (Fig. 2). The “Security” topic was the
most discussed one in 2013. As seen from Fig. 5, in 2012, the “Se-
curity” topic occupied only 20% of all topics. In 2013, the percentage
was 67.7%, probably due to shut down of the “Silk Road” DNM.
Afterward, the interest in this topic declined until the news of the
Monero privacy upgrade. Even the traceability announcement did
not change the trend. The graph shows that the percentage of the
“Security” topic decreased from 34.3% in 2014 to 27.4% in 2015.
Probably, DNM drug users did not have a better alternative to Bit-
coin. Possible ways to make Bitcoin more anonymous had not
changed for years. DNM drug users did not have any choice but to
take the risk associated with Bitcoin's traceability. After theMonero
privacy upgrade in 2017, the percentage increased from 18.9% in
2016 to 53.18% in 2017. The “Security” topic again gained popularity.
The next spike was in 2019, probably due to takedowns of two
DNMs, “Dream Market” and “Wall Street Market.” The data sug-
gests that the traceability announcement did not influence the
“Security” topic evolution, but the Monero major privacy upgrade
did. After this event, security-related discussions revived. This
behavior could be explained by the drug offenders' “restrictive
deterrence” theory. The theory states that actual or anticipated
sanctions instead of deterring drug offenders make them adopt a
more innovative strategy to reduce the risk of apprehension (Fader,
2016).

3.2.2. “Illegal products” topic
Another considered topic is “Illegal products” (see a topic with

the related terms in Appendix A). We chose this topic as it reflects
Dark Net drug users’ interests in general. This subsection presents
how the two major announcements influenced the “Illegal prod-
ucts” topic.

Analyzing the “Illegal products” topic evolution, we observed
that the traceability announcement impacted it. Right after the
announcement, in 2015 and 2016, “Illegal products” was the most
discussed topic on the forum. It seems that this announcement
worked as an advertisement for the Dark Net markets. More people
became aware of DNM's existence and wondered which illegal
products they could buy there. Also, in 2018, we observed another
spike in the “Illegal products” topic. Perhaps, this spike was a
consequence of media reports due to takedowns of “Alphabay” and
“Hansa” DNMs (Greenberg, 2018). According to our research,
traceability announcement acted as an advertisement and did not
change the attitude toward DNMs. Monero's privacy update was
discussed on the forum and gave another tool for avoiding sur-
veillance. Our results are in line with other research (Ladegaard,
2018), which showed traceability announcement had no visible
deterrent effect on DarkWeb business but increased trade.

3.3. RQ3: what were the most popular topics discussed by new drug
buyers on the forum?

We have used both the new users' datasets and all users' data-
sets for analysis in this subsection. Section 2.2 explained the
identification method of new users from the forum. To explore the
influence of the traceability announcement on new users, we
decided to consider “Security” and “DNM discussion” topics. New
users were interested in “Security” during the first two years of
analysis. Then, another spike was in 2017 at the time of the Monero
privacy update and in 2019 during the two DNM shutdowns. The
evolution of new users' “Security” topic followed the same trend as
for all users. However, new users were less interested in the “Se-
curity” topic than all users in general. Probably, it was due to the
common knowledge that first-time purchases, especially in small
quantities, would not lead to sanctions. The second most popular
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topic, “DNM discussion,” was related to the Dark Net market
functionalities (see a topic with the related terms in Appendix
Appendix B). As seen from Fig. 6, after the FBI announcement, in
2015, the “DNM discussion” percentage spiked in the new users'
dataset. The subsequent spikes were at the time of media reports
about DNM shutdowns. In contrast with all users’ datasets, new
users had more intense discussions about DNM functionality.

The most popular topics in the new users' datasets were “Se-
curity” and “DNM discussion.” The “Security” topic followed the
same trend in both datasets but was discussed more profoundly in
all users’ datasets. At the same time, new users were more inter-
ested in the “DNM discussion” topic than all users.

From the performed analysis of the period 2012e2019, it ap-
pears that DNM drug users had shifted to a new cryptocurrency
called Monero. This conclusion is consistent with the other
research that showed that DNM drug users are constantly trying to
improve their anonymity, and they are capable of employing new
technology (Lorenzo-Dus and Di Cristofaro, 2018). According to a
self-selected online review of almost 4000 respondents, 38% had
completed a university degree. The founder of the “Silk Road” had a
master's degree in material science and engineering, while the
founder of the “Silk Road - 2” had a SpaceX internship. This point
and the users' demographic suggest that DNM participants are
competent in utilizing technology to continue the illegal online
drug trade. Moreover, DNM users are willing to help each other
with pieces of advice “to battle against structures that prevent
people from partaking in relational and voluntary transactions”
(Ladegaard, 2019b). However, the results should be confirmed by
future research.
4. Limitations

In the present study, we examined the posts and comments of
users who presumably buy drugs from the Dark Net regularly.
Although these users wrote that they acquire drugs on DNMs, we
6

did not have access to the actual transactions on Dark Net to
confirm their purchases. Therefore, the major limitation is the
possible discrepancies between users’ words on the forum and the
actions on the Dark Net.

5. Conclusion and future applications

Motivated by the increasing popularity of DNMs, we studied the
switch in cryptocurrency preferences in the illegal drug trade for
eight years and the influence of real-world events on DarkWeb
users’ discussions. ClearNet forum on Reddit was chosen for per-
formed analysis since it gave the perspective on the issues by the
experienced and new users.

From the application of the temporal topic modeling and
sentiment analysis on posts and comments of the period
2012e2019, it appears that the cryptocurrency's preferences for the
DNM deals were changed. However, many markets are still
accepting Bitcoins (Dnstats, 2022) (Abramova and B€ohme, 2021).
Therefore, the future research is needed to understand the trend in
cryptocurrency usage for buying drugs on DNMs.

We examined the influence of the traceability announcement
and Monero privacy upgrade on the topic's evolution of DNM drug
users. Consistent with the other research, our paper showed that
the traceability announcement did not influence users in an
anticipated way. Probably, this announcement acted as an adver-
tisement for new users. Perhaps, it pushed users to search for a new
way to purchase drugs on DNM, confirming the restrictive deter-
rence theory of drug offenders. Bitcoin's utilization was probably a
forced choice in the absence of an alternative. Likely, as soon as the
Monero privacy update was implemented, the shift from Bitcoin to
Monero had begun. For now, Monero is untraceable. However, it is
probably only a matter of time and effort before it changes since
some governmental agencies have already proposed bounty for
developing Monero's tracing tool (SAM, 2020). In the beginning, it
was thought that Bitcoin was also untraceable (Bryans, 2014). Due
to the blockchain nature, transactions are immutable. This means
that when tracing solutions are found, it will be possible to go back
and find the participant's trades on the DarkNet. Still, as we saw
with Bitcoin, this will only lead to new and innovative ways to buy
narcotics online.

One of the possible paths in future work could be to consider
forums in other languages to compare the differences in crypto-
currencies perception of DNM drug users in localized markets.
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Table 1
Topic for 2012, 2013, 2014, 2015

Topic 2012 Terms

Security privacy, app, encrypt, download, alternative, use, idea, propose
Advertisement search, information,control,internet,distance, pay, profit, integrate
General technology state, read,edit,copy,system,fire, filter, lose
Forum improvement interface, list,file, connect, dns, agency,wireless,community
Accessing DNM scene, networking, mark, linux, government, byzantium, dark, start
Topic 2013 Terms
Advertisement involve,network,wiki,work,node,store,untrusted,medium
Security traffic,vpn,isp,monitor,capture,force,open,connect
Illegal products waste,list,hidden,device,exist,child,porn,request
Police actions alternative,android,seize,encryption,direction,darkplan,group,government
Topic 2014 Terms
Police actions law,user,turn,content,remove,street,follow,enforcement
Security escrow,prevent,vote,love,party,international,feature,encrypt
Delivery product,deliver,package,problem,talk,ship,process,personal
Accessing DNM use,download,find,answer,search,information,access,source
DNMs payments deposit,communicate,provide,stay,fact,experience,sort,transaction
Topic 2015 Terms
Security safety,secure,service,basis,aspect,rate,remember,talk
Illegal products red,hidden,gun,pin,view,bank,military,xanax
Police actions knowledge,change,intelligence,obtain,paper,policy,contain,dose
DNM discussion product,pure,listing,stealth,create,score,include,rating
“Silk Road” road,silk,country,safe,compare,insight,purchase,hell
Delivery order,receive,package,box,noob,work,public,system
DNM payments pay,bitcoin,prescription,consider,drug,money,government,buy

Table 2
Topics for 2016

Topic 2016 Terms

Delivery version,pack,content,carding,sell,jabber,title,cause
Illegal products passport,card,driver,license,credit,counterfeit,register,guarantee
Security answer,rule,view,direct,stop,leave,attack,encryption
“Silk Road” come,grow,effect,case,hear,silk,road,past
DNM discussion customer,list,drop,reason,reply,clean,purity,request
DNM payments wallet,bitcoin,dnstatsnet,invite,search,exchange,tumbler,electrum

Table 3
Topics for 2017, 2018, 2019

Topic 2017 Terms

Advertisement stripe,pin,proper,cause,blank,defrauding,score,carding
Police actions information,notice,value,feature,takedown,law,activity,project
Security use,pgp,tail,noob,vpn,access,email,computer
DNM discussion customer,strain,country,choose,charge,hand,claim,purity
Illegal products license,driver,passport,ssn,server,onion,document,testing
Delivery receive,ship,private,burn,xtc,sample,perform,cop
Mixing Bitcoin bitcoin,send,wallet,purchase,tumble,safe,anonymous,address
Topic 2018 Terms
Delivery send, come,receive,ask,product,change,address,customer
Illegal products driver,license,passport,scan,number,novelty,establish,tracking
Advertisement digital,handle,chargeback,gtour,bankdrop,dash,handbook,guide
Security Vpn,tail,laptop,phone,download,access,setup,window
DNM payments decide,noob,brick,talk,value,stop,ethereum,knowledge
DNM discussion use,know,information,pay,create,marketplace,require,user
Topic 2019 Terms
Security tail,use,pgp,tor,key,vpn,electrum,download
DNM payments bitcoin,wallet,send,transfer,deposit,coinbase,transaction,monero
Advertisement contact,biometric,affordable,lab,watsapp,test,room,certificate
Delivery order,address,receive,open,ask,wait,check,ampxb
Advice Talk,ban,continue,community,apply,related,world,result
Illegal products passport,xanax,banknote,counterfeit,duplicate,diploma,fake,ielts
DNM discussion Buy,drug,price,quality,weed,mdma,pill,risk
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Table 4
Bitcoin and Monero topics in comments datasets for 2016, 2017, 2018, 2019

Topic 2016 Terms

Bitcoin tor,vendor,know,bitcoin,address,tail,review,consider,transfer,spend,run,log,end,catch
Topic 2017 Terms
Bitcoin use,tor,bitcoin,address,noob,tail,access,public,user,vpn,pgp,cash
Monero search,monero,password,spam,home,idea,prepaid,success,sort,project
Topic 2018 Terms
Bitcoin use,order,vendor,buy,dark,bitcoin,address,send,account,market,product,noob
Monero fee,monero,prove,bulk,atm,claim,step,rule,mention,ensure,platform
Topic 2019 Terms
Bitcoin use,vendor,order,send,market,drug,buy,bitcoin,address,dark
Monero tail,pgp,key,monero,log,electrum,save,file,encryption,proof
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Appendix B
Fig. B.7. New users posts topics evolution
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