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computerized system validation, e-ar-
chives, electronic records, and electronic 
signatures. These topics were addressed 
in United States 21 Code of Federal Regu-
lations Part 11 (2), OECD GLP Series #15 
(3), and OECD GLP Series #17 (4), which 
have become reference documents for the 
pharmaceutical industry regarding data 
integrity (see Figure 1 for a timeline). 

OECD GLP Series #17 gives the 
proper definition of data (raw data), 
defined as “a measurable or descriptive 
attribute of a physical entity, process 
or event. The GLP principles define 
raw data as all laboratory records and 
documentation, including data directly 
entered into a computer through an au-
tomatic instrument interface, which are 
the results of primary observations and 
activities in a study and which are nec-
essary for the reconstruction and eval-
uation of the report of that study” (4). 

OECD is working on a draft guidance 
document on data integrity to make 
data integrity concepts more explicit 
and clarify issues already faced by earlier 
monographs (e.g., #15 and #17). This new 
guidance aims “to promote a risk-based 
approach to the management of data, 
which includes data risk, criticality, and 
lifecycle” (5), based on the key concepts 
contained in the ALCOA+ acronym, in 
which data in GLP studies should be:

• Attributable (to the person  
and system generating data)

• Legible and permanent
• Contemporaneous
• Original record (or certified  

true copy)
• Accurate
• + (complete, consistent,  

enduring, available).

Case study:  
building management system
Building management systems (BMSs) 
are automation systems for controlling 
and monitoring buildings, premises, 
and facilities related to fire detection, 
anti-intrusion, access control, ventila-
tion, equipment (e.g., freezer, refriger-
ator, and incubator probes), and envi-
ronmental conditions (e.g., temperature, 
humidity, pressure, and air changes). 
The BMS system can be considered to 

I n a laboratory that uses a web-based 
building management system to run 
equipment, critical records from 

this system must be compliant with 
good laboratory practices (GLPs) re-
garding data integrity.

GLPs and data integrity
GLPs, as described by the Organization 
for the Economic Cooperation and De-
velopment (OECD), “promote the qual-
ity and validity of test data used for de-
termining the safety of chemicals and 
chemicals products” (1) and promote 
the mutual acceptance of these data be-

tween the OECD member states. GLP 
principles “are required to be followed 
by test facilities carrying out studies to 
be submitted to national authorities for 
the purposes of assessment of chemicals 
and other uses relating to the protection 
of man and the environment” (1).

The GLP principles should be applied 
to the management and handling of test 
items investigated in the context of pre-
clinical safety studies. Because GLP cov-
ers processes leading to the release of data, 
data integrity principles must be followed, 
as is discussed in OECD Series #1 (1).

OECD Series #1 was initially ad-
dressed to a set of data mainly generated 
and recorded on paper and magnetic sup-
port; thus, the definition of data (“Raw 
Data”) was general and “in principle”. 
The increase of data sets generated and 
recorded by computerized systems and 
automatized solutions, however, led to 
the need to cover new definitions and 
management of data for topics such as 
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cover in its scope the first three levels 
of the ISA-95 automation pyramid (6). 
In Level 0, which is the field level (e.g., 
sensors, probes, actuators), the BMS cap-
tures any signals from the field, sending 
them to the control level, or the BMS 
actuates any signals coming from the 
control level. Level 1, the control level, 
contains programmable logic controllers 
(PLCs), which are formed by a central 
unit, input/output units, and a program-
mable unit. The PLC functions to exe-
cute the program by elaborating outputs 
(e.g., acting on valves) according to re-
ceived inputs (e.g., temperature sensors). 
Level 2 is the supervisory level, with a hu-
man-machine interface. The supervisory 
level is based on client-server model: a 
main server collects data from PLCs and 
stores them in a database, while a web 
server hosts BMS web application that 
connects to the database and satisfies 
client requests. Users get access to the 
system from several devices (e.g., office 
laptops, tablets, and dedicated desktop 
workstations located in the labs) using a 
web browser; they can change settings on 
PLCs (e.g., setpoints) and monitor data 
coming from field devices. These levels 
communicate with each other by using 
predefined protocols.

The major advantages of using a 
web-based application, illustrated in 
Figure 2, are:

• Minimal information technology de-
partment (IT) maintenance effort. IT 
will only have to ensure compatibil-
ity between the web browser and the 
BMS web application. Installation 
and upgrade of any software on cli-
ent computers are avoided.

• Personnel save time accessing the 
BMS from personal computers in 
the office or from home, connected 
to the company network. If a com-
puter is stolen or damaged, data are 
not at risk because they are stored in 
the BMS database. 

• PLC maintenance is simplified using 
web-based diagnostics.

Data integrity compliance
The BMS’s functionalities make it suit-
able for the pharmaceutical industry to 
monitor the storage and environmental 
conditions of test items, test reference 
items, test systems, and specimens gen-
erated by the study conduct, as well as 
avoiding uncontrolled access to the facil-
ities. The BMS manages critical records, 
which are the object of health authorities’ 
study-related inspections.

These data (metadata and raw data) 
that are part of the critical records in-
clude:

• Regulated data automatically cap-
tured from qualified instruments 
(equipment and environmental 

conditions, and access control)
• Study personnel manual data en-

tries
• Data trends (e.g., temperature, car-

bon dioxide concentration, relative 
humidity, pressure, air changes)

• Alarms and events related to crit-
ical data

• Reports
• Audit trails.
How can these critical records be 

made compliant with regulatory re-
quirements? To answer this question, it 
can be helpful to introduce the concept 
of data governance, described as “the 
sum total of arrangements to ensure 
that data are complete, consistent, and 
accurate throughout their lifecycle” (5).

Data governance control strategies 
should be implemented to achieve data 
integrity. According to a World Health  
Organization draft guideline (7), con-
trols may be:

• Technical (system functionalities 
and configurations)

• Procedural (GLP process-based 
procedures implementations)

• Organizational and behavioral 
(quality and data integrity culture 
promoted by test facility manage-
ment).

When implementing the BMS in a 
lab, the authors used the following best 
practices to reflect ALCOA+ principles.

Figure 1. A timeline of good laboratory practice (GLP) guidances from FDA, Organization for the Economic 
Cooperation and Development (OECD), the International Society for Pharmaceutical Engineering (ISPE) good 
automation manufacturing practice (GAMP), and the United Kingdom’s Medicines and Healthcare products 
Regulatory Agency (MHRA). GxP is an abbreviation for good practices.
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Attributable (A). This principle requires 
that data are attributed to the person or 
system that generates or modifies data,  
and that the data are attributable to the 
study.

The technical implications are that 
the following should be set up in the 
BMS: 

• Access control configuration (indi-
vidual identification and password)

• Roles and permission configura-
tion according to job title

• Audit trail configuration: data and 
actions attributable to a specific 
individual

• Audit trail: users management
• Report configuration: attributable 

to the person generating it
• Data trends configuration: trends 

attributable to specific equipment
• Filtering records according to the 

period when the study has been 
conducted.

BMS management procedures should 
include:

• Authorization process flow to use 
the system approved by test facility 
management

• Audit trail (periodic and for critical 
changes) reviews.

Legible and permanent (L). This prin-
ciple requires that data are readable 
throughout the data lifecycle. 

The technical implications are that 
the following should be set up in the 
BMS: 

• System generating human readable 
records 

• System generating accurate and 
complete copies of records in other 
formats 

• Configuration of automatic reports 
generation 

• Audit trail available and convert-
ible in a human readable format 

• Data not overwritable 
• Audit trail tracing old/new values 
• Easily visible critical parameters 

via graphical configuration. 
Contemporaneous (C). The expectation 

is that data are recorded when the work 
is performed.  

The technical implications are that the 
following should be set up in the BMS: 

• System clock (date, time, and 
time zone) locked by any possible 
change 

• Clock synchronization with Net-
work Time Protocol qualified 
server 

• Audit trail recording correct time 
stamps 

• Time stamped reports. 
Original (O). Original data are the first 

capture of information or a certified 
‘true copy’. 

The technical implications are that 
the following should be set up in the 
BMS: 

• Raw data and metadata not over-
writable 

• Data folder configuration: not dis-
posable records 

• Automatic database backup 
• Server snapshot.  
Procedures should cover:
• Identification of critical records 

based on risk approach and data 
process flow definition 

• Backup and restore service level 
agreement with IT function and 
supplier 

• Disaster recovery. 
Accurate (A). Accuracy requires that re-

cords are error-free and that any edits 
are documented. 

The technical implications are that 
the following should be set up in the 
BMS: 

• Complete audit trail configuration 
(who, when, why, what) 

• Field level equipment calibration
• Infrastructure qualification. 
BMS management procedure should 

include:
• System validation 
• Audit trail (periodic and for crit-

ical changes) reviews. 
Plus (+). These principles require the 

presence of a complete set of data (in-
cluding relevant metadata) and that data 
must be self-consistent (e.g., through 
the application of good documentation 
practices); are kept in a durable, perma-
nent, maintainable form throughout the 
entire data life cycle; and are available 
and accessible for review or inspection 
purposes throughout the retention pe-
riod. GLP archive process compliance 
(e.g., long term availability and readabil-
ity of records) is required. 

The technical implications are that 
the following should be set up in the 
BMS: 

• Automatized data archive 
• Qualified archive server. 
BMS management procedure should 

include:
• System periodic review 
• Data retention and archive stan-

dard operating procedures (SOPs). 

Figure 2. Building maintenance system (BMS) architecture using a web-
based application allows remote access.
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For all ALCOA+ requirements, be-
havioral implications include the fol-
lowing: 

• Test facility management (TFM) 
promoting quality culture based 
on data integrity

• TFM promoting investigation and 
analysis

• TFM enabling visibility of errors 
and misconduct

• T FM ensu r i ng  appropr iate 
r e s o u r c e s  t o  e n s u r e  d a t a 
governance (5)

• Quality assurance unit conducting 
audits to determine GLP and data 
integrity compliance

• Study personnel trained on data 
integrity principles

• Study personnel t ra ined on 
system-specific SOPs

• TFM promot i ng r i sk-ba sed 
approach

• Site data integrity maturity level.
It is clear that system functionalities 

and technical and procedural imple-
mentations are crucial and represent 
key tools to achieve data integrity, but 
they are not enough. Because process 
knowledge and human factors play im-
portant roles within data governance, 
behavioral implications must also be 
considered. A risk-based approach to 
the system and process in scope is of 
paramount importance to harmonize 
the GLP requirements with the tech-
nical resources and constraints as well. 
This approach results in a dynamic re-
lationship between the technical solu-
tions of the system and the satisfaction 
of the regulation provisions and re-
quirements. Because this relationship 
is dynamic, close collaboration of sev-
eral functions is needed; the quality as-
surance unit, test facility management, 

study directors, and technical experts 
configuring the system and perform-
ing the activities on it must continu-
ously interact to sustain compliance. 
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statistically different, average AUC in 
dogs under high gastric pH conditions 
(i.e., in the presence of an ARA). This 
outcome suggests that ASD tablets are 
a promising alternative to Calquence 
for improving patient convenience, 
compliance, and efficacy. Not only 
could ASD tablets allow patients to 
take acalabrutinib with or without 
highly prescribed ARAs, but ASD 
tablets promote swallowability due 
to their smaller size. Further, ASD 
and ASD tablets showed promise in 
attaining a long product shelf life 
and achieved good manufacturabil-
ity using scalable spray drying and 
tableting processes, indicating poten-
tial to become a robust commercial 
drug product.

ASD dosage forms can improve ef-
ficacy, convenience, and compliance 
for patients taking a variety of poorly 
water-soluble medicines by increasing 
solubility and improving oral bioavail-
ability. Like Calquence, many oral on-
cology and weakly basic drugs show 
clinical DDIs with ARAs, a challenge 
that can be overcome by using ASDs 

to improve drug solubility at high 
pH (3,12). Additional difficulties prev-
alent in oral oncology include variation 
in plasma exposure and food–drug in-
teractions (5). As with the ARA prob-
lem statement, these challenges can be 
solved with ASDs when poor solubility 
is to blame. Knowledge of drug prod-
uct and physiological properties com-
bined with in-vitro and in-silico tools 
can be used to determine which drugs 
can benefit from ASDs, and to design 
robust ASD drug products. Trends in 
oral oncology and favorable results of 
ASD development indicate that ASDs 
are ripe with potential for creating new, 
effective oral medicines and improving 
medicines already on the market.
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