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1. ABSTRACT quicker and more effectively and, at the same time,
speed up the procedures to submit material for catdi
_ report.
The article proposes a scheme to ensure the

authenticity, integrity and privacy of a radiograph The safety aspects include: authentication, comptia
image' in Dicom fqrmat which is transmitted through testing, guarantee of privacy for sensitive data.
generic transmission channel Through the hashing techniques and digital sigeatur
it is possible to ensure authenticity and verify th
‘ﬁ"?tegrity of digital image transmitted while idefying

of digital signature and fragile and reversibleboth any random errors and malicious attack.

watermarking in order to include in the originalaige
the patient data and the signature data.

The use of reversible watermarking allows to extra
the original X-ray image for the medical diagnosis.

The signature, the data control and any patierd dat
Ccan be inserted in the image header, but the
disadvantage is that this is easily readable aiteldd

by using appropriate software tools. Furthermdne, t

2. INTRODUCTION ) .
image header depends strictly on the format.

Watermarking techniques [2], on the contrary, allow
to embed such data in the image in an invisiblé, no
separable from the image itself, and reversible.way

The diffusion of telemedicine and home care isrgjvi
rise to a progressive change in the supply of sesvi
related to patient management [1].

Services which allow to check patient data in teaé 3. MEDICAL IMAGE WATERMARKING
are requested more and more. It means that it is

necessary to work _in a secure, fast,_ _reliable a’\ﬂ/atermarking techniques generally realize a
anonymous way, particularly for the sensitive dAl&.  compromise between the capacity of the watermark
these aspects open security issues, in particslagu (number of bits of information that it is possitie
Web or E-mail. insert in the image), robustness / fragility,

] ] imperceptibility of the watermark and privacy (thst
However, E-mail and Web allow the sharing of théne information contained in the watermark).
digital radiographic images and the related patieta



The greater increases the watermark strength thiéhe message embedded is not readable or recoverable
greater increases the image noise. The artifacessen if it is present in the pixels. This proceas ko
produced by thalgorithm become more visible. So, whatbe reversible [5] as it must be possible to recakier
we try to achieve, is a good compromise betweesngth  original X-ray image for medical diagnosis.
and invisibility.
) ) o The message, for privacy reasons, contains thergati

In partlculgr, fo_r medlca_l _appll_catlons, we have tounique identifier and possibly, the exam unique
preserve integrity of digital image and so, thegentifier. It is possible to retrieve, at any tintbe
watermark must be fragile [4]. patient data from these unique identifiers. Itdsgible

) ~ to send the single watermarked image and to retriev
The robust watermark [5] is used for applicationghe patient data or the examination data, using the
where it is necessary to preserve the integrityhef (ecover procedure to retrieve the watermark. In the
watermark against several attacks, for examplgext section we will see the embedding proceduck an
geometric attacks. the recover procedure in detail.

For medical applications, on the opposite, we Want |, the case we are analyzing the watermark is Iragi
preserve the integrity of the digital image, andtf®® (7] pecause the minimum alteration of the digital
watermark has to be corrupted or not recoveralsie al\yatermarked image make impossible the extraction of
with minimum changes of the digital object. the watermark and so the patient data includedhén t

i watermark are not recoverable. This guaranteeasa c
If the watermark is corrupted, we can say that thg¢ maicious attacks or unintended changes.
digital object was somehow altered and thereforg it

no longer reliable for a possible diagnosis. The proposed scheme covers the combined use of the

digital signature techniques and the fragile and
reversible watermarking to embed the patient dath a
the digital signature in the original image.

The reversibility [6] requirement comes togethethwi
fragility requirement.

reconstruct the original object from the watermdrke

one. The reconstructed image may be used for

diagnosis. The embedding procedure can be summarized as
follows:

The watermark creates an imperceptible noise on the

digital image that has to be completely removednfro 1.Generation of uncompressed digital X-ray image in

digital image. Dicom format.

4. THE METHOD 2.Generation of the digital signature using privag.

The digital signature is computed on the digeshef
Dicom image join with patient_ID and exam_ID (Fig.

The radiographic images follow the standard Dicom)

which provides the unigue association between the

patient information and the related image. [Fig A] Electronic signature generation

Watermark is the message which may contain th'?g)?gfnm,—[;D h

patient data joined with radiographic investigat({for -

example the department and the examination date)

These information are embedded into the pixelfef t

image and are invisible to human eye.

>—> F = Digital signature




As far as the RSA digital signature is concernéd, t 3.Recover of the original image, the patient_ID and
signature length is the same as the keys lengttl. usehe exam_ID only if the step 2 tested positive.
Typically, key length is 1024 or 2048 bits.

Otherwise, the image may have been attacked and it
3.Watermark generation composed by: signature datacannot be considered reliable.
+ patient_ID + exam_ID.

[Fig. C] Recover

4 Watermark embeddig in the original Dicom image
(Fig. B).

5.Storage of the Dicom Watermarked image.

lw >

At the end of the embedding phase, we obtain the Original Image
digital watermarked and signed image. At any tinge w
can reconstruct the original X-ray image startiranf Watermarked Watermark =

watermarked image. Image — signature data +
patient_ID + exam_ID

A further possible compression step makes the

watermark unreadable and the reconstructed original ]
image not reliable. By step 3 of the embedding phase, we can guarantee

privacy as the only patient image is transmittedlavh

the patient data are hidden within the image itself

The digital signature is generated through thegbeiv
[Fig. B] key computed on the digital image as well as on the

patient data.

3 ) F— | Afterwards, along with the patient data, it is ifed
by the watermark.

During recovery phase, the watermark is extracted

| >—I> and the signature here contained is verified by the

V(\)/atermark: v public key. Such procedure enables to check
patient_id authenticity and the integrity of both the imaged an
digital signature the patient data.

By using the reversibility technique to reconstruc

4.2 Detection phase of the watermarked and signed original image for a diagnosis.

image.
5. CONCLUSION

The steps for recovering the original image, the

executes a redundant watermarking on Dicom
1. Watermark extraction starting from theragiographic images.
uncompressed watermarked Dicom image.
2. Digital signature extraction and check by ugimg public The algorithm is fragile and reversible.
key starting from the watermark. The digital sigmat
extracted is related to the digital image, thegudtilD and
the exam_ID.

It divides the image into blocks and embed the
watermark and the signature information using a
appropriate grid and some correlation functions.



The payload generated is large enough to saveein tfy] wang Gang, Rao Ni-ni, “A fragile watermarkingheme for
image not only watermark, signature data and IQ, bumedical image”.Conf Proc IEEE Eng Med Biol Soc. 2@03406-

any other data, such as diagnosis. 9.

The recover phase, using statistics functions sfitne
watermark and starting from this, the signatureadat
and the data connected with the image. In this @phas
we can reconstruct also the original image.

In case of geometric attacks, or simple pixelsti®mie
it is no more possible to recover the watermarkher
digest message anyway.

So it is not possible to generate false positivexsahse
the check is executed on whole image.

In this first phase, the algorithm will be tested o
Dicom radiographic uncompressed images in order to
verify the behavior under various attacks such as:
different compression levels, geometric attacksy ne
watermark embedding and filtering.
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