
A new Token Management System for Local Communities
Fadi Barbàra

fadi.barbara@unito.it
University of Turin
Torino, Italy, Italy

Flavia Fredda
flavia.fredda@unicam.it
University of Camerino
Camerino, Italy, Italy

Claudio Schifanella
claudio.schifanella@unito.it

University of Turin
Torino, Italy, Italy

ABSTRACT

This paper introduces Locale, a novel system that enables cost-
effective fidelization processes in local communities while offering
enhanced security guarantees compared to traditional methods.
By leveraging the unique properties of blockchain technology, Lo-
cale provides a solution that is tailored to the specific needs and
dynamics of local communities. Locale has a new time-stamping
mechanism based on the pay-to-contract method which embeds the
commitments inside the public key instead of a separate field in the
transaction. This ensures both authenticity and local privacy since
the commitment is not visible by external blockchain observers.
Nonetheless, this mechanism offers the same security guarantees
of traditional timestamping mechanisms. This innovation has inde-
pendent relevance beyond the context of Locale and opens up new
avenues for research and development in the field. By bridging the
gap between blockchain technology and local community devel-
opment, this research contributes to the advancement of practical
and efficient solutions for the common good.
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1 INTRODUCTION

The Sustainable Development Goals (SDGs) acknowledge the cru-
cial significance of comprehensive efforts at all levels to attain a
sustainable future. To effectively contribute to the attainment of
SDGs on a national and global scale, it is essential for local com-
munities to concentrate on a subset of goals that are relevant to
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their specific area and discern the possible future trajectories of
significant determinants that impact local sustainability [28].

It is worth to emphasize the difference between local communi-
ties and global ones. We consider local communities those groups
of people living in a common area, interacting with each other and
organized around shared values. Generally they are organized in
social small units, larger than a household, typically the size of a
neighborhood. They are commonly characterized by a local econ-
omy, in the sense that people in it buy from independent, locally
owned business. This occurrence leads to a substantial increase in
the frequency of monetary transactions of small amounts involving
purchases from neighboring businesses, service providers, and agri-
cultural enterprises, thereby fortifying the economic foundation of
the local community. Consequently, in a small community there
are frequent interactions with the same few local shops. These
interactions are characterized by monetary transactions between
people who know each other even if only slightly. For this reason,
bearing in mind that one should never place unconditional trust in
anyone, the level of trust required when consistently purchasing
from unfamiliar and perpetually varying sources is significantly
lower compared to these alternative procurement practices.

Taking into account the peculiarities of local communities, it
is important to create a system that is easy to use and does not
rely on large companies for its operations at the same time. Per-
missionless blockchains satisfy this need albeit inefficiently: while
leading blockchains such as Bitcoin and Ethereum offer secure
platforms for global transmission of tokens among non-trusting
entities, the consequential creation of a worldwide financial in-
frastructure entails considerable latencies and costs that present
significant barriers to the implementation of local (economic) ap-
plications that operate within a particular region or community. As
mentioned, local economies rely on trust and reputation fostered
through recurrent interactions within a participant community and
this should be taken into account and leveraged when producing
functional applications.

In these cases it is generally suggested to use off-chain meth-
ods such as a Layer 2 (or L2) to mitigate costs. An example is
Lightning Network [26] whose purpose is to give users the ability
to make small payments: since users do not use the blockchain
directly, they save transaction-costs and get (confirmations of) pay-
ments relatively quickly (seconds instead of tens of minutes), which
also improves the scalability (transaction throughput) of Bitcoin’s
blockchain. Similar value propositions have the L2 methods in the
Ethereum ecosystem. For example, rollups (both optimistic [4] and
zero-knowledge [27] based) promise better transaction handling,
which makes payments and smart contract calls more efficient in
terms of speed, costs and privacy.

Unfortunately L2 systems cannot be realistically employed in
the case of neighborhood-based communities. In fact, every L2
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system requires an onboarding process: a user who wants to use
an L2 system must first have funds on that L2 in order to make
transactions. From a technical point of view, every move from
a blockchain to an L2 requires a transaction on blockchain: in
Lightning Network it is necessary to “open a channel” in the form
of a transaction to a multisig, and a similar onboarding process
happens in Ethereum’s rollups. It follows that even if a user uses
an L2, she needs to have the proper type of funds for each different
blockchain in order to be able to do transactions. We judge this
assumption to be impractical, at least as of now, in a large number of
local communities, due to the high level of infrastructure required,
both for the availability of Internet connection and the high degree
of knowledge required at every social stratum.

In this paper we present a new method for using tokens within
local communities. We worked to strengthen the structure of local
economies by exploiting the characteristics discussed above, there-
fore a new system for managing and exchanging digital tokens
within local small businesses is proposed. These tokens may be
thought of as digital cards, loyalty points or voting shares. Due to
the structure of the local economies, existing levels of trust can
be leveraged at the design stage to reduce operating costs. Hence
we propose a token system with moderate usage of blockchain,
which periodically commmits to batches of transactions instead of
sending all of them sequentially.

Our contributions. Our contributions are:
• We present Locale and show how it is possible to create
fidelization processes in local communities which are less
expensive than traditionalmethods but providemore security
guarantees.

• We propose a new time-stamping mechanism which differ-
ently from the previous ones is locally-private and provides
authenticity, which can be of independent interest.

• We provide a proof of concept implementation of Locale1

2 RELATEDWORKS

At least from 2004, with the works by D. Meadows and J. Randers
[21] and by M. E. B. Seiffert and C. Loch [29], there has been a
growing trend towards the emergence in research about common
good applications. Indeed, as stated by P. Ghisellini, C. Cialani et
al. [13], to realize the common good in an effective way involves
balancing economy, environment and society.

The importance of blockchain in applications for common good
has been ascertained. An example of this is provided by A. Upad-
hyay, S. Mukhuty et al. in [30]. They conducted a comprehensive
analysis of the prospective impact of blockchain technology on the
circular economy, with a particular emphasis on the domains of
sustainability and social responsibility. Unfortunately these sugges-
tions have not been fully exploited yet in the academic literature, as
there is still a lack of projects applying most of the aforementioned
principles. In fact we are aware of only two projects that rely on
the security and integrity properties of blockchains (also referred
to as “Layer 1” or L1) to contribute to establishing a more balanced
and cohesive relationship among the economy, society, and natural
environment.

1See https://github.com/disnocen/locale/

The first one is by S. Jainand and R. Simha in [16] who propose
a blockchain system called Direct Cash for the common good in
the context of charitable donations. Their system is composed by a
digital currency linked to a government-backed currency through
a central bank and a permissioned blockchain, with the aim of
enbling secure donations. The other is the work by E. Lavoie and
C. Tschudin which exploited the peculiar requirements of local
communities in [18]. They proposed the design of tokens to be used
locally, into intra-community economies, by for example small
retailers. Their system however has some shortcomings such the
impossibility of verifying the double-spending. In that place, the
authors propose the weaker property of double-spending detection.

While there are few works based on L1 systems, we can identify
scalability proposals on Layer 2 (L2) as works sharing our goals. In
fact several L2-based systems aim to enhance the scalability of the
underlying Layer 1 (L1) networks, in order to achieve cheaper and
frequent transactions. These systems can be broadly categorized
into three types: payment channels, sidechains and rollups.

Payment channels provide a mechanism for off-chain token ex-
changes, enabling faster and more cost-effective transactions [10].
One of the earliest and most well-known payment channel designs
is the Lightning Network [26], which serves as the L2 system for the
Bitcoin network. The Lightning Network operates by establishing
bi-directional payment channels between participants, allowing
them to conduct multiple transactions without recording each one
of them in the Bitcoin blockchain. These transactions are instead
settled on the blockchain only when the channel is closed as sum
of the intermediate ones. This approach significantly improves scal-
ability and reduces transaction fees on the Bitcoin network [26].
However, the Lightning Network has some limitations. To utilize
this L2 system effectively and securely, users are required to possess
bitcoins and interact with the Bitcoin blockchain. This reliance on
the Bitcoin blockchain may not be a reasonable expectation for a
system aiming to seamlessly integrate with local communities in
terms of user experience and costs.

Sidechains have been theorized as an early scaling solution [5].
In Bitcoin, the most prominent sidechain is the Liquid Network
[11, 23], while potential sidechain solutions in the EVM-compatible
realm have been Plasma [25] and recently one of its concrete realiza-
tions, i.e. Polygon [17]. Sidechains operate as a separate blockchain
network connected to the mainnet through a set of secure bridges.
By leveraging these sidechains, users can offload transactions from
the main network, benefiting from faster transaction processing
and lower fees.

Finally, Rollups are another scaling solution currently studied
for EVM-compatible blockchain [4, 27]. They involve computing
transaction data off-chain and then posting the summary to the
Ethereum network. There are two primary types of rollups: Op-
timistic Rollups [4] and Zero Knowledge Rollups [27]. Optimistic
Rollups operate on the principle of optimism, i.e. assuming all trans-
actions are correct unless proven wrong. Nodes of an optimistic
rollups execute transactions off-chain and submit a summary to the
Ethereum network. In the event of an invalid transaction, there’s a
challenge period where fraudulent transactions can be identified
and rolled back.

On the other hand, Zero Knowledge Rollups (also known as
ZK-Rollups) also bundle many off-chain transfers into a single
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transaction but use zero-knowledge proofs to ensure validity. Zero-
knowledge proofs allow one party to prove to another that a state-
ment is true without conveying any additional information. In the
context of rollups, they’re used to prove that off-chain transactions
are valid, without needing to provide the entire transaction data
on-chain.

Users of payment channels, rollups or sidechain suffer from the
same poor user experience: they need to exchange tokens to and
from these L2 systems to utilize either them. This token swapping
process introduces additional complexity and potential friction for
users. Therefore, it is important to explore alternative approaches
that offer a seamless user experience without the need for token
transfers between chains.

3 BACKGROUND

3.1 Commitments

Cryptographic commitments play a crucial role in various crypto-
graphic protocols and systems, providing a means to securely and
reliably bind information without revealing its content. In this sec-
tion, we briefly discuss the fundamental properties of commitments,
for more information see e.g Chapter 2 of [14].

Cryptographic commitments must satisfy two properties: the
hiding and binding property. Roughly speaking, the hiding property
of commitments ensures that the committed information remains
hidden from any observer, even if it possess significant computa-
tional power or knowledge about the commitment scheme. In other
words, this property guarantees that an adversary cannot extract
any useful information about the committed value or infer any
relationship between different commitments. The binding property
of commitments ensures that once a value is committed, it becomes
infeasable to alter or substitute it with a different value without
detection. This property prevents malicious parties from tampering
with the committed information and maintains the integrity and
trustworthiness of the commitment scheme.

Cryptographic hash functions are widely regarded as a reliable
and efficient mechanism for implementing commitments in various
cryptographic applications.

By leveraging them, we can achieve both the hiding and bind-
ing properties discussed earlier. The hiding property is achieved
by applying the hash function to the committed value, creating a
commitment that reveals no information about the original value.
The binding property is achieved by incorporating additional cryp-
tographic techniques, such as using a secret key or a random nonce,
to prevent malicious parties from tampering with the commitment
or providing alternative values that produce the same hash digest.

3.2 Decentralized Storage Systems

In the following we analyze different decentralized storage systems,
with the goal of understanding which one may be the best candidate
for Locale. More information for the interested reader can be found
in the work by Daniel and Tschorsch [9]

Peer-to-peer (P2P) data networks have undergone significant
advancements since their inception over two decades ago. The
evolution of these networks has led to the development of new
technologies and ideas that have shaped the current state of P2P
networks. As per the work in [9], we may identify three eras of

P2P data networks. The first generation was characterized by the
emergence of P2P file sharing and networks like BitTorrent [8]
and Kademlia [20] (1999–2002). The second phase brought forth
novel ideas, such as information-centric networking and cryptocur-
rencies. Finally, from around 2014, there has been a rise of a new
generation of P2P data networks spearheaded by the invention of
InterPlanetary File System (IPFS)[7]. We focus on projects created
during the third phase since they generally have the best integration
with other decentralized systems and blockchains in particular.

The Interplanetary File Storage (IPFS) is a decentralized storage
system. It is composed of two main parts: a name system (IPNS) and
the actual storage. Each content in the storage has a unique content
identifier, or 𝑐𝑖𝑑 , based on the hash of the content. It is possible to
upload static (e.g. a PDF) or mutable (e.g. a HTML of a webpage)
files in the storage. Consequently there are two ways to point to
the file. The first one is by simple pointing to the 𝑐𝑖𝑑 of the file. This
solution works for static files whose update is actually a deletion
plus re-upload, but it does not work for mutable files. Thinking
about the webpage example mentioned before, it is easy to see how
impractical it is to share a new URL for each modification of the
HTML file. To solve this problem, it is possible to use a more static
link leveraging the IPNS. Similarly to a DNS, the IPNS translate
an easy-to-remember name into the latest 𝑐𝑖𝑑 . See Figure 1 for a
graphical representation of the IPNS system. More information can
be found in the documentation [2].

But IPFS is not the only decentralized storage system. Arweave
[19], for example, is a data storage protocol that facilitates perma-
nent data storage with a one-time fee. The system is secured using
a decentralized network of miners who are incentivized through
the exchange of AR tokens. Through Arweave’s endowment, the
protocol ensures that data can be accessed indefinitely, sustained
through an immutable risk model. This system enables the creation
of the “permaweb,” a digital realm of pages and applications that
exist permanently, hosted within Arweave’s architecture.

Another decentralized storage system is provided by Storj [3].
Storj is an open-source software that allows users, ranging from
individuals with NAS devices, always-on desktop computers, busi-
nesses, or data centers, to share their unused disk space and band-
width with the network. The software aggregates all of the available
resources to create decentralized cloud storage (DCS) service that
developers can utilize. The distributed cloud object storage service
offered by Storj aims to achieve 99.95% availability rate.

Storj’s peer network ecosystem encompasses three primary com-
ponents: the Storage node, Uplink Clients, and Satellites. The Stor-
age Node provides the network its storage capacity and bandwidth
by enabling users to share their unused hard drive space, while
remunerated for their participation. Data is client-side encrypted,
and erasure-coded. The Uplink Clients offer developer tools (both
hosted or self-hosted) to upload and download data using Storj
DCS. This feature handles end-to-end encryption by default and
implements erasure coding, splitting files into 80 parts, each dis-
tributed across different storage nodes. The Satellite forms a hosted
set of services responsible for managing access control, metadata,
ensuring storage node reputation, data audit, data repair, and com-
pensating storage node operators. The satellities are managed by
Storj Labs.

For Locale we decided to use IPFS.
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Link IPNS Link IPNS

Figure 1: Graphical representation of the flow from a static link to a mutable content in IPFS through IPNS

3.3 Pay to Contract

Blockchains used as time stamping mechanism have a way to store
(small) amounts of data. For example, in Bitcoin it is possible to
store data using the OP_RETURN opcode [24], while in Ethereum it is
possible to use the data field of the transaction [31]. Unfortunately
both methods are costly (especially in Bitcoin since coins sent to a
OP_RETURN are unspendable) due to higher fees.

Nowadays it is possible to solve this problem by a two steps
process: commit to some data in the blockchain and store the orig-
inal in a decentralized storage service such as IPFS (Section 3.2).
While both the OP_RETURN opcode and the data field can be use
to store the commitment, this would not solve the aforementioned
problem. Another way to commit to the data is the pay-to-contract
method as presented by Gerhardt and Hanke in [12] which only
leverage elliptic curve cryptography and therefore can be used on
any blockchain relying on that, such as Ethereum (on which our
implementation is built) or Bitcoin.

The method works as follows. Assume Alice has to pay Bob
on public key 𝑋 (related private key 𝑥) for some service or item
whose receipt is 𝐶 , as done for example in [6]. Alice constructs the
modified key 𝑋 ′ = (𝑋 +H (𝑋 | |𝐶) ∗𝐺), whereH is a hash function,
| | the concatenation symbol, and 𝐺 the secp256k1 generator point
used both in Ethereum and Bitcoin. Then she sends a transaction to
Bob at the address corresponding to 𝑋 ′. To redeem the coins, Bob
computes the value 𝑥 ′ = 𝑥 + H (𝑋 | |𝐶) and uses 𝑥 ′ as private key
corresponding to 𝑋 ′.

In our system we use the pay-to-contract mechanism in the
followingway. Assume the operator has key pair (𝑥,𝑋 ), and assume
at epoch 𝑖 the the content identifier 𝑐𝑖𝑑𝑖 , the signature 𝜎𝑖 of Merkle
root is 𝑟𝑜𝑜𝑡𝑖 . Then the operator forwards the coins in the transaction
for epoch 𝑖 − 1 to the (address related to the) public key 𝑋 ′

𝑖
=

(𝑋 + H (𝑋 | |𝑐𝑖𝑑𝑖 | |𝜎𝑖 ) ∗𝐺). This way the operator commits to both
the the 𝑐𝑖𝑑𝑖 and 𝑟𝑜𝑜𝑡𝑖 at epoch 𝑖 , authenticate 𝑟𝑜𝑜𝑡𝑖 via the signature
𝜎𝑖 and prevents forgeries of the current Merkle tree via the double
spend mechanism intrinsic in the Bitcoin or Ethereum blockchains.

4 DESIGN AND OPERATIONS

As mentioned in Sections 1 and 2, our goal is to create a system
to exchange tokens of small value between citizens in a (at least
geographically) local community who are united by their affection
for the same store for their purchases. We can imagine these tokens
as representing fidelity points, voting shares or discount coupons in

a neighborhood store. Since the possible users of this system already
trust the store operators, we want to take advantage of this reality to
create a tokens exchange system that is easier to use than traditional
L2 systems and less expensive than L1 systems for users. At the same
time, the system we propose is more secure than the traditional
pen-and-paper-based system since the cryptographic processes
underlying Locale means that neither users nor operators can
forge tokens.

Therefore, in this section, we explain the operations that com-
pose the whole Locale system. We start by presenting the architec-
tural components in Section 4.1 and then we follow with the four
operations of Locale: Receiving a token (Section 4.2), Committing
the Merkle tree to the blockchain (Section 4.3), Spending a token
(Section 4.4) and Transfering a token (Section 4.5).

4.1 Architectural Components

We start by formally introducing the actors in the Locale system:

• Operator (𝑂): the one who manages the creation and send-
ing of tokens to users upon purchase of the product he or she
sells. Generally, the store cashier or the store owner may act
as the Operator. The Operator is also responsible for sending
a commitment to the blockchain at the end of each epoch.
Multiple times, we identify𝑂 with the software client owned
by 𝑂 since any operation will be automatically performed
by the software clients.

• User (𝑈 ): generally the customer. The user’s goal is to be
retained, to receive a new token for each purchase (or in
proportion to the value of the purchase) and be able to spend
these tokens to get a perk (discount, exercise a voting right
or other applications). Multiple times, we identify 𝑈 with
the software client owned by 𝑈 since each operation will
be automatically performed by the clients. Note that the list
of users is theoretically an evergrowing list, but there is no
way in Locale to keep track of it. We may talk about users
𝑈1,𝑈2,𝑈𝑘 when we need to address more of them.

• Blockchain Nodes: the nodes of a blockchain are those who
have write access and create the new blocks. Without going
into details, the blockchain nodes we refer to are the “miners”
in the case of blockchain PoW (e.g. Bitcoin) or “validators”
in the case of PoS blockchains (e.g. Ethereum)

• Decentralized Storage Nodes: the nodes of a decentralized
storage system are those who maintain the storage. They
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have read access to the content. We describe our system by
using IPFS as mentioned in Section 3.2.

For the purposes of this paper, we assume that blockchain nodes
and decentralized storage nodes are honest: this is a sensible as-
sumption since we assume Locale deals with a blockchain whose
rules and incentives force nodes to be honest in the long run and a
working incentive system for the decentralized storage nodes. On
the other hand, we assume that both the operator and the users
can be actively malicious. In particular, we assume that the opera-
tor wants to cheat while remaining undetected e.g. by removing
tokens belonging to users: this assumption makes sense since the
operator is incentivized not to give discounts so as to gain more
from a monetary point of view. Similarly, we assume that the users
are active adversaries, e.g., that they intend to forge tokens so as to
receive more discounts than those to which they are entitled.

We assume the existence of the following structures:
• Merkle Tree (M): we assume that there is an accumulator
that keeps track of the tokens created by 𝑂 . Here we use
an accumulator in the form of a Merkle tree [22], but other
accumulators are possible. M is not static but changes with
each transaction. M is committed to the blockchain periodi-
cally. Following the general terminology, we will say that a
transaction is a leaf to the Merkle tree.

• Decentralized Storage : we assume that 𝑂 interacts with
a decentralized storage to store the current version of M.
Throughout the paper we will assume that the decentralized
storage has ability to maintain multiple versions of the same
file simultaneously reachable, similar to IPFS/IPNS (Section
3.2). Note that no maintenance of decentralized storage is
required by 𝑂 .

• Public Board : we assume 𝑂 maintains a public boards
where some pieces of information are published, such are
the initial public key of 𝑂 𝑝𝑘𝑂 , the epoch number, the IPNS
URL where the last version of the Merkle tree is published
and other optional data needed for the smooth operations of
the actual business. In practice that board may be a page in
the shop site or social media page.

We stress the fact that no technical knowledge is required for 𝑂
to operate with these cryptographic structures: the application we
propose will abstract this knowledge for both the operator and the
users. In particular, 𝑂 is not required to set up blockchain nodes or
decentralized storage servers.

4.2 Receiving a Token

When a user𝑈 buys a product (Step 0 in Figure 2), the operator 𝑂
creates and stores a token (Step 1), sends pieces of information to the
𝑈 (Step 2) and stores the Merkle root to the decentralized storage
(Setp 3𝑎). It is expected that the amount of tokens is proportional to
the amount spent, but for easiness of explanation we assume each
product amounts to one token only. Each token can be thought of
as a fidelity point, voting share, or the digital version of a stamp
on a card. We now give a more detailed explanation of how these
steps are executed.

We first argue that it is possible to uniquely identify each pur-
chase, and consequently create a uniquely named token: this is
necessary to uniquely refer to tokens when exchanged or spent.

The assumption of uniqueness stems from the fact that packed
products have a bar code that uniquely identifies them. It stands
to reason that unpacked products (such as a coffee served at the
bar) might be similarly identified, at least within the store that sells
them. We call this product identification code 𝑝𝑟𝑜𝑑𝐼𝐷 . Furthermore,
we assume it is possible to ascertain the time the product was sold
down to a small enough unit of time, e.g. the milliseconds. We
denote time as 𝜏 2.

Given these assumptions, it is possible to name a token as 𝑡𝑜𝑘𝑒𝑛𝐼𝐷 =

H(𝑝𝑟𝑜𝑑𝐼𝐷 | |𝜏) where we used | | for concatenation. Since we have
chosen a very small unit of time, it is highly unlikely that in a phys-
ical, not digital, context it is possible for the same product to be
bought in the same millisecond by two people simultaneously. For
this reason, we can assume that tokens of the formH(𝑝𝑟𝑜𝑑𝐼𝐷 | |𝜏)
are unique, at least with respect to the micro-economy generated
within the store3.

We now specify how a user may receive a token. When a user
buys a product, the owner computes a unique 𝑡𝑜𝑘𝑒𝑛𝐼𝐷 , as explained
above and represented in Step 0 of Figure 2, for the transaction and
adds it to the Merkle treeM storing it in the owner’s database (Step
1). The owner then sends the 𝑡𝑜𝑘𝑒𝑛𝐼𝐷 to the user: this action can
be part of the application depending on the actual implementation
(Step 2). The application then recomputes the whole Merkle tree
and posts it on the IPFS decentralized storage (Step 3𝑎), with a new
𝑐𝑖𝑑 but the same IPNS-URL (see Section 3.2). Finally, any user can
see the updated M by going to the IPNS-URL, visible in the public
board.

4.3 Chain Committing

We suppose time is divided into epochs. For example, each epoch
may last two weeks. In Locale, the operator 𝑂 is responsible to
commit the current state of the Merkle tree to a blockchain (of
course this operation can be automated too) (Step 3𝑏, Figure 2).
Recall that𝑂 has a keypair (𝑠𝑘𝑂 , 𝑝𝑘𝑂 ) and that 𝑝𝑘𝑂 is public. Also,
for the sake of this section, we denote the Merkle tree at the 𝑖-th
epoch as M𝑖 . Consequently the root is denoted as 𝑟𝑜𝑜𝑡𝑖 . Similarly,
the current 𝑐𝑖𝑑 ofM𝑖 is denoted 𝑐𝑖𝑑𝑖 . In the following we explain
the needed steps.

If 𝑖 = 1, i.e. this is the first time that 𝑂 commits to a blockchain,
then we assume 𝑂 has funds in an addresses related to the public
key 𝑝𝑘𝑂 . As mentioned in Section 3.3, the committing is done with
a simple transaction differently from other time-stamping systems
that use blockchain specific code. The transactions on blockchain
are away to commit the data only: the funds are transferred between
addresses owned by 𝑂 . To do that, 𝑂 sends a transaction from 𝑝𝑘𝑂
to a new address related to the public key 𝑝𝑘1

𝑂
(since we are in the

first epoch). The public key is computed in the following way:

𝑝𝑘1𝑂 = (𝑝𝑘𝑂 + H (𝑝𝑘𝑂 | |𝑟𝑜𝑜𝑡1 | |𝑐𝑖𝑑1) ∗𝐺)

2To do this, we do not assume a universal clock, but assume that the internal clock of
the store’s cash register is authentic. This is one of the points where we deviate from
general cryptographic assumptions to create a system that can be used in a local setting
for the purpose of common good. For these reasons, we decided to move toward the
“usability” side in the classic security vs. usability trade-off of applied cryptography.
3If one wants to account for the store as well, it is easily possible to change the creation
specification to H(𝑠ℎ𝑜𝑝𝐼𝐷 | | |𝑝𝑟𝑜𝑑𝐼𝐷 | |𝜏 ) making the token identifier unique even
at the level of the neighborhood economy
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3b. Periodic commitments
to the blockchain

0. Buys a product
2. Sends token information

1. Creates a token 
for product and stores

in a Merkle tree

OperatorUser

Blockchain

4b. Checks/Get token
status

Decentralized
Storage

3a. Upload
of the Merkle tree

4a. Checks/Get token
status

Figure 2: Flow of operations between user and owner in Locale

It is easy to see that the value 𝑠𝑘1
𝑂
= 𝑠𝑘𝑂 + H (𝑝𝑘𝑂 | |𝑟𝑜𝑜𝑡1 | |𝑐𝑖𝑑1) is

the related private key to 𝑝𝑘1
𝑂
. Since 𝑠𝑘𝑂 is known only by 𝑂 by

assumption, then 𝑠𝑘1
𝑂
is known only by 𝑂 too4.

Let’s call the address related to a public key 𝑝𝑘 as addr(𝑝𝑘). Then
we may denote the transaction from addr(𝑝𝑘𝑂 ) to addr(𝑝𝑘1

𝑂
) as

𝑡𝑥1 since it is the first epoch. Note that the content of the hash is
clearly a commitment to: i) the public key, ii) the current state of
the Merkle tree and iii) the location of the Merkle tree. Furthermore,
only users who have these three pieces of information can check
the validity of the commitment by checking the blockchain (Step
4𝑎 and 4𝑏, Figure 2). This way observers from outside the local
community are unable to learn about activities, solving the data
leakage problem (see Section 6).

It is easy to extend to the case of a general epoch 𝑖 . In this case
𝑂 performs a transaction 𝑡𝑥𝑖 from the address related to public key
𝑝𝑘𝑖−1

𝑂
to 𝑝𝑘𝑖

𝑂
, where

𝑝𝑘𝑖𝑂 = (𝑝𝑘𝑂 + H (𝑝𝑘𝑂 | |𝑟𝑜𝑜𝑡𝑖 | |𝑐𝑖𝑑𝑖 ) ∗𝐺)
Again, the private key to 𝑝𝑘𝑖

𝑂
is 𝑠𝑘𝑖

𝑂
= 𝑠𝑘𝑂 + H (𝑝𝑘𝑂 | |𝑟𝑜𝑜𝑡𝑖 | |𝑐𝑖𝑑𝑖 ).

4.4 Spending a Token

To spend a list with 𝑛 token, the first step is for𝑈 to prepare the list
and send it to 𝑂 . After receiving the list, 𝑂 “deletes” the 𝑛 leaves

4We obviously assume that the Discrete Logarithm Problem is hard in the group of the
blockchain Locale is used in, as it is assumned in any blockchain related protocol. In
practice that means that it is impossible to know 𝑠𝑘𝑂 (or 𝑠𝑘1

𝑂
) by just knowing 𝑝𝑘𝑂

(resp. 𝑝𝑘1
𝑂
). Consequently it is impossible to know 𝑠𝑘1

𝑂
even if every Locale users

knows H(𝑝𝑘𝑂 | |𝑟𝑜𝑜𝑡1 | |𝑐𝑖𝑑1 ) .

relative to the 𝑛 tokens in M and gives the perk to 𝑈 . Here the
operation of deletion of a token is actually a substitution of the leaf
content with a default void token which represents the deletion.
The rationale for substitution instead of deletion is that actually
removing a leaf means (in the worst case) recomputing all the
hashes in𝑀 at all levels, since if a leaf is removed, the others have
to be shifted by one. On the other hand if we only substitute one
leaf, the system always requires log(𝑛) + 1 recomputations, where
𝑛 is the number of tokens emitted by 𝑂 .

Note that the double-spend problem here is inherently “solved”,
since a Merkle tree with all the spendable tokens is readily available
for each user and the operator to see at the IPNS-URL. If a user𝑈
tries to double spend a token, the operator 𝑂 can easily catch the
attack since the leaf is not present in the Merkle tree.

4.5 Transferring a Token

Differently from the blockchain model, in Locale a transfer of a
token between two users is more similar to a banknote transfer
than a blockchain transaction. In fact, if user𝑈1 wants to transfer
a token 𝑡𝑥 to𝑈2,𝑈1 just sends the 𝑡𝑥 hash to𝑈2. After receiving it,
𝑈2 can either save it or spend it as part of a 𝑛-items list of token as
explained in Section 4.4.

5 IMPLEMENTATION

In this section, we present the implementation details of our pro-
posed system, focusing on a specific use case: a café where cus-
tomers can purchase three kinds of beverages, namely a cup of
coffee, a cup of tea, or a glass of water. This particular scenario
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allows us to showcase the creation of unique product identifiers and
the recording of blockchain transactions, as described in Section 4.

The primary objective of our system is to utilize tokens as loy-
alty points, enabling customers to accumulate rewards for their
purchases and customers can redeem them for a free cup of coffee
once they have accumulated ten tokens. This café setting perfectly
aligns with our system’s goals, as it allows us to illustrate how the
proposed solution can be seamlessly integrated into a real-world
business environment.

The system is split into two parts: the frontend and the back-
end. The backend of the application handles the creation of the
merkle tree, the update of files in the IPFS storage, and the periodic
commitment in the blockchain. This division of functionality en-
sures that the frontend remains user-friendly and easy to use, while
the backend handles the tasks related to Merkle tree creation and
blockchain commitments. This design allows for an efficient and
effective system that reduces the workload on both the operator
and the user while ensuring the security of the system.

The backend of Locale is mainly written in Python and the
application is based on the Flask [1] package. By using Python,
we leverage the libraries on elliptic curve cryptography (ECC) key
manipulations, especially the ecdsa and eth_account package.
As DCS we settled on IPFS for this use case. To deal with the
blockchain and IPFS nodes, we used NodeJS. In particular, we use
the w3 package to deal with the upload of the Merkle tree root
on IPFS. In this implementation, we chose to use the Ethereum
blockchain. In particular we used the ganache-cli package to
create a test network. This makes the implementation suitable for
any EVM-compatible blockchain.

The frontend is divided into two parts, the operator/salesman
view (Figure 3), and the user view. The operator view allows the
operator to mint tokens based on the product and automatically
updates the IPFS file without further intervention. Additionally, the
operator can publish the periodic commitments on the blockchain
from this view. The user view, on the other hand, enables the user
to check if a token has been registered in a specific merkle tree.

Finally, note that since there are no smart contract interaction
involved in the implementation, this EVM-compatible instantiation
can be repurposed to work on less featureful blockchains such as
Bitcoin (see Section 3.3).

6 ANALYSIS

In this section, we analyze the key aspects of our proposed system
and discuss how it operates within the local community, while
addressing the notion of trust commonly associatedwith blockchain
technology.

Our system, Locale, utilizes the blockchain periodically rather
than relying on it for every transaction. While this approach may
deviate from the typical "trustless" nature of blockchain systems in
the broader community, we contend that there are no additional
trust assumptions required beyond those inherent in the local com-
munity. We argue that if a user, denoted as 𝑈 , chooses to patronize
a particular shop regularly enough to derive benefits from loyalty,
it is reasonable to assume that𝑈 likes and trusts the personnel of
that shop. Therefore, the existing trust within the local community
serves as a fundamental basis for our system.

To reinforce and strengthen this baseline trust, cryptographic
techniques are employed, and periodic commitments are made
to the blockchain. These commitments serve the purpose of en-
hancing transparency and accountability within the system. Im-
portantly, these periodic commitments incur minimal costs for the
customer/user, 𝑈 , effectively making them almost free from their
perspective.

The operator, denoted as 𝑂 , bears minimal costs in running the
fidelization program, primarily limited to the L1 transaction fees
paid periodically. By carefully timing the blockchain commitments,
𝑂 can keep the costs low. For example, by batchingmultiple commit-
ments together or leveraging periods of lower network congestion,
the operator can optimize the gas fees associated with these peri-
odic transactions. Note that the gas fees are those of simple EOA
to EOA transfers since no smart contract is needed for the whole
Locale operation.

From the point of view of the user’s data, Locale is better suited
for local communities than systems relying on blockchains exclu-
sively. In fact, since any transaction complex enough to require a
smart contract is currently completely transparent by default, even
obfuscation mechanisms can not hide data well enough to block
data mining or behaviour patterns [15]. Consequently an adversary
would be able to exploit the data and obtain more information than
what it is entitled to. The real problem stems from publishing the
data in the blockchain in the first place.

This can not happen in Locale, since real data never leaves the
physical boundaries of the local community (unless an adversary
can compromise the computer of the operator, a scenario which
is outside the scope of the paper). In fact, the only data published
on the blockchain is a commitment to the sensible data, which by
definition has the hiding property (see Section 3.1) and no amount of
data mining can realistically extract information for the adversary.

7 CONCLUSIONS AND FUTUREWORKS

Wepresented Locale, a mainly off-chain system that uses a blockchain
to time-stamp commitments of a Merkle tree of tokens emitted by
small-shop owners which can represent loyalty points, discount
coupons or voting rights. The main use case is to create fidelization
and incentives for citizens in a local community to use local shops
so that the local micro-economy may be invigorated.

Instead of relying on normal timestamping mechanisms and pub-
lishing the Merkle tree root on chain, we use the Pay-to-Contract
method to never reveal the commitment on chain, so that only the
fidelized users and the operator are able to discern the blockchain
data, avoiding any data-leakage problem. Despite the periodic (in-
stead of constant) publishing of data on the blockchain, we avoid
any double spending problem nonetheless.

We argue that further research and development are necessary
to establish realistic assumptions and implementations regarding
trust in blockchain-related applications, particularly concerning
the common good and local community development. The trust
assumptions in our proposed system differ significantly from those
applicable to global-scale systems. Therefore, exploring and defin-
ing trust in the context of local communities remains an important
area for future investigation.
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Figure 3: The view of the web application of Locale
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