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Abstract: In this survey paper, we focus on smart interactive technologies and providing a picture
of the current state of the art, exploring the way new discoveries and recent technologies changed
workers’ operations and activities on the factory floor. We focus in particular on the Industry 4.0
and 5.0 visions, wherein smart interactive technologies can bring benefits to the intelligent behavior
machines can expose in a human-centric AI perspective. We consider smart technologies wherein the
intelligence may be in and/or behind the user interfaces, and for both groups we try to highlight
the importance of designing them with a human-centric approach, framed in the smart factory
context. We review relevant work in the field with the aim of highlighting the pros and cons of each
technology and its adoption in the industry. Furthermore, we try to collect guidelines for the human-
centric integration of smart interactive technologies in the smart factory. In this wa y, we hope to
provide the future designers and adopters of such technologies with concrete help in choosing among
different options and implementing them in a user-centric manner. To this aim, surveyed works
have been also classified based on the supported task(s) and production process phases/activities:
access to knowledge, logistics, maintenance, planning, production, security, workers’ wellbeing, and
warehousing.

Keywords: user-centered AI; smart factory; smart interactive technologies

1. Introduction

In 2015, the introduction of emerging technologies such as wireless sensor networks,
big data, cloud computing, embedded systems, and mobile Internet into the manufacturing
environment determined the conditions for factories to enter the era of the fourth industrial
revolution [1]. As a reaction to the massive installation of such technologies on modern
factory floors, the strategic initiative called “Industry 4.0” was proposed and adopted as
part of the “High-Tech Strategy 2020 Action Plan” of the German government [1]. Other
main industrial countries followed, proposing strategies that were compliant with the
idea of the just-born Industry 4.0. The Industry 4.0 concept describes production-oriented
cyber-physical systems (CPS) which integrate production facilities, warehousing systems,
logistics, and even social requirements to establish global value creation networks [2].

Various changes have been introduced by the smart factory vision in the ways produc-
tion is conceived and workers operate on factory floors. Such changes involve different
levels of the production process, introducing a number of disruptive technologies which
enable the digitalization of the manufacturing sector, enclosed in different areas of expertise:

• Data, computational power, and connectivity;
• Analytic and artificial intelligence;
• Human–machine interaction;
• Digital-to-physical conversion.

In January 2021, the European Commission published a report called “Industry 5.0.
Towards a sustainable, human-centric and resilient European industry” [3], presenting
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the need to speed up the transformation already underway, which uses digital and green
technologies to heal the environment and the economy. Industry appears to be the pivot of
this important transition, representing the only means to achieve wellbeing from a human-
and a production-related point of view but also respecting the environment. Industry 5.0,
which is intended to complement and extend the features of Industry 4.0, aims to make the
industry sector more sustainable and resilient.

The report describes the main building blocks of the Industry 5.0 approach [3]:

• The industry must now become the accelerator and enabler of change and innovation;
• Digital technologies such as artificial intelligence (AI) and robotics can optimize

human–machine interactions, underlining the added value human workers bring to
the factory floor;

• By developing innovative technologies in a human-centric way, Industry 5.0 can
support and empower, rather than replace, workers;

• Greening the economy will be successful with European industry taking a strong
leadership role;

• Industry 5.0 will also have a transformative impact on society, especially for industry
workers, who may see their role changed, requiring new skills.

In the Industry 5.0 vision, technologies can optimize both workplaces and worker’s
performances, favoring the interaction between human and machine, rather than replacing
one with the other. The main difference between the fourth and fifth industry visions is
that humans are envisioned to collaborate with robots and innovative technologies, which
have to be designed in a human-centric way.

Industry 5.0 identifies the following six enabling technologies [4]:

1. Individualized human–machine interaction technologies that interconnect and com-
bine the strengths of humans and machines.

2. Bio-inspired technologies and smart materials that allow materials to have embedded
sensors and enhanced features while being recyclable.

3. Digital twins and simulations to model entire systems.
4. Data transmission, storage, and analysis technologies that are able to handle data and

foster system interoperability.
5. Artificial intelligence to detect, for example, causalities in complex, dynamic systems,

leading to actionable intelligence.
6. Technologies for energy efficiency, renewables, storage, and autonomy.

According to Xu et al. [5], Industry 5.0 is not a technology-driven revolution but
a value-driven initiative that promotes technological transformation with a particular
purpose, generating value by putting together economy (profitability, scalability, and
business models), ecology (CO2 reduction and circular economy), and society (societal
challenges and human-centricity).

In this paper, keeping the context of the smart industry, we focus in particular on
the dimension of smart interactive technologies, a term that can be traced back to that of
intelligent user interfaces (IUIs), which aim at improving the symbiosis between humans
and computers by merging artificial intelligence (AI) and human–computer interaction
(HCI), including intelligent capabilities in the interface in order to improve performance,
usability, and experience in critical ways (for more details, see [6]). This may also involve
designing an interface that effectively leverages human skills and capabilities so that human
performance with application improves. In addition, human-centered artificial intelligence
(HCAI) has recently become a very popular term with a similar purpose and focuses on
the need of bringing the human into the center of the AI design, thus creating systems that
provide smart computations that are beneficial to humans, supporting them to achieve
their objectives, “focusing on enhancing human performance, making systems reliable, safe, and
trustworthy” [7]. Previously, researchers and developers directed their attention towards
developing AI algorithms and systems with an emphasis on the machines’ autonomy.
Conversely, HCAI focuses on user experience design, putting human users at the center
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of design thinking. Researchers and developers of HCAI systems measure their success
with human performance and satisfaction metrics [8]. Indeed, compared with traditional
technologies, AI-based technologies elicit different expectations from a user’s perspective.
Besides the established principles of human-centered design, there are further important
aspects that are peculiar to this type of system and that need to be considered during design,
such as transparency, explainability, interpretability, user control vs. system autonomy,
fairness, etc. [9].

In the following, we discuss some of the most relevant smart interactive technologies
which will characterize the Industry 5.0 scenario. According to Sonntag [6], what defines
an intelligent user interface, which is a term embracing smart interactive technologies as
explained above, is the fact that the intelligence can be found:

• In the user interface(s) of the system, with the purpose of enabling an effective, natural,
or otherwise appropriate interaction of users with the system. Examples are human-
like communication methods such as speech or gesture [10], multimodal interfaces
and smart environments (including IoT- and smart-object-based environments) [11,12],
systems that personalize the modality of interaction to individual users taking into
account her/his previous choices and preferences [13], etc.

• Behind the user interface, as, for instance, in personalized and not personalized rec-
ommender systems [14,15], i.e., systems that employ intelligent technology to support
information retrieval; intelligent learning environments [16]; interface agents/robots
that perform complex or repetitive tasks with some guidance from the user [17]; and
situated assistance systems that monitor and support a user’s daily activities [18], as,
for instance, in IoT-based industrial environments [19], etc.

In Section 2, we propose examples that can be classified either in the first group, as
large displays proposing touch and touchless interaction, virtual and augmented reality,
and wearable, tangible user interfaces, or in the second group, as collaborative robots,
or in both, as is the case for IoT and smart environments. In particular, we focus on the
interactive part of such technologies, thus excluding from our discussion those cases where
intelligence has a relatively limited impact on the type and modality of interaction.

2. Smart Interactive Technologies in the Human-Centric Smart Factory

The model of the smart industry, both in the 4.0 and 5.0 visions, is enabled by advanced
digitalization and the spread of the Internet of Things (IoT), cyber-physical systems, and
smart technologies on the factory floor, and it is destined to radically change the approach to
work in today’s industry. A significant increase in the demand for workforce is awaited at all
levels, in order to manage complexity, abstraction, and problem solving processes. From the
point of view of industrial workers, the introduction of opportunities and improvements in
the quality of work are expected: a more stimulating work environment, greater autonomy,
and opportunities for personal development. As a consequence, workers will be led to
act on their own individual initiatives, acquiring excellent interaction and communication
skills and organizing their workflows [20]. In this new vision, the term human-centred
factory aims to define new social sustainable workplaces where the human dimension is a
key cornerstone, highlighting the requirements for shifting from a traditional task-centric
production to a worker-centric production [21]. Therefore, it becomes of fundamental
importance to improve the interaction and collaboration between humans and intelligent
machines, as with, for instance, cobots.

In Section 2.1, we present a set of relevant smart interactive technologies for the present
and future of the Industry 5.0. For each of the presented technologies, we propose a brief
definition and we summarize the main related work, and then we give examples in the
smart factory. The reader should notice that the term smart factory includes in its definition
what is understood as Industry 4.0 and 5.0, and we use it interchangeably We conclude the
subsection with a brief summary of challenges and a set of guidelines.
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2.1. Research Methodology

This article surveyed almost 100 papers and technical reports describing projects and
visions related to a human-centered perspective in the smart factory, starting from 2018.
At that time (2018–2021), we were involved in two national smart factory projects, HU-
MANS (human-centered manufacturing systems) (https://dmd.it/humans/en/humans/,
accessed on 29 July 2022) and HOME (hierarchical open manufacturing Europe) (https:
//www.home-opensystem.org/index.php/en/home-3/, accessed on 29 July 2022) with
the goal of leading research tasks focused on the interface and the interaction between man
and machine through intelligent applications, as in wearable technologies, touchless inter-
action, interactive (production line) data visualization, etc. With regard to these aspects, we
provided our industrial partners with requirements, guidelines, and specifications for the
interaction between man and machine in the smart industry, as well as simulation demos
on data visualization [22], gestural interaction [23,24], and wearable technologies.

Thus, we started collecting material on the basis of the requirements we had for the
aforementioned projects. We reviewed the main survey papers ([25–33]) and company
technical reports ([31,34,35]) in the field. Staring from the work referred to in the above-
mentioned surveys, we extended our research using Researchgate as a platform and search
keywords based on the main technologies we explored (collaborative robots, tangibles,
wearables, large displays, IoT, gestural interaction, large displays, etc.), contextualized to
the smart factory.

A fundamental inspiration for the technologies to consider and review, under a smart
interaction perspective, came from the work by Romero, Stahre et al. [36], who developed
the concept of Operator 4.0, which aims at expanding the capabilities of the industry
worker with innovative technological means, rather than replacing the worker with robots.
Operator 4.0 includes eight future projections of extended operators: the super-strength
operator (operator + exoskeleton), the augmented operator (operator + augmented reality),
the virtual operator (operator + virtual reality), the healthy operator (operator + wearable
tracker), the smarter operator (operator + intelligent personal assistant), the collaborative
operator (operator + collaborative robot), the social operator (operator + social networks),
and the analytical operator (operator + big data analytics).

We decided to present the results of our analysis following a systematic frame, struc-
tured in such a way as to provide a set of guidelines for each chapter so that, in addition to
reviewing the available technologies, we could offer a useful tool for understanding how to
best implement them. The guidelines were derived from the works found for each chapter.

We believe that the analysis presented in this survey could provide hints for the design
and development of new human-centered solutions in the factory of the future. According
to our knowledge, no other comprehensive surveys have yet been published on smart
technologies for Industry 5.0 that focus on their design in a human-centric way.

2.2. Large Displays

Large displays first appeared in the early 1960s, but they only began to be used in real
installations at beginning of the new millennium. One of their advantages is their ability
to bring users to collaborate and socialize, both in business and in entertainment contexts.
While only touch interaction was supported at first, interaction through touchless gestures
has become possible nowadays, due to the technological evolution. According to [37], large
displays are characterized by five attributes or dimensions:

• Orientation (vertical, horizontal, diagonal, or at ground level);
• Display technology (monitor, front projection, or rear projection);
• Purpose (gaming, entertainment, productivity, social interactions, or advertising);
• Interaction methods (touch, touchless, tangible interfaces, or via an external device);
• Location (office/workplace, museums, universities, shops, or on the street).

In their study, the authors of [37] examined a number of scientific papers relating to
large displays and observed that most displays are positioned vertically and are actually

https://dmd.it/humans/en/humans/
https://www.home-opensystem.org/index.php/en/home-3/
https://www.home-opensystem.org/index.php/en/home-3/
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monitors, not simple screens with front- or rear-projected images. Such displays can be
used at the workplace, where they can foster cooperation between staff members.

2.2.1. Touch and Touchless Interaction

Touch and touchless interaction modes can affect the type of applications to be used
on large displays and have different pros and cons [37].

Touch interaction. Sambrooks and Wilkinson [38] carried out a study where they
asked participants to perform a series of tasks where they had to select one or more
elements through different interaction modes. Touch interaction was very precise and had
a low margin of error. This positive result is probably partly due to the familiarity users
have with touch interaction, albeit to a lesser extent than with mouse-based interaction,
which proved to guarantee the highest level of precision. This primacy may depend on
various factors, such as the size of the screen with which one interacts, the size of the icons
or objects to be selected, or the problem of “fat fingers”, whereby users with large fingers
may encounter difficulty in using small screens.

It should be emphasized how touch interaction has evolved over time, passing from
the simple touch of a single hand to multitouch, which allows the use of multiple fingers
for actions such as zoom-in and zoom-out and moving elements on the screen and gives
the possibility of using the human touch in combination with other interactive tools.

However, touch interaction can be uncomfortable in some occasions, especially in
the business and industrial sectors and in cases where users need to wear gloves [23], or
when there are other disturbing elements. Touchless interaction, where users do not have
to touch any interface, can be used as an alternative to touch interaction on such occasions.

Touchless interaction. Different interaction styles can be classified under the “touch-
less” umbrella term, ranging from hand-based gestures recognized by a tracking device to
the detection of the posture, position, or presence of the user’s body to gaze tracking and
facial expression recognition. The best known examples of touchless interaction are often
associated with the gaming and entertainment domain, where both the tracking of body
movements (e.g., using Kinect (https://developer.microsoft.com/en-us/windows/kinect/,
accessed on 29 July 2022)) and the detection of gestures executed via an external, dedicated
device (e.g., PlayStation Move) are used. Other dedicated devices, such as the Myo bracelet,
can be worn by users. Touchless interaction exploits the natural language of the body,
which is why it could significantly reduce the distance between the user and the interface,
especially if used in the business context. However, it is essential to design the interface
and user experience (UX) so that they are as fluid and engaging as possible, in order to
accompany the user in the interactive process and not cause frustration. In this regard, the
UX design will also have to take into account the effort that repeating actions with gestural
interfaces can determine, much higher than when approaching a touch- or mouse-based
interface. In addition, designers will have to make sure that the interface layout allows a
precise execution of actions, also considering the fact that many potential users are not very
familiar with this type of interaction. For this reason, it is also necessary to ensure that the
interface returns clear feedback and makes any error reversible, including those caused by
involuntary body movements and incorrectly detected gestures (immersion syndrome).

2.2.2. The Smart Factory Context

Smart factories are proving increasingly capable of absorbing and proposing solutions
from a wide range of disciplines. The introduction of gestural interfaces and the widespread
use of large screens is a case in point. Gestural interfaces, similarly to other technologies
and approaches in the HCI field, are part of the physical layer in [39]’s classification of
technologies for the smart factory.

Applications: 3D object manipulation and task browsing. Ref. [40] investigated the
interaction between people and 3D objects shown on public displays in an urban planning
scenario. Participants were asked to perform tasks through spontaneously produced hand-
gestures and phone-gestures. The process led to the definition of two sets of user-defined

https://developer.microsoft.com/en-us/windows/kinect/
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gestures. Although the proposed study limited its investigations to the area of urban
planning, similar studies which identify sets of user-defined gestures can be conducted in
various fields, including the industry sector.

For example, Ref. [24] proposed the use of large displays in combination with touchless
gestural interaction on the shop floor (Figure 1). In the context of a smart industry project,
the project consortium developed a smart armband which allows us to detect gestures
from movement and muscle biosignals, while a machine learning library allows us to
calibrate and recognize task-specific gestures (Figure 2). The definition of an appropriate
set of gestures underwent several steps, including a guessability study [23]. The proposed
application was tested in small industry specialized in sheet metal fabrication, where
welders frequently switch between their workbench and a nearby desktop computer to
browse the tasks they have been assigned and visualize 3D models of the final product.
Results were generally positive and the participants were favorable to our solution and
willing to use it in their everyday work activities.

Figure 1. User interacting with a large display via a touchless gestural interface [23,24].

Figure 2. User testing a smart armband for gestural interaction on the shop floor [23,24].

Tackling usability issues. An interesting solution, specifically focusing on the con-
text of smart factories and combining gesture recognition with augmented reality (see
Section 2.4) to address usability issues, was given by [41]. To overcome the hard and
time-taking learning curves in switching from an industrial device to another, Ref. [41]
investigated the development of a universal interaction device, capable of communicating
with various field devices and plant modules of an industrial facility via common wireless
communication standards. Their aim is the creation of a platform that has one user interface
for all purposes, is nonproprietary, and can be designed individually dependent on its
owner’s requirements. Merging together gestures recognition with augmented reality,
they offer intuitive interactions, freeing the operator from the constraints of manipulating
hand-held objects.
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2.2.3. Challenges and Guidelines for Touch and Touchless Interaction with Large Displays
in the Smart Factory

Based on our analysis of the relevant literature, it is apparent that free-form gestural
interaction is useful in contexts where touch-based interaction is not possible (e.g., because
users wear gloves) or not advisable (e.g., because of hygiene policies). On the other hand,
performing gestures might be physically demanding and, especially in the case of touchless
interaction, some specific issues may emerge, such as:

• Unintentional gestures might be misinterpreted by the system as intentional gestures.
• Carrying out tasks that require precision through free-form gestures might be problematic.

More specifically, Garzotto and Valoriani [42] proposed the following guidelines for
the design of gestural interaction, based on previous work by [10,43,44].

• Guideline 1: Semantic intuitiveness. Gestures should have a clear cognitive associa-
tion with the semantic functions they perform and the effects they achieve.

• Guideline 2: Minimize fatigue. Gestural communication involves more muscles
than keyboard interaction or speech. Gestural commands must therefore be concise
and quick and minimize the user’s effort and physical stress.

• Guideline 3: Learnability. It must be easy for the user to learn how to perform and
remember gestures, minimizing the mental load of recalling movement trajectories
and associated actions. The gestures that are most natural and easy to learn and are
immediately assimilated by the user are those that belong to everyday life or involve
the least physical effort. These gestures should be associated with the most frequent
interactions.

• Guideline 4: Intentionality (immersion syndrome). Users can perform unintended
gestures, i.e., movements that are not meant to communicate with the system they
are interacting with. These are usually evoked when the user is communicating
simultaneously with other devices or people, or just resting his or her body. Immersion
syndrome occurs if every movement is interpreted by the system, whether or not it
was intended, which may determine interaction effects against the user’s will. The
designer must identify well-defined means to detect the intention of the gestures, as
distinguishing useful movements from unintentional ones is not easy.

• Guideline 5: Precision. Tasks that require precise interaction, e.g., the fine selection
of a specific value in a large set of alternatives presented on the screen, may be
problematic: when operating at a distance, we cannot obtain a good resolution because
of the intrinsic instability of movements in free space. Touchless gestural input or
control should be carefully designed with a special attention to precision.

• Guideline 6: Feedback. Appropriate feedback indicating the effects and correctness
of the gesture performed is necessary for successful interaction, to improve users’ con-
fidence in the system, to allow users to learn the appropriate manner of performance,
and to help users understand what was wrong with their actions.

• Guideline 7: Provide reversible actions. Commands must be easy to undo to easily
cancel any unintended action, and “backward navigation” must be supported, to
allow user return to previously seen objects or revise previous choices.

2.3. Virtual Reality

Virtual reality (VR) implies a complete immersion in a digitally built world. VR
first appeared in the late 1980s, but it took another thirty years before it became actually
available [45]. Only in the last few years affordable devices such as virtual reality cases
for smartphones appeared on the market (Figure 3), providing potential enhancements in
the field of manufacturing also for smaller businesses. Similarly to augmented reality (see
Section 2.4), VR is often combined with gestural interfaces. Since VR creates immersive
experiences, meaningful interactions with the virtual environment enabling users to touch,
move, and interact with virtual objects via standardized gestures must be supported. Thus,
studies and enhancements in the field of gestural interfaces do have an impact also in this
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area, determining significant advancements in the perceived naturalness of the virtual
environment.

Figure 3. Virtual reality visor with smartphone case.

On the other hand, one cannot ignore the effects that technologies such as VR have on
users in terms of the modification of their consciousness and perception. Ref. [46] pointed
out how web or mobile interfaces can potentially, in specific cases, disconnect users from
the physical world, increasing the risk of user alienation and lowering the user experience.
It is thus trivial to think how such risks grow exponentially with the adoption of systems
that provide a full immersion in a digitally built world. Ref. [47] explored the effects
of virtual reality on the modification of the consciousness of users and the pathological
implications that arise in such systems. It highlighted the risks and pointed out the need
for serious scientific study in the field in order to gain the best from the adoption of such
technologies in environments such as the smart factories’ shop floors, limiting potential
side effects.

2.3.1. The Smart Factory Context

VR can be adopted at many stages of the production process.
Applications: (remote) factory layout planning. Factory layout planning, for exam-

ple, is a long standing area in production engineering that could potentially benefit from
VR integration to allow workers and equipment to be more productive. Facility layout tech-
niques and, particularly, factory layout planning, apply to the case where several physical
means have to be located in a certain area, aiming at developing an efficient and effective
plant layout for all the available resources [48]. Ref. [49] proposed a modeling approach
for VR-supported layout planning (VLP) tasks. The authors identified three methods for
modeling the virtual environment:

1. Using cameras or scanners along with algorithms to automatically convert image and
video data into spatial data.

2. Modeling facilities entirely using computer-aided-design software (CAD) or virtual
reality modeling languages (VRML).

3. Combining the previous two as a hybrid approach.

Collaboration between users situated in different locations could also be supported
by immersive virtual reality user interfaces (VRUIs). Ref. [50] described a VR-based
approach to factory planning, aimed to allow the simultaneous visualization, investigation,
and analysis of data by multiple connected users. The authors classified interactions
into human–human interactions and human–machine interactions, to analyze and assign
them, taking into account the needs of factory planning in a virtual environment. They
structured the whole factory planning process into three fields: target planning, conceptual
planning, and realization planning. Moreover, they explained how to speed up actions
within the planning process by implementing collaborative factory planning tools realized
by interconnected but spatially distributed VR systems.

Applications: virtual commissioning and digital twins. Related to VR factory plan-
ning is virtual commissioning (VC), namely, evaluating a production line in a virtual
environment before the physical production line is constructed [51]. According to Lee and
Park [52], a virtual manufacturing system (namely, virtual commissioning) is a computer-
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based environment that simulates individual manufacturing processes in an efficient way.
Indeed, virtual commissioning enables the full verification of a manufacturing system by
performing a simulation involving a virtual plant and a real controller. This requires the
virtual plant model to be fully described at the level of sensors and actuators. Although
virtual commissioning can significantly reduce the time and effort required at the real com-
missioning stage, there are obstacles to the implementation of virtual commissioning. Since
a virtual plant needs to communicate with a real controller, the virtual devices should be
modeled at the level of sensors and actuators, which is not easy for control engineers who
do not have in-depth knowledge on modeling and simulation [52]. Closely related to VC is
the emerging digital twin (DT) technology, commonly referred to as one of the key enabling
technologies of Industry 5.0. A DT can be defined as an evolving digital profile of the his-
torical and current behavior of a physical object or process that helps optimize business per-
formance (https://www2.deloitte.com/content/dam/Deloitte/kr/Documents/insights/
deloitte-newsletter/2017/26_201706/kr_insights_deloitte-newsletter-26_report_02_en.pdf,
accessed on 29 July 2022). As VC can be defined as the validation of automated industrial
production systems before any physical commissioning is made, a DT could be intended as
a virtual model of a physical industrial production system being constantly updated and
updating the physical object through a real-time and bidirectional data exchange (a DT
usually includes data streams in both directions between the physical and virtual objects).
According to Lidell et al. [52], the increased use of VC and DTs is important for many
reasons, such as “increasing safety for operators through minimising harmful situations and
correctly validating safety systems, as well as allowing improved working conditions, as described
in the second interview. Furthermore, increased use of VC and DTs should also make the process
of designing and developing production systems more cost-effective. More use of VC and DTs
could also minimize wastes, such as ordering wrong components and machines, and to optimize the
resource and energy usage through simulations and using DTs”.

Tools for the creation of VR environments. Finally, Ref. [45] investigated the problem
of teaching how to create industry-themed virtual reality environments to mechanical
engineers and faced the absence of tools that would fulfill the purpose without requiring
complicated coding. The authors created their own framework, using a game engine called
a source engine and enriching it with a library of textures, models, and scripts called
DigiTov, later adapted also for Unity3D.

2.3.2. Challenges and Guidelines for Virtual Reality Interfaces in the Smart Factory

Our review shows that VR technologies can prove useful in a smart factory context,
especially when it comes to planning and enhancing collaboration. On the other hand, there
may be negative physical side effects such as nausea, seizures, or eye soreness; in addition,
users’ consciousness may be affected, bringing a loss of spatial awareness, dizziness, and
disorientation (https://www.classvr.com/health-and-safety/, accessed on 29 July 2022).

Ref. [53] reviewed the relevant literature and identified the following guidelines to
support the development of VR applications:

• Guideline 1: The degree of freedom should be minimal;
• Guideline 2: Avoid sickness related to brightness, acceleration, and the unnecessary

use of images;
• Guideline 3: Create the sense of a 3D environment by using depth cues;
• Guideline 4: The correct use of user interface (UI) elements;
• Guideline 5: A user guide that helps to start the 3D environment;
• Guideline 6: Use a minimum number of controls, which helps the user to remember

the controls;
• Guideline 7: Virtual objects should be made from real-world objects;
• Guideline 8: Try to use Gestalt principles such as similarity, proximity, and hierarchy;
• Guideline 9: Try to give feedback to the user when they interact with any virtual

object;

https://www2.deloitte.com/content/dam/Deloitte/kr/Documents/insights/deloitte-newsletter/2017/26_201706/kr_insights_deloitte-newsletter-26_report_02_en.pdf
https://www2.deloitte.com/content/dam/Deloitte/kr/Documents/insights/deloitte-newsletter/2017/26_201706/kr_insights_deloitte-newsletter-26_report_02_en.pdf
https://www.classvr.com/health-and-safety/
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• Guideline 10: Use audio to help the user experience the real world in a virtual
environment.

2.4. Augmented and Mixed Reality

Augmented reality (AR) allows the user to interact with a real-world environment
where objects are enhanced by computer-generated virtual projections of data and informa-
tion, sometimes making use of multiple sensory modalities such as visual, auditory, haptic,
somatosensory, and olfactory.

Widely adopted in combination with gestural interfaces to obtain immersive experi-
ences, augmented reality requires that some device is used to display the aforementioned
projections and therefore allow users to interact with them. Apart from large displays
(see Section 2.2), many augmented reality applications take advantage of mobile phones
and tablets. A more specific solution is represented by smart glasses and head-mounted
displays. The latter in particular are already used in the military and engineering fields
and consist of devices that allow the display to be positioned in front of the user’s eyes
using a helmet or headbands, allowing total freedom of movement. Such a display can
be monocular (i.e., for one eye only), biocular (i.e., two displays are used, showing the
same image), or binocular (i.e., for stereoscopic images). Designing an augmented reality
experience requires that several factors are taken into account, such as the device chosen for
the projections, which can influence their effectiveness, and the surrounding environment,
which may have unsuitable surfaces (too bright, reflective, or transparent) for displaying
augmented data and may not be suitable for performing certain gestures for safety reasons.

Largely discussed in the literature, a standard definition of mixed reality is yet to be
established. Rather than presenting a radically different paradigm, the concept of mixed
reality refers to the different levels of the distortion of the real environment, from pure
augmented reality to fully virtual reality. Ref. [54] defined a model with two extrema:
a fully real environment, the real world, and a fully virtual environment. Each level in
between represents the different levels of what the author calls mixed reality.

Ref. [55] reported on a literature survey of 68 papers as well as interviews with
AR/VR experts, aimed at understanding the state of the art of mixed reality technologies
and related theories. The feature which distinguishes mixed reality from augmented reality
is the creation of fully explorable, 3D images in a real-world environment. As described in
Section 2.4, in fact, augmented reality only enriches the real environment with 2D elements
such as markers, information panels, etc.

2.4.1. The Smart Factory Context

Applications: assembly and maintenance. Augmented reality is applied to guide
and help workers in processes such as the assembly and maintenance of complex objects
and quality checking, thus decreasing users’ cognitive load and improving efficiency [56,57].
More specifically, workers can interact with three-dimensional projections of the objects
they are going to assemble and have the possibility of making any necessary checks before
starting to build objects in the physical world.

Applications: access to technical data. Another possibility regards the provisioning
of technical data, such as manuals, component availability, and maintenance history [57]:
augmented reality can improve efficiency in providing relevant information in time as
well as geo-located at the appropriate place. In this respect, Ref. [58] identified a series of
principles to improve user experience:

• Interoperability, i.e., the use of the same standards for texts and visual elements, so as
to facilitate human–machine interaction through documentation;

• Virtualization, i.e., paper documents are virtually copied on the machine, which can
thus monitor user actions;

• Decentralization, i.e., documents are divided into sections, so that the machine can
show users only the part they need at a certain time;
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• Real-time functionality, i.e., the system must be able to analyze the collected data in
real time in order to detect any errors. Similarly, technical documentation must be
updated in real time, if necessary;

• Service orientation, i.e., carrying out each procedure as if it were a service (e.g., remote
maintenance operations);

• Modularity, i.e., the adoption of a modular structure which allows greater flexibility,
for example, when new technical procedures must be included within the existing
documentation.

An example of real-time technical data delivery is given by [59], who developed an
app aimed to provide the operators on the shop floor with technical manuals, operating
diagrams, maintenance history, and components availability in the warehouse, connected
to the smart manufacturing software.

Available devices and technologies. As far as specific devices and technologies are
concerned, augmented reality smart glasses (ARSG) are widely used in the context of smart
factories [60]. However, they are prone to give rise to privacy-related issues, in that the use
of cameras and other sensors could affect users’ behavior and decision making. According
to [61], in fact, privacy concerns are one of the factors influencing consumers’ decisions to
adopt ARSGs.

Regarding mixed reality, the first commercial solution was Microsoft HoloLens,
developed due to a collaboration between NASA and Microsoft. Devised at first for
gaming purposes, Microsoft HoloLens were then widely applied on the shop floors
of smart factories. A real-world application scenario was provided by Fifthingenium
(https://fifthingenium.com/, accessed on 29 July 2022), a company specialized in hybrid
reality solutions for the industry sector: the Holo Prototype Viewer allows workers to
interact with 3D models in their physical environments, creating a mixed reality experience.

2.4.2. Challenges and Guidelines for Augmented and Mixed Reality Interfaces in the
Industry 4.0 Context

Our review shows that augmented and mixed reality applications can be helpful when
it comes to dynamically providing information to operators on production lines, as well
as interactive manuals to be used in the assembly and maintenance areas. However, in
addition to privacy-related issues, implementation can be difficult:

• The smooth motions of augmented contents can be hard to obtain with ordinary
mobile devices or tablet gyroscopes.

• Depending on the projection surface texture and location, limitations may arise which
may hinder an accurate understanding of the surface itself.

To sum up these observations and inspire augmented and mixed reality implementa-
tion in the smart factory, we report the following guidelines, based on the work of [60]:

• Guideline 1: Selection. An accurate choice of the device that will support the im-
plementation of AR on the shop floor can affect its effectiveness on the production
process and must be perpetrated through a step-by-step evaluation of the market.

• Guideline 2: Compliance. Privacy policies must be examined and choices on the tech-
nologies to be adopted must follow such requirements in order to avoid inapplicable
decisions.

Further attention points, which mainly take an implementation-oriented perspective,
are included in Google Augmented Reality Design Guidelines (https://designguidelines.
withgoogle.com/ar-design/augmented-reality-design-guidelines/introduction.html, ac-
cessed on 29 July 2022):

• Guideline 3: Environment. Surfaces where augmented reality contents will appear
must have correct light exposure and adequate textures. Dim lighting, extremely bright
environments, and transparent or reflective surfaces can compromise an accurate
understanding of surfaces.

https://fifthingenium.com/
https://designguidelines.withgoogle.com/ar-design/augmented-reality-design-guidelines/introduction.html
https://designguidelines.withgoogle.com/ar-design/augmented-reality-design-guidelines/introduction.html
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• Guideline 4: Movements. When designing the AR experience, exploit the interac-
tion possibilities given by the 360-degree virtual world and encourage users to use
movements to dynamically explore the environment

• Guideline 5: Safety. The immersive experience provided by the AR must not di-
vert the operator’s consciousness from the real world around. Movements must be
designed accordingly, to prevent them from unconsciously performing dangerous
actions.

2.5. Internet of Things

While the concept of a network of smart devices was discussed as early as 1982,
it is only in the last two decades that the increasing possibility of embedding sensors
and Internet connectivity into physical devices has led to the definition of an entirely
new interaction paradigm, the Internet of Things, which has rapidly brought radical
enhancements to fields as diverse as home automation and industry.

A full Internet of Things definition dates back to what Ashton wrote in 2009 [62]: if we
had computers that knew everything there was to know about things, using the data they
collected without our help, we could track and count everything and significantly reduce
waste, losses, and costs. We would know when products needed to be replaced, repaired,
or recalled from store warehouses and what the percentage of their wear and tear was.
We must enable computers to use their own means of collecting information so that they
can see, hear, and feel the world’s trends in all their beauty. RFID and sensor technologies
enable computers to observe, detect, and understand the world without the constraints of
human input.

A further complete definition was given by Rand Europe (https://www.rand.org/
randeurope/research/projects/internet-of-things.html, accessed on 29 July 2022), a non-
profit research institute: The “Internet of Things comes from today’s Internet, by creating a
pervasive and self-organizing network of interconnected, identifiable, and addressable physical
entities to enable application development across key vertical industries through embedded chips,
sensors, actuators, and inexpensive miniaturization”. Finally, Ref. [63] defined the Internet of
Things as follows: “The Internet of Things (IoT) is an emerging concept quickly gaining ground in
the modern wireless telecommunications landscape. The underlying idea of this paradigm lies in the
ever-present around us of a multitude of things or objects, for example, radio frequency identification
tags (RFID), sensors, actuators, smartphones, etc., capable of mutually interact and cooperate with
one another to pursue shared objectives through common addressing patterns.”

According to Skobelev and Borovik [64], the implementation of IoT technologies as-
sumes a transfer of computation to the virtual world (cloud) where each virtual twin of
objects in the real world acts according to the selected algorithm and rules. For communi-
cation in the real and virtual worlds, intelligent agents may be used. They can perceive
information from the real world, make decisions, and coordinate them with other objects
or users in real time. At the same time, real objects can work independently or be parts of
more complex objects (household things, flexible production lines, groups of drones, etc.).

Moving to a real-world example, modern automobiles, where sensor-gathered data
are used to enhance the driving experience, are a case in point: for example, sensors can
monitor tire pressure to prevent wheels from locking up or collect information on specific
parts of the engine. While in this example data are kept within the system itself, when
technologies such as the GPS come into play, a whole new set of possibilities is presented,
where information can travel from the vehicle to other external systems. The vehicle
therefore becomes smart, exploiting internal data to communicate with other entities and
enhance its potential.

Similarly to what has happened in the world of augmented reality with the intro-
duction of ARSGs (Section 2.4), the Internet of Things has also caused the occurrence of
privacy issues. In fact, as the Internet of Things is evolving into a decentralized system of
cooperating smart objects, such decentralization has a great impact on the way personal
information generated and consumed by smart objects should be protected [65]. To address

https://www.rand.org/randeurope/research/projects/internet-of-things.html
https://www.rand.org/randeurope/research/projects/internet-of-things.html
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this issue, Ref. [65] proposed a framework which allows users to specify privacy prefer-
ences based on a three-level taxonomy of object “smartness”, i.e., the object capability of
sensing and processing individual data. Starting from the idea that, due to the complexity
of data flows among different devices, it is easy for users to lose control of the way their
data are distributed and processed, the model implements privacy preferences which allow
users not only to pose conditions on which portion of their data can be collected, for what
purpose, for how long, and by whom but also to limit the way data can be elaborated to
derive new information.

2.5.1. The Smart Factory Context

The Internet of Things is expected to have a huge impact on smart and connected
factories.

Applications: access to sensor-gathered data. Almost any existing object or device
can be linked to back-end services and become capable to gather and analyze data, elaborate
them, and display additional information obtained through physical analytics, possibly
leveraging on augmented reality techniques [66]. For example, in a production plant,
IoT devices can be used to monitor parameters such as temperature and pressure and to
consequently switch different production processes on and off. They can also be employed
to monitor hazards such as harmful gas leaks and activate countermeasures such as the
ringing alarms meant to alert human operators [67]. Beyond its application on the shop
floor, the Internet of Things has already brought changes to the whole product lifecycle:
in fact, sensor-gathered data can not only be used to show additional information to the
user but also to foster research and therefore enhance the services provided. Likewise, IoT
technologies can be exploited, in combination with machine learning models which run on
sensor-collected data, to test product quality, thus reducing the time and cost of testing [68].
Furthermore, the Internet of Things can help enhance the supply chain infrastructure so as
to improve internal and external connectivity with suppliers and customers. Among other
things, IoT devices can be used to track storage conditions throughout the supply chain
and to facilitate product traceability [69].

Applications: energy efficiency. In the context of a smart factory project, Ref. [22]
proposed the pervasive installation of sensors on production lines to solve consumption
management issues. To perform efficient data monitoring with the aim to manage con-
sumption within the context of the smart factory and thus promote a more sustainable
approach, all of the ever-changing fields that bring innovation to the fourth industrial
revolution were involved in the projects. Technological advancements in information
visualization techniques allowed fluent interactions between end-users and big amounts of
data; enhancements in machine learning (see [70] for more details) and artificial intelligence
engineering made the extraction of valuable information easier to perform on retrieved
data; the distance between the digital and physical worlds has been shortened by the
pervasive installation of sensors on the production lines and by a participatory approach
to the design of the overall cyber-physical system. In a similar vein, Ref. [71] suggested
to exploit an IoT layer to make industrial systems more energy-efficient. Loads with such
variations that can compromise power quality and increase energy usage are monitored
in real time using a sensor-area network, and a central processing server is in charge of
deciding which actions to take in order to optimize power consumption.

Enabling technologies. Indoor positioning systems are systems which use wireless
communication networks (short- to long-range) [72] and can be easily adapted to address
challenges in asset management, people tracking, security, or warehouses [73], thus having
direct implications in the developments of the smart factory. Many are the technologies
adopted to implement localization systems, from optical sensors to sound waves sensors
to electromagnetic field sensors. Among them, radio-frequency-based systems represent
a key enabler technology. To this purpose, Ref. [74] provided a state-of-the-art review on
one particular type of radio frequency system, the radio frequency identification system
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commonly known as RFID that represents one of the most suitable choices due to its
cost-effectiveness and energy efficiency.

2.5.2. Challenges and Guidelines for Internet of Things in the Industry 4.0 Context

The Internet of Things solutions can have several benefits in the smart factory, such as:

• Large amounts of data can be gathered through connected objects.
• The automation of the network can be enhanced.
• Machine-to-machine communication, as well as human–machine interaction, can be

improved.

Such enhancements, however, come at a price. As the amount of data gathered grows,
so does the risk of cyber-attacks, making security issues of foremost importance [68]. In
addition, the wide use of Internet of Things technologies may negatively impact energy
consumption costs.

Cicibaş and Demir [75] proposed a series of guidelines which address both technical
and social issues for manufacturing companies. We report here an extract of the guide-
lines tackling social issues which specifically focus on IoT acceptance and stakeholder
involvement and were formulated based on previous work [76,77]:

• Guideline 1: User acceptance. Seek ways to achieve user acceptance. Pay special
attention to conferences, trainings, and other types of information-sharing activities.

• Guideline 2: Privacy and ethics. Inform users and let them adjust privacy settings
for private data collections using IoT devices.

• Guideline 3: Education and training. Develop and conduct an effective training
program for the users.

• Guideline 4: Stakeholder management. Identify all stakeholders and pay attention
to stakeholder management.

Other guidelines which also clearly embrace a human perspective are more commercial
in their nature, such as those which can be drawn from https://www.uxmatters.com/mt/
archives/2022/05/designing-for-the-internet-of-things-iot.php, accessed on 29 July 2022:

• Guideline 5: The importance of UX research. During the initial phases of design, it
is always a good idea to think about what value an IoT device would offer to the users
and must deliver to the business.

• Guideline 6: Taking a holistic view. Ideally, IoT solutions consist of multiple devices
that have various capabilities—both digitally and physically. One must take a holistic
approach to designing an IoT device, looking across the whole system, which needs to
work seamlessly together to create a meaningful experience for users.

• Guideline 7: Safety and security. IoT solutions are not purely digital. Once the IoT
is placed into a real-world context, the consequences can be severe when something
goes wrong.

Other guidelines are proposed by https://www.iotforall.com/designing-user-
experience-iot-products, accessed on 29 July 2022:

• Guideline 8: Simplified onboarding. The first step of introducing a new system
to users can also be the hardest. In the case of multidevice interaction, it often
implies repeated authentications, gateway processes that differ from device to de-
vice, and switching to additional services, such as email, for verification. Simplified
onboarding—secure but effortless authentication with code verification instead of
passwords—is a promising beginning.

• Guideline 9: Smooth cross-device design and interaction. The key to a consistent
user experience across multiple IoT products is in the cloud. Cloud-based apps and
connected devices allow us to keep all the parts of the system constantly up-to-date.
As a result, it provides users with seamless transitions between system elements with
minimum effort, adaptation, and wasted time.

https://www.uxmatters.com/mt/archives/2022/05/designing-for-the-internet-of-things-iot.php
https://www.uxmatters.com/mt/archives/2022/05/designing-for-the-internet-of-things-iot.php
https://www.iotforall.com/designing-user-
experience-iot-products
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• Guideline 10: One-space experience. One of the most problematic tasks in UX design
for IoT is minimizing the gaps between the physical world of connected devices and
creating a smooth experience across all system elements. [. . .] The challenge of a
seamless experience is to integrate diverse independent components into a one-stop
solution while saving its functionality and reliability.

• Guideline 11: New interfaces. [. . .] Today, the designers of consumer-oriented IoT
products already focus on voice and audio, with more and more digital assistants seen
in the home. However, voice is not the only new interface. The future of smooth user
experience becomes more contextual and natural [. . .].

Finally, we report some further guidelines from andrei-klubnikin.medium.com/, https:
//andrei-klubnikin.medium.com/5-steps-to-great-iot-user-experience-5913955587f1, ac-
cessed on 29 July 2022:

• Guideline 12: Provide the ultimate user experience. As general as it sounds, the
Internet of Things’ user experience design principles still revolve around usability,
accessibility, utility, and desirability. [. . .] There are several factors that affect the
Internet of Things’ user experience, including high power consumption, the lack of
a display, the accuracy of sensor data, and device interoperability, and these issues
should be addressed during the proof of concept stage.

• Guideline 13: Do not take Internet connectivity for granted. Although the key idea
behind every IoT project is to connect either consumer electronics or initially dumb
objects to the Internet and enable “things” to exchange data over a network, a smart
device should perform basic functions even in an offline mode.

• Guideline 14: Keep interoperability in mind. Without open-source APIs, reliable
device management platforms and unified communication protocols (ZigBee, for
instance), IoT is just a bunch of objects connected to the cloud and mobile apps. What
we need is a global interconnected environment where products created by different
vendors interact with each other.

• Guideline 15: Embrace accessibility. The Internet of Things can potentially remove
the barriers people with special needs face on a daily basis. [. . .] That is why forward-
thinking vendors enhance their connected solutions with voice recognition and even
eye-tracking technologies, thus raising the quality of life for special consumers.

2.6. Wearable

Among smart objects (see Section 2.5) are all those devices which can be woven or
otherwise incorporated into clothing or worn as accessories. Many examples of wearable
devices have been developed at an experimental level, while some of them have actually
made it to the market and eventually become accepted as everyday objects. Popular
examples of wearable devices range from fashion items (also known as fashion electronics
or fashion technology) to activity trackers or healthcare solutions, able to keep track of
body values via specific sensors.

Smart glasses (see Section 2.4), which can be potentially coupled with graduated
lenses, also fall into this category. Notice that, while augmented reality mainly involves
superimposing interactive computer graphics onto physical objects in the real world, smart
glasses have mainly been designed for microinteractions [78]. Being designed for mobility,
hands-free interactions such as gestures, voice recognition, and eye-tracking are all good
candidates for possible interactions with these devices.

Definitely more common than smart glasses are smartwatches (Figure 4). New guide-
lines, such as the WatchOs Human Interface Guidelines by Apple (https://developer.apple.
com/design/human-interface-guidelines/watchos/overview/themes/, accessed on 29
July 2022), have been defined to support the design of appropriate interfaces for such small
devices. On the other hand, Ref. [79] investigated around-device interaction modalities us-
ing electric field sensing: more specifically, the authors explored gestural interactions going
beyond the boundaries of screens, introducing a new concept of tangible user interfaces
and enabling a spontaneous binding between physical objects and digital functions.

andrei-klubnikin.medium.com/
https://andrei-klubnikin.medium.com/5-steps-to-great-iot-user-experience-5913955587f1
https://andrei-klubnikin.medium.com/5-steps-to-great-iot-user-experience-5913955587f1
https://developer.apple.com/design/human-interface-guidelines/watchos/overview/themes/
https://developer.apple.com/design/human-interface-guidelines/watchos/overview/themes/
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Figure 4. The smartwatch, one of the most widely used wearable devices.

2.6.1. The Smart Factory Context

Due to the interaction modalities they allow, enabling hand-held, touch, and touchless
inputs [78], smart glasses can play an important role in smart factories.

Applications: access to knowledge. Ref. [80] studied an application used to docu-
ment knowledge about assembly and maintenance processes using video recording with
smart glasses (namely, Google Glasses). In particular, the application profiles and identifies
not only users but also the working context, taking advantage of QR codes or barcodes
placed on the machines, thus allowing users to retrieve or post videos from and to a repos-
itory. This application was evaluated by administering a survey to a few experienced
workers, who were firstly instructed about the usage and interaction modalities of the
technology and then proceeded with an on-site test, thus allowing the authors to assess
the application on real shop floors. The same evaluation was performed in two different
companies: in the first one, the system was used to document standardized tasks within
assembly processes in the automotive sector, while in the second case the challenge was to
document maintenance tasks. Results showed significant improvements in efficiency and
reliability, in comparison with the usual documentation modalities already in use.

Applications: workers’ wellbeing. Focusing on the wellbeing of workers, the HuManS
(human-centered manufacturing system) project (https://dmd.it/humans/en/humans/,
accessed on 29 July 2022) experimented with the creation of a hardware/software Internet
of Things architecture for monitoring, analyzing, and controlling the posture of users.
Sensorized shirts were designed to be worn by workers on the shop floors, along with an
app capable of receiving and elaborating data from the wearable devices. Workers were
supposed to log into the app and provide personal data such as their weight and height.
They could then monitor their movements in real time during the progress of their daily
work and use the app to examine various figures showing the history of their movements
during the work shifts.

2.6.2. Challenges and Guidelines for Wearable Devices in the Industry 4.0 Context

Being closely connected to Internet of Things smart objects, most of the pros, cons, and
guidelines discussed in Section 2.5.2 can be applied to wearable devices. In addition, as we
have seen, wearable devices can improve workers’ mobility and support the implementa-
tion of other technologies into everyday objects (think of smart glasses with augmented
reality). As discussed in Section 2.4.1, however, privacy issues may arise when wearable
devices are adopted on the shop floor.

In addition to the guidelines proposed for Internet of Things solutions (see Section 2.5.2),
a few more points are worth mentioning (https://developer.apple.com/design/human-
interface-guidelines/watchos/overview/apps/, accessed on 29 July 2022):

• Guideline 1: Glanceability. Make sure the user interface is organized so that people
can quickly and easily find the information they need and perform actions.

https://dmd.it/humans/en/humans/
https://developer.apple.com/design/human-interface-guidelines/watchos/overview/apps/
https://developer.apple.com/design/human-interface-guidelines/watchos/overview/apps/
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• Guideline 2: Privacy. Obscure personal information that users would not want casual
observers to see, such as health data. In connection with Guideline 1, make sure other
types of information remain glanceable, to ease task completion.

2.7. Tangible User Interfaces

In the Internet of Things era, most devices still provide only web or mobile interfaces.
Ref. [46] argued that constant interaction with such interfaces could decrease user experi-
ence and possibly lead to user alienation from the physical world, these being interactions
disconnected from tangible reality. On the contrary, allowing the binding between physical
objects and digital functions, augmented reality and other interactive mediums open up
to the world of tangible user interfaces (TUI). Tangibles are a particular type of user inter-
face where a person interacts with digital information through the physical environment
by touching, displacing, rotating, sliding, or generally interacting in different ways with
physical objects that provide inputs to a system and feedback to the user [81].

The analysis carried out by [46] summarizes the current trends in tangible interaction
and extrapolates eight properties that could be exploited for designing tangible user in-
terfaces for IoT objects. Such properties range from the ability to leverage natural human
skills such as haptic and peripheral interactions to the possibility of integrating tangible
interactions with IoT objects in users’ daily routines.

In a similar vein, Ref. [82] studied how taxonomies and design principles for tangible
interaction should be mapped into the new landscape of IoT systems, investigating parallels
between the properties of IoT systems and tangible interactions and therefore envisaging a
shift from the world of IoT (Internet of Things) to that of IoTT (Internet of Tangible Things).

2.7.1. The Smart Factory Context

Applications: assembly. Focusing on the smart factory context, Ref. [83] explored the
concept of user-defined tangibles: users can turn any physical object at their workplace into
a tangible control, thus spontaneously binding it to digital functions. As far as supporting
technologies are concerned, the authors found that, in manual assembly workplaces,
projection is more suitable than surface-computers, since it cannot be affected by the
accidental drop of materials, which is a common event in such a scenario. Consequently,
Ref. [83] designed a system which combines a top-mounted Kinect and a top-mounted
projector to enable touch interaction, the highlighting of objects, and the display of controls,
along with a bottom-mounted leap motion aimed at capturing the user’s gestures.

Enabling technologies. Many techniques can be adopted to track objects and enable
interactions, among which are RFID tags, capacitive systems, cameras, and magnets. Envis-
aging the assembly line in factories as a possible application scenario, Ref. [84] explored
radar sensing as a way to support tangible interaction with six sensing mechanisms: count-
ing, ordering, and identifying the objects and tracking the orientations, movements and
distances of these objects. The authors showed that miniature radar sensing is accurate
even with minimal training and that it can support new forms of tangible interaction.

2.7.2. Challenges and Guidelines for Tangible User Interfaces in the Industry 4.0 Context

As discussed in our review, tangible interfaces can help to make interaction more
natural and engaging. In particular, tangibles can:

• Stimulate users to interact with the concrete world around them, thus contrasting
the sense of alienation which may arise from continuous exposure to screen-based
devices.

• Provide immediate feedback in the real world, instead of exploiting a graphical
interface which provides a representation of reality.

On the other hand, acceptability issues may arise when digital objects incorporating
tangibles replace the everyday objects operators are used to [85]. In addition, tangibles
can be hardly standardized, which implies that operators might be required to make a
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substantial effort to learn how to use each of them [85]. Similarly, the use of some tangibles
might be restricted to specific environments [85].

In addition to the guidelines proposed for Internet of Things solutions (see Section 2.5.2)
based on the work of [83], we report a brief list of guidelines for the implementation of
tangible user interfaces in the smart factory which specifically focus on the above-mentioned
issues:

• Guideline 1: Codesigning. Whenever possible, try to involve users in the design
process of tangibles, in order to avoid unexpected acceptability issues.

• Guideline 2: Learning. Consider the possibility of undertaking training sessions to
allow operators to build the mental models required to operate TUIs.

2.8. Collaborative Robots

Another paradigm that changed with the development of the Smart Industry 4.0
and 5.0 is surely that of human–robot interaction (HRI), leading to the modification and
enhancement of the acceptance level of collaborative robots on the shop floors.

The first collaborative robot was devised in 1996 by James E. Colgate and Michael A.
Peshkin, who defined it as “an apparatus and a method for direct physical interaction between a
person and a generic manipulator controlled by a computer” [86]. The term “cobot” was later
listed among the new terms by the Wall Street Journal, meaning a collaborative robot
designed to help workers in their businesses rather than replace them [87]. Today, more
than twenty years after its invention, the concept of collaborative robotics has commonly
taken on the meaning of work sharing. Collaboration is manifested through human access
to the robotic system and the workspace to perform functionally related actions [88]. The
collaboration between humans and robots aims to combine human skills and flexibility
with the benefits associated with robotic systems. This allows an increase in productivity
and product quality while reducing ergonomics-related risks for operators [89].

Different levels of collaboration between humans and robots are possible [90]. Con-
ventionally, in the factory, the robot is located inside protected areas that are not accessible
to humans; access to the workspace is only allowed when the robot is stationary to carry
out maintenance or programming operations. This is the first level of collaboration and
is characterized by a strict separation between workspaces. The second level can be called
coexistence: in this case there is no sharing of the workspace, but a physical barrier is
missing. At this level, humans can access the robot’s work area, but human presence
is detected by a safety system that causes the robot to regulate the power and speed of
movements. The third level is that of synchronized operations, in which worker and robot
share the same workspace, but at different times; therefore, there is a condition of temporal
separation. A fourth level is that of cooperation, in which spatial and temporal separation
are reduced and man and robot are allowed to occupy the same work area at the same time,
remaining separate, however, because of the lack of joint activities. Finally, at the highest
level of collaboration, man and robot work on a common task without any temporal or spatial
separation of the work area, but rather a voluntary contact between man and machine can
be envisaged.

The collaboration between humans and robots in charge to assist their work deserves
to be investigated and improved. HRI being a sub-branch of HCI that is rapidly emerging
and creating its own standards, a stand-alone research sector deserves to be considered for
this category of interactions and the relevant studies that were carried out.

2.8.1. The Smart Factory Context

Given a clear definition of what a collaborative robot is and what its components are,
we move one step forward in our examination of the current state of the art, providing
real-world examples of their implementation on shop floors.

Applications: e-waste management. Ref. [91] put forward the adoption of collabora-
tive robots to solve e-waste management problems, optimizing the recycling process of
electronic equipment. Companies are always more subject to public and government pres-
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sure to reduce their environmental impact. When dealing with e-waste, manual operations
can be financially prohibitive and full automation is not easy to implement due to the lack
of uniformity of devices. It is trivial to notice how this is clearly a scenario where a collabo-
ration between humans and robots may bring enhancements to the process. Alvarez-de-los
Mozos and Renteria [91] examined the e-waste management techniques and the limitations
of fully automated techniques for waste electrical and electronic equipment (WEEE) and
then proposed a solution for WEEE recycling that involves the use of collaborative robots.
The authors brought a real-world example discussing the use of Liam, a collaborative robot
developed by Apple to effectively disassemble the iPhone (Figure 5). The authors also
pointed out that one of the main problems that can possibly arise when dealing with bigger
electronic appliances is that of identifying cables, flexible parts, or components which are
usually difficult to recognize. This represents a point in the process where collaboration can
happen and a skilled operator could carry out the job, leaving the tedious and potentially
dangerous tasks of operating the materials to the robots.

Figure 5. Liam, a collaborative robot by Apple which disassembles iPhones.

Applications: assembly. Ref. [92] investigated the combination of sensors, embedded
in wearable devices with gestures recognition, to propose an HRI framework applicable
in assembly operations, where collaborative robots can assist workers, delivering tools
and parts and holding objects. The aim of this and many other investigations in the field
is that of exploiting the best abilities of robots, such as accuracy or repetitive work, and
the best abilities of humans, for example, cognition and management, in order to reach a
collaborative scenario where the most is made out of every available resource. Moreover,
we should consider that mobile robots and exoskeletons have the potential to make certain
tasks less physically demanding, see Spada at al. for more details [93]. This may allow
women to take on tasks that were previously reserved for men due to the required physical
strength. A vast range of further opportunities will arise by the further digitalization of the
workforce [36].

Focusing on the general context of performing dull tasks on production lines, a study
aimed at enhancing the effectiveness of already existing robots was carried out by [94]. The
authors started their work from the assumption that collaborative robots are more useful
when they can be displaced at a level of easiness that makes them “mobile” [94]. They
investigated a system to enable robots such as Baxter and Sawyer by Rethink Robotics
to smartly perform movements within the shop floor, sensing persons or obstacles and
moving safely throughout the space. A downward-facing QR code camera was used for
the precise placement of the robot at a work station and, when not assigned to a specific
cobot, the platform can be used as a general-purpose automated guided vehicle.

Worker–robot interaction and collaboration. A key feature of collaborative robots is
their ability to partner with human operators in mixed teams. They need to coordinate their
actions to engage in joint activities and to coordinate their behavior to human behaviors
at different levels: semantic, contextual, temporal, and more, see [95], which investigated
the cognitive systems that build the awareness needed to obtain such interactions. The
authors provided a tool for addressing this problem by using the notion of deep hybrid
representations and the facilities that this common state representation offers for the tight
coupling of planners on different layers of abstraction. According to Villani et al. [17],
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the main challenges related to cobots are: safety issues, intuitive user interfaces, so that
human operators can easily interact with the robot, and design methods, which mean
control laws, sensors and task allocation, and planning approaches, which allow the human
operator to safely stand close to the robot, actively sharing the working area and tasks and
providing the interaction system with the required flexibility [17]. In particular, regarding
the worker–robot interaction, the use of collaborative robots in industrial processes proves
beneficial also given the fact that they can be managed and taught through intuitive systems,
based on augmented reality [96], walk-through programming [97], or programming by
demonstration [98].

As far as intuitive user interfaces are concerned, differently from instructing a (skilled)
human worker on how to carry out a task, programming a robot requires providing the
robot with explicit motion-oriented instructions, detailing the points and trajectories that
the robot has to follow. Nonetheless, the goal is that of explicitly instructing the robot in a
human-friendly manner and without negatively affecting the productivity of the system.
To this purpose, Villani at al. [17] proposed to use novel approaches as walk-through
programming, programming by demonstration, and the use of multimodal interfaces
and augmented/virtual reality, which are characterized by high intuitiveness since they
constitute instances of natural and tangible user interfaces (NUIs and TUIs, respectively).
For instance, NUIs allow users to directly manipulate and interact with robots rather than
instruct them to do so by typing commands. Techniques used include, for instance, speech,
gestures, eye tracking, facial expression, and haptics, in addition to the traditional ones,
namely, keyboard, mouse, monitor, touchpad, and touchscreen.

It is worthwhile mentioning control techniques and approaches aimed at improving
the safety and ergonomics of operators interacting with robots. Typical control problems
related to safety include collision avoidance, collision detection, motion planning, and
safety-oriented control system design. Similarly, for ergonomics, they include scheduling
and ergonomics-oriented control system design, as well as the common area of motion
planning. Several approaches are available to tackle each problem: for example, considering
the ergonomics area, these include: biological and nonbiological trajectory optimization,
minimum jerk trajectory planning (motion planning), mixed-integer linear programs,
stochastic Petri-nets, cognitive load optimization, feedforward/feedback optimization,
decision making models (for scheduling), haptic assistance, optimal control, whole-body
control, game theory, gesture-based control, admittance control, learning-based control,
and reinforcement learning (for ergonomics-oriented control system design). See for more
details the comprehensive survey by Proia et al. [99].

Cobots as autonomous systems. Ref. [100] carried out a useful study on the paradigm
of the smart factory, focusing on the role of cobots in this context. The authors explored how
cobots are defined and highlighted how learning processes can be carried out by such robots,
through the adoption of artificial intelligence techniques, in order to enhance productivity
and the quality of manufactured goods and thus create a smart factory. Examining the nine
pillars of Industry 4.0, Ref. [100] discussed the role of collaborating robots in the scope of
the first pillar: autonomous systems. They defined cobots as automated systems, including
sensors, actuators, and controllers, capable of performing tasks continuously and designed
to be applied in the industrial field [100]. Two types of autonomous systems were shown
in their study, i.e., multiagent systems and intelligent industrial robots.

This second category of autonomous systems is particularly interesting for this section.
Ref. [100] provided a standard definition of what such robots are, in terms of their char-
acteristic components: an “intelligent industrial robot is a useful combination of a manipulator
arm, sensors, and intelligent controllers, which replaces a human worker and can complete tasks
and resolve the problems. Eventually, it will be able to learn from humans at first. The use of these
machines in industrial automation can improve productivity and product quality, creating smart
industry”.
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2.8.2. Challenges and Guidelines for Collaborative Robots in the Industry 4.0 Context

As highlighted by [101], industrial collaborative robotics is one of the most promising
technologies of the smart industry. In particular, human–robot collaboration in assembly
will be particularly interesting for manufacturing companies. In this context, the interaction
between humans and robots opens new possibilities:

• The elimination of repetitive or dangerous tasks from human operators’ concerns, to
allow the human resources to focus on those tasks that better suit human minds.

• A reduction in risks on the shop floor.

However, there are also challenges:

• A long learning curve, to allow a smooth interaction between operators and robots.
• Possible difficulties in the realization of a smooth inclusion into mixed teams, due to

the difficulties in creating coordinated behaviors in such robots.
• Eventual slowdowns of the production process may result from faults, especially if

many tasks are assigned to collaborative robots.

Ref. [95] proposed a set of guidelines for the adoption of collaborative robots on
factory floors:

• Guideline 1: Selection. A correct distinction between the tasks that should be carried
out by human operators and those that better belong to robots must be conducted
before planning the work and tasks must be assigned accordingly.

• Guideline 2: Behavior. When designing collaborative robots or when making deci-
sions on which solution to adopt, their ability to coordinate their behavior with that of
humans must be taken into consideration as a priority.

• Guideline 3: Safety. ISO/TS 15066:2016 specifies safety requirements for collabo-
rative industrial robot systems and the work environment and must be taken into
consideration when adopting such solutions within a smart factory (https://www.iso.
org/standard/62996.html, accessed on 29 July 2022).

Ref. [102] proposed and then validated [101] new design guidelines for systems
integrator designers to develop safe and ergonomic collaborative assembly workstations.
We report the most general ones:

• Guideline 4. Minimize specific mechanical hazards related to the entrapment of
human body parts.

• Guideline 5. Minimize specific mechanical hazards related to collisions with human
body parts.

• Guideline 6. Minimize specific mechanical hazards related to robot system parts
falling.

• Guideline 7. Minimize the biomechanical overload of upper limbs related to repeti-
tive tasks.

• Guideline 8. Minimize the biomechanical overload of the whole body related to the
manual lifting/lowering of objects.

• Guideline 9. Minimize the biomechanical overload of head/neck/trunk/upper or
lower limbs related to static or awkward working postures.

• Guideline 10. Maximize operator psychological wellbeing and satisfaction.
• Guideline 11. Maximize the efficiency of manual and robot assembly activities.

3. Discussion and Conclusions

Smart interactive technologies are revolutionizing workers’ activities on the factory
floor. While throughout our survey we have adopted a technology-driven perspective,
illustrating the changes and possibilities enabled by the emerging technologies in the
Industry 4.0 and 5.0 visions, Table 1 summarizes the contributions of surveyed work which
specifically falls into the smart factory context by highlighting the problems and phases
they address in the production process. As we can see, most transformations regard the
production phase and access to knowledge.

https://www.iso.org/standard/62996.html
https://www.iso.org/standard/62996.html


Appl. Sci. 2022, 12, 7965 22 of 30

Communication, learning, and knowledge-sharing. When examining the modifi-
cations brought or suggested by the fourth and later fifth industrial revolutions (respec-
tively: smart manufacturing, smart mass production, smart products, smart working,
smart supply chain, and system(s) optimization; sustainability, environmental stewardship,
human-centricity, and social benefit, see for more details [103]) to the modern factory floors,
however, one cannot ignore how such changes are influencing the way communication
happens between operators and coworkers and between operators and machines. For
example, Ref. [30] investigated the mutual human–machine learning in smart factories,
with the ultimate goal to identify new learning patterns in such environments. They de-
fined mutual learning as a bidirectional process involving reciprocal exchange, dependence, action,
or influence within human and machine collaboration, which results in creating new meaning or
concepts, enriching the existing ones, or improving skills and abilities in association with each
group of learners, and distinguished three groups of tasks that can be carried out within the
smart factory: those assigned specifically to humans, those dispensed for machines, and the
shared ones, where exchange and thus mutual learning occurs. Ref. [30] then illustrated a
conceptual model for mutual learning, based on the model of hybrid learning proposed
by Zitter and Hoeve [104]. All their results have been applied and tested in a real-world
context, at the TU Wien Pilot Factory.

All in all, we can state that learning processes within the smart factory are and will be
increasingly more affected by the process of digitalization. In this vein, Ref. [105] reviewed
virtual training systems with a focus on their teaching styles and identified new research
directions in the field of adaptive training systems.

Benefits derived from the changes introduced with the Industry 4.0 and 5.0 extend
to activities carried out outside the factory walls. A case in point is the work of [20],
which examined knowledge sharing solutions based on Industry 4.0 to improve mobile
service technicians’ daily work performance and work satisfaction. The authors started a
human-centered design process that led to the creation of the Mobile Service Technician 4.0
concept: it utilizes industrial internet, virtual, and augmented reality as well as wearable
technologies to improve both the user experience of workers within the examined field and
the quality of their work.

Human-centricity. The Industry 5.0 paradigm reinserts proactively humans back
into the automation chain [106], and this means that technology used in manufacturing
should be “adapted to the needs, and diversity of industry workers, instead of having the worker
continuously adapt to ever-evolving technology. The worker is more empowered and the working
environment is more inclusive. To achieve this, workers are to be closely involved in the design and
deployment of new industrial technologies, including robotics and AI” [3]. Hence, approaches
such as codesign and prototyping should be adopted in this new vision, also helped by
new technologies, such as virtual and augmented reality, that allow prototype simulations
before the actual realization.
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Table 1. Surveyed works classified based on the supported task(s) and production process phases/activities: access to knowledge (K), logistics (L), maintenance (M),
planning (Pl), production (Pr), security (S), workers’ wellbeing (We), and warehousing (Wa).

Technology Reference Supported Tasks K L M Pl Pr S We Wa

Large displays

[24] Task browsing; interaction with 3D objects X
[39] Interaction with information systems X
[40] Interaction with 3D objects X
[41] Access to different specialized devices (monitoring, diagnosis, and maintenance) X

Virtual reality

[45] Create virtual factory environments X
[49] Factory layout planning X
[50] Factory layout planning X
[51] Virtual commissioning X
[52] Virtual commissioning and performance optimization X

Augmented reality

[56] Product assembly and maintenance; quality checking X X
[57] Product assembly and maintenance; quality checking; access to technical data X X X
[58] Access to technical data X
[59] Access to technical data X
[60] Assembly, maintenance, quality control, and material handling X X
[61] Product engineering, employee coaching, warehousing, and logistics X X X

Internet of Things

[22] Energy consumption data monitoring X
[66] Access and analyze technical data X
[67] Process monitoring, hazard reduction X X X
[68] Product testing X
[69] Product traceability; monitoring of storage conditions X X
[71] Energy consumption optimization X X
[73] Asset management, people tracking, security, or warehouse X X X
[74] Asset management, people tracking, security, or warehouse X X X

Wearable
[80] Document knowledge about assembly and maintenance processes X
HuManS (https://dmd.it/humans/en/humans/) Monitoring, analyzing, and controlling the posture of user X
accessed on 29 July 2022

Tangible user [83] Assembly X
interfaces [84] Assembly X

Collaborative robots

[17] Collaboration in manufacturing tasks X
[36] Strength-demanding tasks X
[91] e-waste management X X
[92] Assembly X
[94] Performing dull tasks on production lines X
[95] Supporting human operators in mixed teams X
[99] Collaboration in manufacturing tasks; posture improvement X X
[100] Assembly X

https://dmd.it/humans/en/humans/
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In addition to that, Industry 5.0 also emphasizes human-centricity through the use of
AI-based technologies to empower the worker’s performance and capacity. In this regard,
wearable devices that boost cognitive and operational capacities are increasingly being
utilized and improved in manufacturing industries [107]. Exoskeletons, i.e., augmenter
equipment that give extra strength and physical capabilities to protect the operator from the
adverse effects of heavy workloads [93], are a case in point. According to Jafari et al. [108],
virtual technologies such as smart AR glasses, spatial AR projectors, etc., are viable and
novel gadgets that facilitate flexible operations and technical guidance through information
transmission and virtualization. Moreover, wearables could open new channels for alerting
workers and their general practitioners about critical health conditions, both physical and
mental, as well as supporting workers in adopting healthy behaviors in the workplace [3].

However, these improvements in working conditions cannot be conducted at the
expense of workers’ fundamental rights of privacy, security, autonomy, and human dignity.
According to our vision, it is essential that future HCI and HCAI specialists become
aware of the potential ethical and practical issues of smart interactive technologies, also
considering the smart factory context and the new, central role of workers, see for more
details Longo et al. [107].

Sustainability. Another relevant Industry 5.0 concept, also emphasized in the 2021
European Commission’s report [3] and highlighted in Section 2.5.2, is the one of environ-
mental sustainability. According to Akundi et al. [103] Industry 5.0 “recognizes the capacity
of industry to fulfill social objectives beyond employment and development, to become a sustainable
source of development, by making production regard the limitations of our planet and prioritizing
employee health first”. Sustainability is closely related also to the promotion of a circular
economy, i.e., the idea of developing circular processes that reuse, repurpose, and recycle
natural resources, reducing waste and environmental impact [3]. One of the enabling tech-
nologies for reaching sustainability goals is certainly IoT. Drawing from the IoT Guidelines
for Sustainability produced by the World Economic Forum (https://www.weforum.org/,
accessed on 29 July 2022) [109], we recall a set of points which specifically refer to the
sustainability and impact measurement area. Firstly, along with all the valuable data
they may collect with IoT systems, smart factories should make sure to measure and
process energy usage data, so as to minimize costs, increase savings, and reduce waste
(consumption). Then, smart factories should embrace a sustainability awareness culture to
respond to new generational demand, enhancing brand reputation and attracting top talent
(culture). Furthermore, potential impact should be evaluated and results measured based
on some ad hoc framework, such as the United Nations Sustainable Development Goals
(https://sdgs.un.org/goals, accessed on 29 July 2022) (impact). When planning an Internet
of Things project, potentially addressable sustainable development goals and targets should
be identified and incorporated into the commercial design (goals). Finally, RFID or GPS
sensors monitoring should be implemented both to track products in the delivery process
and to track inventory items within the warehouse and the production lines (monitoring).

Further challenges. Along with all the enhancements and improvements brought
by the Industry 4.0 and 5.0 to production processes and to the workers’ performances,
unavoidably there come new risks for both individuals and organizations that can directly
affect productivity and translate into financial risks. Herrmann [110] gave an overview of
the technical components of a smart factory, raising the awareness of this manufacturing
trend in terms of risks evaluation. The author focused on the topics of standardization,
information security, the availability of the IT structures, the availability of fast Internet,
complex systems, as well as organizational and financial risks in the scope of the fourth
industrial revolution. He pointed out how investigation in the field must be pushed
parallel to the development progress and highlighted the need for further research in order
to provide a complete overview of the smart factory and its status. Last but not least, in
the definition of Industry 5.0 we found the concept of resilience, referring to the need to
develop a higher degree of robustness in industrial production, arming it better against
disruptions and ensuring it can provide and support critical infrastructure in times of crisis.

https://www.weforum.org/
https://sdgs.un.org/goals
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The future industry needs to be resilient enough to swiftly navigate the (geo-)political shifts
and natural emergencies [3], as sadly witnessed by the recent events of COVID-19 and the
war between Russia and Ukraine.

In this paper, we have provided a picture of the current state of the art of smart interac-
tive technologies on the factory floor, and we have also explored the way new technologies
are changing the relations between workers and operations. On the one hand, we wanted
to emphasize the fact that smart factories provide a challenging and stimulating environ-
ment, where workers are required to be resourceful and possess excellent communication,
organization, and collaboration skills, in order to manage complexity and abstraction in
problem solving processes, as also highlighted by [111]. On the other hand, we wanted to
provide some practical examples of the use of intelligent technologies in the smart factory,
also proposing guidelines to design interactions that should be human-centered.

Intelligent system components may have unexpected and biased behavior, due to
the success and large use of probabilistic approaches such as machine learning, neu-
ral networks, deep learning, etc., based on the data collected in large data sets which
may have some latent bias (see, for instance, [112]) and thus confuse users, erode their
confidence, and lead to the abandonment of AI technology. High-profile reports of fail-
ures (see for example: https://spectrum.ieee.org/ai-failures, accessed on 29 July 2022,
and https://www.ftc.gov/news-events/news/press-releases/2022/06/ftc-report-warns-
about-using-artificial-intelligence-combat-online-problems, accessed on 29 July 2022) range
from humorous and embarrassing mistakes (e.g., autocompletion errors, misunderstand-
ings in conversational agents, etc.) to more serious circumstances in which users cannot
effectively handle an AI system (e.g., driving a semiautonomous car). These factors show
that designers and developers need knowledge on proper methodologies to create effective
human-centered intelligent systems. User in control is one of the pillars of human-centered
design: this can be achieved by granting transparency in system behavior, i.e., in the form of
the explainability of the AI decision making process empowering the end-users to configure
and adapt such behavior (for more details, see [9]). This example shows how important it
is to consider human factors and human perspectives in intelligent systems, which need to
be designed and implemented in a user-centered/human-centric way. We hope that with
the discussions, examples, and guidelines reported in this survey paper, we have made a
small but relevant advance with respect to this goal.
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