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Abstract 

 

Background: 

 

Opioids e-commerce represents an important public health issue. While the literature describes this 

phenomenon in the USA, the studies about this topic are scarce in Europe. This review aims to 

describe the state of the art of the online opioids commerce and to explore the factors influencing 

the opioids e-commerce. 

 

Methods: 

 

Scientific literature available via four bibliographic databases (PubMed, Cochrane Collaboration, 

ISI Web of knowledge and Scopus) was screened on June 2012. Keywords used were ‘‘Internet and 

opioids’’, ‘‘Online and opioids’’, ‘‘Web and opioids’’, ‘‘Opioid selling’’, ‘‘Opioid business’’, 

‘‘Opioid buy’’, and ‘‘Opioid sale’’. After the selection, 31 articles were finally identified as 

meeting the inclusion criteria. 

 

Results: 

 

The online market of opioids had experienced a boom thanks to the discount prices, the poor 

monitoring actions, the quickness and easiness of acquiring of these drugs. Legislation on the sale 

of drugs online differs among the countries. We found that the opioids e-commerce and its 

consequences are detailed for the USA context, while there is a lack of knowledge in Europe. 

 

Conclusions: 

 

Public health impact of online purchase is worthy of consideration and additional research, 

considering the potential underestimation of the phenomenon. Public health interventions can be 

indeed hampered by the lack of knowledge of professionals about this topic. 
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Main text 

 

Introduction 

 

Drug addiction is still a great concern in the industrialized countries, regardless of age class 

(Compton & Volkow, 2006a, 2006b). As previously reported by Compton et al., the abuse of 

prescription and over the counter medications, such as painkillers, is comparable to misuse recorded 

for the illicit drugs, especially among the adolescents. The most frequent drugs taken for 

recreational purposes in the USA are the opioid analgesics, followed by marijuana (Compton & 

Volkow, 2006a, 2006b; Johnston et al., 2004). In the USA, the annual incidence of opioid 

analgesics abuse reached the impressive figure of 2.4 million of addicted people in 2001. In the last 

decade the incidence has increased and, in 2010, about 12 million Americans reported non-medical 

use of prescription painkillers (Substance Abuse and Mental Health Services Administration, 2003). 

The Center for Disease Control and Prevention considered the analgesic opioids abuse and 

overdoses as a growing public health epidemic. To date, indeed, there are more overdose deaths 

related to opioid analgesics consumption (such as Vicodin, Oxycontin and Oxycodone) than heroin 

and cocaine combined, and the nonmedical consumption of these drugs costs around $72.5 billion 

to the health insurances annually. Nearly half a million of the emergency department visits in 2009 

were due to people misusing or abusing painkillers (Center for Disease Control and Prevention, 

2011; Substance Abuse and Mental Health Services Administration, 2003). In the 2000s, different 

reports have cited a remarkable increase of opioid use worldwide, particularly among young people 

(Johnston et al., 2004; Substance Abuse and Mental Health Services Administration, 2003, 2004). 

As reported by Forman et al., the most important institutions responsible for the illicit drug control 

reported that the Websites selling drugs without control may play a specific role in the diffusion of 

this harmful market (Forman et al., 2006b; Office of National Drug Control Policy, 2004; Volkow). 

The increasing sale is due to a higher number of legal prescription and to the growth of the illegal 

market. In particular, the Internet has opened a new and easy way of access to this kind of drugs. 

Anyone with a credit card, indeed, can buy any kind of opioids without a medical supervision 

(Compton & Volkow, 2006b). In this regard, the World Wide Web, indeed, counted around 2.27 

billions of users worldwide at the end of 2011 (Internet World Stats, 2012). The Pew Internet & 

American Life 2005 Project reported that 66% of US Internet users made purchases online, and the 

same percentage of responders reported to look for health and medical information on the Web 

(Rice, 2006). This growing phenomenon, called e-health, was then confirmed 

Also in the European area by other researches (Bert et al., 2013; Giacometti et al., 2013; 

Kummervold et al., 2008; Siliquini et al., 2011, 2012). In Europe, the issue of the drugs online 

purchase seems to be less known and investigated. The data available, indeed, are poor and this 

phenomenon could be underestimated. Only one survey, called the Psychonaut 2002 Project 

(Schifano et al., 2006), funded by the European Union (EU) with the aim of investigating the online 

drug community, was conducted in Europe in order to fill the gaps in the existent knowledge about 

this topic. This survey describes the ways of access of several drugs categories, taking into account, 

the psychiatric medications, plants and herbs, anabolic steroids, hallucinogens and opioid 

analgesics. In Europe, however, there are no reviews about this specific topic and poor involvement 

and alert are shown by the media and the public opinion. Our review aims to describe the state of 

the art of the online opioids commerce and to identify and explore the factors that influence the sale 

and the purchase of opioids without medical prescription through the Web providers, by making 

comparison between the USA and Europe. 
 

Materials and methods 

 



Scientific literature and legislations considered in this review include national and international 

journal articles, both academic and non-academic, available and accessible via four commonly used 

bibliographic databases: PubMed, Cochrane Collaboration, ISI Web of knowledge and Scopus. A 

detailed bibliographic search was conducted, with keywords used alone or combined using the 

builder OR and/or AND. The keywords used were ‘‘Internet and opioids’’, ‘‘Online and opioids’’, 

‘‘Web and opioids’’, ‘‘Opioid selling’’, ‘‘Opioid business’’, ‘‘Opioid buy’’, and ‘‘Opioid sale’’. 

The aim was to access a broad range of literature around the sale of opioids online. All searches 

were carried out on June 2012 and were not limited by date. The trained members of the project 

team reviewed the bibliographic details for each item independently. Articles were selected 

according to the following criteria: 

� Availability of free full text of the paper online, i.e. open access or available via the host 

institution’s e-library of online journals. 

� Language of the paper: English. 

� Inclusion of the paper of explicit references of opioid drugs available on the Web. 

� Agreement of the reviewers about the opportunity of paper inclusion (disagreements have been 

overcome through a face-to-face meeting). 

 

Relevant literature reviews were included but used only for cross-validation of the findings of this 

review. The articles matching the criteria were included and subjected to further analysis. Figure 1 

shows the flow diagram of the biblio- graphic search. Initial search using the above mentioned 

keywords returned 694 items with PubMed, 4 items with Cochrane Collaboration, 217 with ISI 

Web of knowledge and 304 with Scopus, for a total of 1219 articles. After the removal of 

duplicates, 121 items were reviewed by all the members of the project team. The reviewers agreed, 

after the revision of titles and abstracts, 46 articles deserved a closer examination, as strictly related 

to the topic of interest. Among these, 31 were identified as meeting the inclusion criteria and 

specifically focused on opioids e-commerce (Table 1). 

 

Results 

 

USA 

 

Legislation governing the sale of drugs online United States The drugs e-commerce regulation in 

the USA is very clear. The purchase of any drug must be done through a properly accredited 

Internet site (Verified Internet Pharmacy Practice Site – VIPPS), which requires a valid prescription 

for the sale. However, the literature reports many experiences witnessing a relative easiness in legal 

and illicit drugs purchase through the Web (National Association of Boards of Pharmacy). 

In the USA, the illicit substances and legal drugs which may be subjected to abuse are divided into 

five categories named schedules (listed in the Controlled Substances Act, see Table 2) (Controlled 

Substances Act, 1970; Forman et al., 2006a). Despite this legislation and the Controlled Substances 

Act, the number of Websites selling opioids illegally is very high. Online stores, indeed, can be 

hosted and registered anywhere in the world. The advertisement, the sale and the delivery of 

products can be carried out with relative anonymity and convenience – with little regard for the 

laws of other countries. Many countries have introduced, indeed, drug policies that differ from 

those of the USA or have similar laws but less control and enforcement. Some interventions, aiming 

to solve this issue, started since 2002 in order to uncover and close non-authorized online 

pharmacies. As example, the operation done by the U.S. Drug Enforcement Administration (U.S. 

DEA) called ‘‘CYBERx’’ discovered 22 no-prescription online pharmacies, while another 

investigation done in 2004 by the U.S. Government Accounting Office (U.S. GAO) reported 9 of 11 

online pharmacies delivered opioid analgesics without a prescription (Boyer & Wines, 2008; Drug 

Enforcement Administration, 2005; General Accounting Office, 2004a, 2004b). 

 



Europe 

 

In Europe, the online commerce of drugs is uneven, differing considerably according to the country 

of reference. In some countries, it is possible to buy any type of product online by submitting 

regular prescription, while in other countries, instead, the drugs e-commerce is contrary to current 

regulations and therefore illegal. For instance, in Italy, the only products that people can legally buy 

online are food supplements and beauty products that do not require a specific prescription. 

However, in 2011 a new European legislation was introduced to force all countries to adapt their 

rules to the EU directives within 18 months (Official Journal of the European Union, 2011). This 

legislation provides a much more rigid control of the e-commerce. The online pharmacies must 

obtain a special permission and all Websites involved in the drugs e- commerce will have to acquire 

one common logo recognized throughout the EU. The consumers will be able to recognize whether 

the Websites are registered as licensed pharmacy or not. Furthermore, a central control Website 

monitoring online pharmacies and the drugs commerce will be created both at national and 

European level. Finally, a system based on security codes to ensure the authenticity and 

identification of individual packages of drugs bought online will be realized. The European 

Commission, in cooperation with the European Medicines Agency (EMA) and the Member States, 

will undertake actions to promote awareness campaigns in order to warn about the risks related to 

medicinal products purchase from illegal sources via the Internet. 

 

Online market of opioids 

 

The authors aimed to analyze and report the existing literature about the easiness of finding drugs. 

In order to achieve this aim, the top five search engines in western countries (Google, Yahoo!, 

Ask.com, Bing.com and MSN) were selected and consulted. The literature shows as No-

Prescription Websites (NPWs) and are very easy to find through the most common and used search 

engines, such as Google and Yahoo (Forman, 2003; Forman & Block, 2006). 

 

USA 

In more than 50 Internet-monitoring surveys, in which search terms related to specific opioids or 

similar drugs (such as ‘‘codeine’’ and ‘‘Vicodin’’) were used, more than 50% of the results led to 

Websites that offered to purchase opioid medications without a prescription (Forman et al., 2006a). 

Using ‘‘no prescription’’ as keyword, it is possible to find a greater number of Websites (with an 

increase of 60–80% of results retrieved). Commonly, the Websites and the pharmacies selling 

opioids online are, according to all the Internet-based survey, pervasive and very often easier to find 

and access than the Websites only providing information. The access to opioids commerce is 

frequently not restricted to people having medical prescription; sometimes the consumers can gain 

access to drugs only after filling an online questionnaire or interview/consultation (Drug 

Enforcement Administration, 2001; General Accounting Office, 2004b). 

A study carried out by the National Center on Addiction and Substance Abuse at the Columbia 

University analyzed 495 Websites selling drugs online. Around a third (157) of these Websites were 

selling controlled prescription drugs, while 90% did not require any prescription or offered only an 

‘‘online consultation’’. The opioids most frequently sealed were Codein, Dyphenoxilate, 

Hydrocodone, Hydromorphone, Meperidine, Oxycodone and Propoxyphene (The National Center 

on Addiction and Substance Abuse at Columbia University, 2004). Another interesting study 

analyzed how much the opioids were mentioned in online chat. Butler et al. (2007) found that the 

three most mentioned opioids were OxyCotin, Vicodin and Kadian, with more than 48 000 posts 

related to this topic, unfortunately without any information about the purchase. The U.S. GAO also 

conducted an investigation contacting some online pharmacies to highlight the easiness of online of 

opioids. This investigation reported that from the non- authorized pharmacies, people can buy, e.g. 

hydrocodone, without providing a prescription (General Accounting Office, 2004b). The easiness of 



purchase is confirmed by another analysis done by the National Center on Addiction and Substance 

Abuse at Columbia University. They demonstrated that it could be easy for children to buy online 

some potentially lethal drugs. In their analysis, they also underline how only the 10% of the 

Websites analyzed required a prescription (Drug Enforcement Administration, 2001). Although all 

authors agree that opioids abuse and the number of Websites offering the purchase are increasing 

day by day, not everyone agree that the real abuse is related to e-commerce (Giacometti et al., 

2013). In particular, a study carried out by the Washington University suggests that the role of the 

Web has a new dangerous way to buy opioids appears to be based on no empirical evidence. 

 

Europe 

 

Specific literature and data about online opioids commerce in Europe is still lacking. A 2008 French 

survey, conducted in 142 addictive care centers and enrolling 5542 subjects, described the 

consumption of several substances including 63.8% of prescription drugs, including opioids. 

Among them, 11% were illegally obtained. The different illegal acquisition ways reported were 

‘‘street market’’ (77.6%), ‘‘gift’’ (16.6%), ‘‘theft’’ (2.3%), ‘‘forged prescription’’ (2.3%), and 

‘‘Internet’’ (0.7%) (Frauger et al., 2012). These results confirm other available data which report 

that the role of Internet in the drugs commerce may be overstated (Giacometti et al., 2013; Inciardi 

et al., 2009; McCabe et al., 2007). The Psychonaut Project analyzed, instead, 150 Websites and 

about 800 Webpages retrieved searching the keyword ‘‘Tramadol’’ on the leading search engine 

Google. They found a high number of commercial Websites and only few private and 

institutional/governmental Websites. This survey reported also an interdiction of ‘‘online’’ 

prescriptions in Germany, while in Netherlands two2 Websites offer online prescription. Many 

Websites surveyed assume a pro-drug consumption attitude and invite to use tramadol as a regular 

analgesic drug (‘‘...if the doctor prescribes this drug it can’t be harmful’’) and give advice on how 

to get own doctor to prescribe an opioid analgesic (Bert et al., 2013; Siemann et al., 2009). 

 

The negative effects of opioids sale on the Web 

 

Several adverse events of opioids e-commerce, which caused hospitalization or in some cases the 

death, were reported. This phenomenon is true and ubiquitary for the majority of the available 

opioids, and the consequent effects are probably underestimated and not adequately reported by the 

media and the scientific community. The following paragraphs include some cases, reported by 

literature, describing the negative effects of illegal substances on subjects that bought them on the 

Web. 

 

United States 

 

Lieberman reported the case of a 26 years old patient in the USA, already followed by the mental 

health services for social phobia, that was able to legally obtain a huge quantity of opium poppies 

online. These poppies, used to produce infusions, caused in the young man a dependence with a 

consequent need of hospital admission and rehabilitation (Lieberman, 2001). Bailey et al. (2010) 

describe another dramatic case, related to the poppy seed tea consumption, with a fatal conclusion. 

The patient, a 42 years old U.S. man, died after the contemporary consumption and intoxication of 

several drugs, such as phenazepam, morphine, codeine and thebaine. The police investigation 

discovered that the man was used to buy these kind of substances online and that the poppy seed 

tea, taken prior to his death, could be related to the exitus. Logan et al. (2009) reported five cases of 

American adolescents who died after an acute intoxication due to Dextromethorphan abuse. This 

drug was bought on Internet for recreational purposes in many occasions by the same supplier. The 

police identified the supplier responsible thanks to a sixth adolescent that survived. Recently, the 

analgesic opioids use has caught media attention for a tragic crime story. In Denver, Colorado, 



indeed, a young man was arrested for the killing of 14 people at the film premiere of the movie 

‘‘Batman – The Dark Knight Rises’’, also known as the ‘‘Batman Massacre’’. After the massacre, 

the murderer James Holmes confessed to detectives that he had taken the drug Vicodin (Allen, 

2012). Among the side-effects of Vicodin euphoria, paranoia and, in some cases, hallucinations, 

altered mental states and ‘‘unusual thoughts or behavior’’ can be mentioned (Drugs.com – Drugs 

Information Online). However, even if it is impossible to confirm a relationship between the 

Vicodin use and the ‘‘killing behavior’’, this fact suggests to reflect upon the potential dangers of 

the free circulation of these drugs and their easiness of online purchase. 

 

Europe 

 

In Europe, we found the study by Kronstrand et al. describing, instead, nine cases of fatal 

overdoses, occurring in Sweden in a short period of time. The illegal drug involved was the 

Internet-available ‘‘Kripton’’, composed by powdered Kratom leaves (medicinal plant in Southeast 

Asia) with the addition of another mu-receptor agonist, O-desmethyltramadol. Internet Websites 

claim that Kripton is not dangerous for health and quite safe (Kronstrand et al., 2011). To our 

knowledge, following these case series, the only action taken by the authority against the Web 

suppliers was the closure of the Websites incriminated. 

 

The point of view of the consumer: benefits and disadvantages of the online purchase 

 

Both in American and European perspective, the e-commerce of opioids can bring some apparent 

‘‘benefits’’ for the consumer but at the same time several relevant disadvantages have to be taken 

into account. The reasons related to Web- buying in online pharmacies and Websites are pretty 

clear. First of all, the price of drugs and products bought online is usually lower than the same drugs 

on sale in physical pharmacies. This difference of price can be really important, reaching discounts 

until the 80% of the original price (International Drug Mart, 2008; Klein, 2011). Moreover, the 

lower price, often due to the importation of drugs from foreign countries, can improve the access to 

therapies, especially in those countries with a national health service based on private insurances, 

such as USA (Ornes, 2006). Another convenience is the quickness and efficiency of the online 

purchase. Drugs and products are easily ordered with a simple process completed in a very short 

time, much more rapidly than the usual way of purchase. Finally, the range of drugs and opioids 

available online is unlimited and accessible at all times (Klein, 2011; Raine et al., 2009). The e-

commerce could be profitable and favorable for the consumers, but it is essential to highlight the 

huge disadvantages related to this practice (Weiss, 2006). First, the lack of monitoring and the self-

medication may result in an increased risk of drugs abuse, even more in the case of opioids due to 

their specific addictive features (Nielsen, 2009). The monitoring deficiency is also related to the 

lack of a proper evaluation performed by a doctor or a psychiatrist. It is possible that the Web-based 

questionnaires used instead of medical prescription in many of these Websites and online 

pharmacies can lead to misdiagnosis and often an overestimation of the patient’s real needs. Proper 

diagnosis and treatment could be delayed with life-threatening consequences and the absence of 

monitoring for side effects by a real physician may create additional risks for the opioid users. 

Furthermore, the risk of counterfeit and falsification of drugs and products bought on the Web is 

very high. The dangers related to this issue are remarkable. The drugs sold at so discount prices, 

indeed, can be linked to an incorrect active principle, to a production under basic sanitary standards, 

or to a drugs that have already passed their expiration date (Lu, 2003). Finally, the intrinsic 

characteristics of online commerce expose the consumer to some risks equally worthy of attention, 

such as the privacy violation and the poor security of money transitions through credit cards. 

 

Discussion 

 



To our knowledge, this is the first review of scientific literature describing the state of the art of the 

online opioids commerce and its consequences with a focus on the comparison of the scenario in the 

USA and Europe. The phenomenon of Internet purchase of opioids is rising, as witnessed by the 

data reported from the International Narcotic Control Board showing that analgesics drugs 

(including opioids) are the most sold on the Web, among narcotics (United Nations, 2007). This 

issue is particularly perceived in the USA, just considering that in the period 2002–2005 an increase 

of 29% in the Oxycodon use among adolescents was registered (The Internet and Adolescent Non-

medical Use of Prescription Drugs). This rise in the licit and illicit online sale of drugs can be 

confirmed also by performing researches using a search engine. As examples, with the keyword 

‘‘buy Viagra’’, on Google 29 200 000 of results were retrieved in May 2011, while 1 year later the 

results were 482 000 000. To date, NPWs are still poorly known and further research is needed to 

describe all the implications of these Internet retails on consumers health. The boom experienced by 

NPWs can be easily attributed to the high profits related to this illegal market. The business is 

evolving and the number of industries who aim to join the legal market (pharmacies, 

parapharmacies, herbalist’s shops) is growing. As previously suggested, the main issue is that the 

availability of information about the risk of abuse, addiction and dependence are generally lacking 

on these Websites. The availability of drugs without prescription removes health care professionals 

from the prescription process, introducing additional risk for drug misuse, abuse, dependence and 

overdose. This circumstance seems even more alerting considering that Websites and online 

pharmacies not requiring a medical prescription are potentially dangerous, especially for teenagers. 

This age class, indeed, who represents the one in which drug use typically begins, is also the one 

who most frequently uses the Web (Gerstein & Green, 1993; Lenhart et al., 2005; National Institute 

on Drug Abuse, 2003). The NPWs usually appear like professional or institutional Websites with 

attractive images and misleading messages (Gaul & Flaherty, 2003). A previous analysis, conducted 

by Forman and Lauren, reveals how these Websites often include images of doctors and nurses and 

logos of international pharmaceutical companies in order to seem legitimate in the sale. A 

disclosure statement of their legal status is often included in their homepage but in many cases is 

not real and the Website is not officially registered and approved by country-specific legal 

regulations (Forman & Block, 2006; Gaul, 2003). Public health professionals working in prevention 

and health promotion have to enhance their efforts towards the diffusion of prevention messages on 

the Web, especially for those substances, such as opioids, that are most frequently abused (Katz et 

al., 2008). The creation of an official list of approved and legitimate Web retailers and drugs 

suppliers is then urgently needed at international level. Monitoring the market through a severe 

regulation can lead to an improvement in the safety of consumers. In this regard, in the USA there 

are already authorities specifically created for the control of this online business. Among these, a  

prominent role is played by the U.S. DEA and by the U.S. GAO. As example, with an operation 

called ‘‘CYBERx’’ the DEA closed 22 NPWs that sold opioid analgesics but unfortunately, despite 

the apparent success of this action, follow-up studies reported that NPWs offering opioids remained 

widely available to consumers (Drug Enforcement Administration, 2005). This is easily explainable 

since very often the drugs buyers rely on servers that are not registered in the country of residence 

and, therefore, not subjected to the local legislation and hardly traceable. In Europe, instead, the 

monitoring of illegal online opioids market is in many cases done by law enforcement agencies and 

only in recent times the EU promoted a specific action to focus the attention on the need of reduce 

and control illicit businesses in this field. This review has some limits that need to be discussed. 

First of all, we can assume that the available data on online opioids purchase are underestimated 

because only the cases with more severe consequences that focused the media attention are usually 

reported. Use and abuse of this kind of drugs are often less declared by consumers and therefore 

data can suffer from poor reporting and can be no completely reliable. Moreover, our inclusion 

criteria did not allow a comprehen- sive review of the available data existing in scientific literature, 

for example the limit of language (‘‘English’’) restricted our investigation field. The business of 

legal and illicit online purchase of opioids 



is increasing worldwide and can lead in some cases to dramatic consequences. However, this 

phenomenon should be contextualized in the global reality of opioids use and abuse, that have large 

diffusion in the society through different ways of sale. Previous studies suggested poor percentages 

of Web use in the opioids purchase (1–6%) and a greater confidence of people in local pharmacies 

than in Internet-based pharmacies (Frauger et al., 2012; Giacometti  et al., 2013). The current 

scenario demonstrates that the application of the new ways of communication could have positive 

effects on health (de Waure et al., 2012), but it is important to monitor and control the use of these 

instruments, such as the Internet, in order to avoid some negative effects. 

In conclusion, the public health impact on Web consumers bis worthy of consideration and 

additional research, considering the potential underestimation of the cases. Indeed, the success of 

public health interventions and prevention actions can be hampered by the lack of knowledge in this 

field and by the underestimation of cases due to poor attention of public opinion and professionals 

about this topic. 

  



Figure 1 - Decision points in the review process: the flow chart. 
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