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Abstract Consider a microdata sample from a finite population, such that cach
record contains two disjoint types of information: identifying and sensitive informa-
tion. Any decision about releasing data is supported by the estimation of measures
of disclosure risk, which are functionals of the number of records with a unique
combination of values of identifying variables. The work of [7] first explored the
use of exchangeable random partitions to estimate a common measure of disclosure
risk: the number of unique sample records that are also unique population records.
In this paper we revisit the work of [7] from a Bayesian nonparametric perspective,
and we discuss new potential research directions in the fields.

Abstract Si consideri un campione di microdati da una popolazione finita, dove
ogni record contiene due informazioni disgiunte: informazioni identificative e sen-
sibili. Ogni decisione sul rilascio dei dati ¢ supportata dalla stima di misure del
rischio di "disclosure”, che sono funzione del numero di record con una combi-
nazione unica di valori delle variabili identificative. Il lavoro di [7] ha studiato per
la prima volta l'uso delle partizioni aleatorie scambiabili per la stima di un co-
mune rischio di "disclosure”: il numero di record campionari unici che sono anche
record di popolazione unici. In questo articolo rivisitiamo il lavoro di [7] in ottica
Bayesiana nonparametrica, e discutiamo nuove direzioni di ricerca.
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1 Introduction

Consider a microdata sample (X,...,X,) from a finite population of size N > n,
such that each sample record X; contains two disjoint types of information: iden-
tifying information and sensitive information. Identifying information consists of
the values of categorical variables, which might be matchable to known units of
the population. See, e.g., [1] and [9] for a comprehensive account on these types of
information. A risk of disclosure arises from the possibility that an intruder might
succeed in identifying a microdata unit through such a matching and hence be able
to disclose sensitive information of the unit. To prevent disclosure, any decision
about releasing data is supported by the estimation of measures of disclosure risk,
which are suitable functionals of the number of records with a unique combination
of values of identifying variables. Indeed, assuming no errors in the matching pro-
cess or data sources, for unique records the match is guaranteed to be correct. When
sample records are cross-classified according to the identifying variables, the micro-
data sample is partitioned in K,, < n non-empty cells, labelled by {X/",... Xk, }, M;,
of which have frequency i, for i = 1,...,n. Two common measures of disclosure
risk are: i) the number v; of unique population records; ii) the number 7; of unique
sample records that are also unique population records.

The work of [7] first explored the use of exchangeable random partition to es-
timate 7;. His ideas can be described in terms of an urn scheme, where records
belonging to the cell X;* are depicted as balls of the same color. Using Samuels’
terminology, let (X;);>1 be a superpopulation of colored balls belonging to a (ide-
ally) infinite number of colors (X;);>1 with unknown composition P = (p;);>1, i.e.
pi is the probability of drawing a ball of color X;*, with };~| p; = 1 almost surely.
Then, consider a population (Xj,...,Xy) which a random sample from P such that:
i) (X1,...,X,) is an initial observable random sample from P; ii) (X;+1,..., Xy ) is
an additional unobservable random sample from P. In particular, (Xj,...,Xy) takes
on the interpretation of the population records, of which the subsample (X1, ...,X,)
are the observable sample records. A natural way to make inference on the com-
position of the population (Xj,...,Xy) from (Xi,...,X,) is to immagine sampling
the remainder of the population (X, 1,...,Xy_,) from the posterior distribution of
P given (X,...,X,). The problem of estimating 7; can thus be stated as follows:
given a urn whose initial composition is (Xi,...,X,), and given (N —n) draws from
the urn, how many colors which are unique in the initial state will remain unique at
the final state?

[7] addressed this problem under an urn scheme introduced by [5] in (mathemat-
ical) population genetics. Specifically, consider an urn that initially contains only a
black ball with mass 6 > 0, and apply iteratively the following sampling scheme: i)
if we pick the black ball then it is returned with a ball of a new color with mass 1; ii)
if we pick a non-black ball then it is returned with a ball of the same color with mass
1. Let M; , denote the number of colors with frequency i > 1 after n draws, namely
the number of unique sample records. By relying on the sole sampling scheme, [7]
showed that the expected 7; is
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with my , being the observed number of unique cells. [7] then specified 6 via maxi-
mum likelihood, that is by choosing the value 6 that maximizes the likelihood func-
tion for sample records. From [5] this corresponds to solve, with respect to 6, the
equation k, = Y.j<j<,—1 8/(0 + j), with k, being the observed number of distinct
cells. Experiments in [7] show that the estimator (1) leads to a systematic underes-
timation of 7j, which worsen as N and n become large.

In this paper we revisit and discuss the work of [7] from a Bayesian nonparamet-
ric perspective. We derive Bayesian nonparametric estimators of v and 7; under
a Dirichlet process prior ([4]) for the unknown composition P of the superpopula-
tion. These estimators have simple closed-form expressions, and they are obtained
by a direct application of results by [3] on conditional formule for Gibbs-type ex-
changeable random partitions. Not surprisingly. our estimator of 7; coincides with
Samuels’ estimator (1), showing that (1) is a Bayesian nonparametric estimator of
71, with respect to a squared loss function, under a Dirichlet process prior for P.
This provides with a Bayesian derivation of Samuels’ estimator, and it paves the
way to discuss the following issues: i) the problem of uncertainty quantification for
Samuels’ estimator; ii) the interpretation of (1) as a Bayesian smoothed version of
the nonparametric estimator m; ,n/N, which is the naive estimator of 7; when mi
is used as an estimator of vy ([1]); iii) the problem of estimating v; and 7; under
generalized Dirichlet priors, e.g., the two parameter Poisson-Dirichlet prior ([6])
and, more generally, any prior in the class of Poisson-Kingman models ([6]); iv) the
problem of extending the approach of [7] to deal with the presence of structurally
empty cells (structural zeros).

2 Bayesian nonparametric measures of disclosure risk

For any 6 > 0, let (v;);>1 be a collection of independent random variables with v;
distributed according to a Beta distribution with parameter (1,0), and let (p;);>1 be a
sequence of random variables defined as follows: py = vy and p; = vi[Ti1<j<;i—1(1
vj), for any i > 2. Furthermore, let (X;*);>; be a collection of random variables
independent of (v;);>1 and independent and identically distributed according to a
nonatomic probability measure . The Dirichlet process prior with parameter 6 and
base distribution @ is defined as the law of the random probability measure Py o, =
Yis1 p,ﬁxl_*. We assume a Dirichlet process prior on the unknown composition P of

the superpopulation. Then, the sample record (X1, ...,X,) is a random samples from
P9,Ot0 N i.e.,
i
X, XalPg % Pog )
PQ,(XQ ~ @
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with & denoting the law of Py ,. Due to the (almost sure) discreteness of &,
we expect ties in a sample (Xi,...,X,) from Py o,. Specifically, (X,...,X,) fea-
tures K, = k, < n distinct types, labelled by {X;',... ,Xl’gn}, with frequencies N, =
(Ntus--- Ngyn) = (R1n, - - g, ) such that Ni, > 1 and ) ;< N,y = n. The dis-
tribution of the random variable (K, N\ p, ..., Nk, ») models the composition of the
(observable) sample records. We refer to [6] for a comprehensive account on the dis-
tribution of (K, Ni p,...,Nk, ), which is known as the Ewens sampling formula.

We now present a description of the composition of the additional (unobservable)
random sample (X, 41,...,Xy—n). As recalled in the introduction, this is assumed to
be a random sample from the posterior distribution of Py given (Xi,...,X,). In par-
ticular, due to the conjugacy of the Dirichlet process prior ([4]), the law of Py given
(X1,...,X,) is the law of the Dirichlet process Py ¢+e, With e, =n ' ¥ 1<, 8x,.
Let {Y/,... ,YJ*N_n} be the labels of the Jy_, < N — n distinct types in the addi-
tional sample(X,,.1,...,Xy—,) that do not coincide with any of the X;". Moreover,
let 0 < Vy_, < n be the number of X,,.;’s that do not coincide with any of the X;*’s,
and set

i) Sy—n=(S1.N-ns---+Sk,.N—n), Where S; y_, is the number of X, ;’s that coincide
with the label XIX, forany j=1,...,Ky, such that Sj, > 0 and };< <k, Sjn =
n—Vy;

i) Ryv—n = (Rin—n,----Rjy_,N—n), Where R;y_, be the number of X, ;’s that
coincide with the label Yj*, for any j = 1,...,Jy_y, such that R;, > 1 and
Yi<j<i Rjin="Vu

The conditional distribution of the random variable (Sy—_,, Vv—n.Jy—n, Ry_p) given
(KusNi s - - ., Nk, »n) models the composition of the additional unobservable sample.
We refer to [3] for additional details on (Sy—,, Vv—n,Jn—n, Ry—), as well as for its
numerous distributional properties, i.e. conditional Ewens sampling formula.
Under the Bayesian nonparametric model (2), we consider the problem of esti-

mating v; and 7;. First, we give a formal definition of v; and 7; in terms of the
random variables K, N, Jy_u, Sin—n and R; y_, introduced above. In particular,
we can write

Ky Jn
Vi= Zi ]]'{Ni.nJFSi,N—nzl} + Zi Ligp p=1)

- i=

]

and

Ky
= Z 1{M,n+si,kr—n:1}'
i=1
We consider the problem of deriving a Bayesian nonparametric estimator of v; and
T with respect a squared loss function. That is, we want to compute the condi-
tional expectation of v; given the sample records (Xj,...,X,), and the conditional
expectation of 7| given the sample records (X,...,X;,). These results follows by a
direct application of Equation 23 and Equation 24 in [3]. It is worth pointing out
that results in [3] can be applied also to derive high-order moments of the posterior
distribution. Furthermore, these moments may lead, with additional effort, to the
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posterior distribution of v; given (Xj,...,X,). Here, for the sake of simplicity, we
focus on the expected value of the posterior distribution.

Proposition 1. Let (Xi,...,X,) be sample records consisting of K, = k, non-
empty cells with corresponding frequencies N, = (n1,...,m,,) and such that
min = Yi<i<k, L{n;,—1}- Under the Bayesian nonparametric model model (2), one
has '

[k
" 0+n—1
E l_:ll{Ni,n+Si.N—n:1} X1 X | = g
and ~
Jn 6
E{Y 1. —nlXi,....X| = ———(N—n).
Ei {RI,N—)I_I} | 1 n 9 +N_ 1 ( I’l)

Proposition 1 provides a simple closed-form expression for a Bayesian nonpara-
metric estimator, with respect to a squared loss function, of v; and 7. In particular,
we have

. 0+n—1 0
Vi =Evi|X1,.... X)) = 9+N_1ml.n+9+N_1(N_n) €)
and 01 1
A n_
(3 ::]E[TI|X17"'7XI1]: 6+N_1n11’n' (4)

Observe that the number M , of unique sample records is sufficient to estimate the
measures 71 and vq. That is M; , is the sole information contained in the random
sample (X1, ...,X),) that is required to estimate 7; and v;. To the best of our knowl-
edge, the estimator V; in Equation (3) is the first example of a Bayesian nonpara-
metric estimator of v;. With regards to Equation (4), the Bayesian nonparametric
estimator Z; coincides with Samuels’ estimator (1). Then, our result provides with a
proper Bayesian derivation of Samuels’ estimator (1) as posterior expectation under
a Dirichlet process prior. While this is an interesting result, it is not surprising due to
the well-known interplay between Hoppe’s sampling scheme and the Dirichlet prior

(15D-

3 Discussion

We revisited the work of [7] from a Bayesian nonparametric perspective. In partic-
ular, we introduced a Bayesian nonparametric estimator of v;, and we showed that
Samuels’ estimator (1) is a Bayesian nonparametric estimator of 7y, with respect to
a squared loss function, under a Dirichlet process prior for P. Then, the estimator
71 may be viewed as a Bayesian smoothed version of the naive estimator m; ,n/N
discussed by [1] and [9]. In particular, as N and n become large, the effect of the
smoothing prior parameter 6 vanishes, and 7] becomes approximately the naive
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estimator. This motivates the underestimation phenomenon discussed in [7]. Our
Bayesian derivation of Samuels’ estimator (1) introduces a natural way to deal with
the problem of uncertainty quantification, which was missing in the original work
of [7]. With some effort results in Section 3.1. of [3] can be applied to derive the
posterior distribution of v; given the sample records (X1, ...,X,), and the posterior
distribution of 7; given the sample records (X, ...,X,). This posterior distributions
then provide with natural tools for quantifying uncertainty for the estimators ¥; and
1.

Given our derivation of Samuels’ estimator (1), one may consider the use of dif-
ferent prior distributions for the unknown composition P of the superpopulation.
For instance, one may consider the use of the celebrated two-parameter Poisson-
Dirichlet prior ([6]). Under this prior assumption one may still relies on results in
[3] to derive the posterior distribution of v; given the sample records (X1, ...,X,),
and the posterior distribution of 7; given the sample records (X, ...,X,). In general,
results [3] provide useful tools to deal with Bayesian nonparametric estimation of
v; and 7; under sufficiently flexible prior assumptions. It remains an open problem
to adapt our Bayesian nonparametric approach to deal with structural zeros. In that
regard a concrete direction of research would consist in making use of a Dirichlet
process prior with a spike and slab base measure (see, e.g., [8] and [2]). In other
terms, the nonatomic base distribution ¢ is replaced by a base distribution of the
form op(§) = £+ (1 — &), with § € [0,1] and o being a nonatomic distribu-
tion. The parameter { in then used to include the information on structural zeros,
taking on the interpretation of the proportion of structural zeros in the population or
records.
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