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Outside the GDPR: the challenge 
in ensuring an effective protection 
of  personal data. The Russian case

Jacopo Ciani*

Introduction**

Facing the beginning of the forth Industrial Revolution1 
and the “third wave of computing”2, contemplating the 
* Jacopo Ciani è dottore di ricerca in diritto industriale presso l’Università 
Statale di Milano ed assegnista di ricerca in materia di Big Data e flusso 
transnazionale di dati presso l’Università degli Studi di Torino.
** I would like to thank Mikhail Puzatko for his invaluable help in translating 
Russian statutes and case law and in presenting me his position of Russian 
citizen.
1 See Floridi, L. (2014) The fourth revolution, Oxford University Press. The 
first revolution was the Copernican revolution, centered on the heliocen-
tric model of the universe developed by Nicholas Copernicus (1473-1543). 
The second was the Darwinian one, starting from the evolutionary theory 
of Charles Darwin (1809-1882), thanks to which it was understood that we 
are no longer at the center of our planet but rather part of a chain of living 
beings. The third revolution was inaugurated with Sigmund Freud’s (1856-
1939) studies on the unconscious and responds to the idea that we are no 
longer at the center of ourselves. Finally, the fourth revolution is traced back 
to the English mathematician Alan Turing (1912-1954) who has made clear 
our nature of interconnected informational bodies, which share both with 
biological organisms and with artificial agencies and agents an information-
al environment called “infosphere”. See Floridi, L. (2014) The rise of the 
MASS, in L. Floridi (ed.), Protection of information and the right to privacy - a 
new equilibrium? Dordrecht, Springer, pp. 95-122.
2 For a critical review of the literature that offers and discusses definitions 
of this “third wave” see Manwaring, K., Clarke, R. (2015) Surfing the Third 
Wave of Computing - Contracting with eObjects, Computer Law & Security 
Review, 31, 5, 586-603, which defines it as “a move from a model of access-
ing the Internet and other internetworks almost exclusively via a desktop 
computer to alternative forms of distributed information technologies, such 
as smartphones, wearable computers, and sensors and microprocessors em-
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widespread use of computer processors with data communi-
cations and data handling capabilities, embedded in a vari-
ety of objects from phones, to cars, to many others everyday 
objects, that are readable, recognizable, locatable, addressa-
ble, and controllable via the Internet (so called Internet of 
Things3 or Ambient Intelligence4), states and stakeholders 
are increasingly aware that the application of some of the 
traditional principles of data processing may be challeng-
ing5. 

bedded in everyday objects”.
3 The concept of an Internet of Things (also known as “IoT”) has emerged in 
spring 1998, when Kevin Ashton presented to Procter & Gamble an idea that 
the addition of Radio-frequency identification (RFID) and other sensor tech-
nologies to everyday objects could create a mass-scale networking infrastructure 
that supports “interdevice internetworking”, cf. Gershenfeld, N., Krikorian, R., 
Cohen, D., The Internet of Things, 33 Scientific American, 2004, 76, 78. For a 
focus on the impact of IP rights covering IoT technologies on lock-in strategies 
aimed at foreclosing interoperability with competitors’ technologies see Ciani 
J., A competition law oriented look at the application of data protection and IP law to 
the Internet of Things: towards a wider «holistic approach», in Bakhoum, M., Conde 
Gallego, B., Mackenrodt, M.-O., Surblyte, G. (2018) Personal Data in Competi-
tion, Consumer Protection and IP Law - Towards a Holistic Approach?, MPI Stud-
ies on Intellectual Property and Competition Law, vol. 28, Springer, 215-249.
4 The term “ambient intelligence” was first used in 1998 in a series of workshops 
commissioned by consumer electronics company Philips, cf. Aarts E., Marzano 
S. (eds.). The New Everyday. Views on Ambient Intelligence, Rotterdam, 2003. 
The expressions ‘Ambient Intelligence’ or ‘Internet of Things’ sometimes are 
used interchangeably, other times they are used in different but overlapping 
contexts: all these terms conflate a vision of a foreseeable future technological 
ecosystem where the human will be surrounded by a seamless environment of 
computing, advanced networking technology and specific interfaces will grad-
ually envelope the physical environment, distributing the technology focus and 
its computing power from computers to an infinite multiplicity of everyday 
objects. Cf. de Andrade, N.N.G. (2010) Technology and Metaphors: from Cy-
berspace to Ambient Intelligence, in Observatorio (OBS) Journal, 4, 1; Riva, 
G., Vatalaro, F., Davide, F. and Alcañiz, M. (eds.) (2005) Ambient Intelligence: 
The Evolution of Technology, Communication and Cognition Towards the Future of 
Human-Computer Interaction, IOS Press, Amsterdam/Oxford.
5 Cate, F.H., Cullen, P. and Mayer-Schonberger, V. (2013) Data Protection 
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The scale of the collection and sharing of personal data and 
the cross border flows of such personal data has increased 
significantly. States have faced with the problem of “how” 
and “where” such data should be stored and controlled. 

Since the adoption of the Directive 95/46/EC of the Eu-
ropean Parliament and of the Council, EU Member States 
sought to harmonise the protection of fundamental rights 
and freedoms of natural persons in respect of processing ac-
tivities and to ensure the free flow of personal data between 
them6. While the objectives and principles of Directive 
95/46/EC remain sound, Member States acknowledged 
that it has not prevented a widespread public perception 
that there are significant risks to the protection of natural 
persons, in particular with regard to online activity. Differ-
ences in the level of protection of the right to the protection 
of personal data in the Member States, due to the exist-
ence of differences in the implementation and application 
of Directive 95/46/EC, have been identified as a major 
obstacle to the proper functioning of the internal market7. 
In order to ensure a consistent level of protection through-
out the Union and to prevent divergences hampering the 
free movement of personal data within the internal market, 
Regulation (EU) 2016/679 (GDPR) has been adopted8. It 
aims to provide natural persons in all Member States with 

Principles for the 21st Century, Books by Maurer Faculty, 23, available at ht-
tps://www.repository.law.indiana.edu/facbooks/23. 
6 Directive 95/46/EC of the European Parliament and of the Council of 
24 October 1995 on the protection of individuals with regard to the pro-
cessing of personal data and on the free movement of such data (OJ L 281, 
23.11.1995, p. 31). See Whereas (3) of the Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 April 2016.
7 Whereas (9) of the Regulation (EU) 2016/679 of the European Parliament 
and of the Council of 27 April 2016.
8 Whereas (13) of the Regulation (EU) 2016/679 of the European Parlia-
ment and of the Council of 27 April 2016.
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the same level of legally enforceable rights and obligations 
and responsibilities for controllers and processors, to ensure 
consistent monitoring of the processing of personal data, 
and equivalent sanctions in all Member States as well as 
effective cooperation between the supervisory authorities of 
different Member States. This Regulation does not apply 
to issues of protection of natural persons with regard to the 
processing of personal data by competent authorities for the 
purposes of the prevention, investigation, detection or pros-
ecution of criminal offences or the execution of criminal 
penalties, including the safeguarding against and the pre-
vention of threats to public security and the free movement 
of such data9. This is the subject of a more specific Union 
legal act, namely Directive (EU) 2016/680 (Directive for 
data protection in the police and justice sectors)10.

Several principles relating to processing of personal data 
are the same as those enshrined in the GDPR, but with 
further limitations, which can restrict, wholly or partly, the 
data subject’s right in order to assure the due performance 
of investigations and protect national security.

For example, as far as the characteristics the data should 
have in order to be processed by the competent authorities 
are concerned, not all the conditions set out by the GDPR 
in order to consider the data processing lawful and fair need 
to be met11. 
9 Whereas (19) of the Regulation (EU) 2016/679 of the European Parlia-
ment and of the Council of 27 April 2016.
10 Directive (EU) 2016/680 of the European Parliament and of the Council 
of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data by competent authorities for the purposes of 
prevention, investigation, detection or prosecution of criminal offences or 
the execution of criminal penalties, and the free movement of such data and 
repealing Council Framework Decision 2008/977/JHA.
11 The consent of the data subject, for instance, is not a necessary condition 
for processing personal data by the competent authorities when they order 
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The Directive for data protection in the police and justice 
sectors includes limitations on the rights to information, 
access and rectification thus attempting to strike a balance 
between the individual right to data protection and the 
processing interests and concerns of the police and other 
law enforcement-related agencies: if exercised to their full-
est extent these rights would undermine much of the work 
done by the police and the competent authorities within the 
criminal justice system. That is why special security-related 
needs have to be accommodated in the text of the Directive 
for data protection in the police and justice sectors, for the 
purpose of balancing the data protection objectives with the 
security policy objectives12.

The Directive for data protection in the police and justice 
sectors requires that personal information be allowed to be 
transmitted by an EU Member State to a third country only 
if the Commission has decided that the recipient ensures 
an “adequate” level of protection, as defined by the Court of 
Justice in the Schrems case13.

How to maintain a careful balance between, on the one 
hand, police and criminal justice work and, on the other, an 
increased level of personal data protection is a difficult task, 
which directly impact on our freedom and society. 

natural persons to comply with requests made in order to perform the tasks 
of preventing, investigating, detecting or prosecuting criminal offences (Re-
cital 35).
12 Di Francesco Maesa, C. (2016), Balance between Security and Fundamental 
Rights Protection: An Analysis of the Directive 2016/680 for data protection in 
the police and justice sectors and the Directive 2016/681 on the use of passenger 
name record (PNR), Eurojus.it.
13 CGUE, 6 October 2015, Maximillian Schrems v Data Protection Com-
missioner, C-362/14, ECLI:EU:C:2015:650, para 73, requiring the third 
country in fact to ensure, by reason of its domestic law or its international 
commitments, a level of protection of fundamental rights and freedoms that 
is essentially equivalent to that guaranteed within the European Union.
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The purpose of this paper is to analyse how different legal 
regimes may deal with this task.

Whereas States, of liberal political orientation, such as EU 
Member States, accepted the worldwide data localisation and 
was concerned by regulating and securing transnational data 
transfer, other States have chosen the “iron curtain” model of 
the protection and conservation of data, by way of a system 
which acknowledges full primacy to public security interests’ 
over the fundamental right to the protection of natural per-
sons in relation to the processing of their personal data. 

A well-known example of the latter is provided by the 
Russian regime of data protection.
Privacy and data protection legislation in Russia: 
Regulatory framework

For a number of years, personal data has not been a primary 
interest of the Russian government, business and media.

Russia ratified the 1981 Council of Europe Convention 
for the Protection of Individuals with regard to Automat-
ic Processing of Personal Data only in 2005 and adopted 
its Federal Law on Personal Data (here in after only “PD 
Law”, which is the primary source of legislation in the 
sphere of data protection in 200614. 

Although Russian data privacy regulation is still quite 
young, it is rooted in strong constitutional principles, with 
no comparable in many other European countries (as Italy). 
Article 23 of the Russian Constitution guarantees the right 
to privacy of personal life, personal and family secrets and 
14 The main piece of national legislation in Russia is the Federal Law on 
Personal Data dated 27 July 2006 (Personal Data Law). More data protec-
tion provisions can be found in the Constitution of the Russian Federation 
1993, Federal Law No. 149-FZ of 27 July 2006, on Information, Informa-
tion Technologies and Information Protection, the Russian Labour Code 
and numerous other regulations.
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correspondence for every individual, while under article 24 
of the Russian Constitution, it is forbidden to collect, store, 
use and disseminate information on the private life of any 
person without his or her consent. 

Therefore, as a general rule, the interception of communi-
cations or the monitoring and surveillance of an individual 
is allowed only with his or her explicit consent.

This constitutional rights are also protected under the PD 
Law, which takes an approach similar to the EU Data Pro-
tection Directive and the new EU General Data Protection 
Regulation and is based on most of the internationally ac-
cepted basic standards of data processing, as – for instance 
- the finality principle15, the data accuracy principle16, the 
storage limitation17.

Despite this, the Russian privacy law is in danger of re-
maining merely a declaration of good intentions. At present 
Russia seems to lag very far behind from achieving the end 
goal of properly balancing information privacy and security.

15 Under article 5 of the Personal Data Law, any data processing must be car-
ried out for specific, explicit and legitimate purposes, and the data collected 
or processed must be adequate, relevant and proportionate to the purposes 
of collection or further processing. The data operator must take all reasonable 
steps to ensure that inaccurate personal data is rectified or deleted. Article 5 
of the Personal Data Law obliges the data operator to destroy or deperson-
alise the concerned personal data, when the purposes of processing are met.
16 Personal data kept by the data operator must be relevant, accurate and 
up to date. Therefore, the data operator must regularly review the data and 
update, correct, block or delete it as appropriate (articles 21 and 22 of the 
PD Law).
17 As a general rule, the personal data must be stored by the data operator for 
the period required to accomplish the purpose of processing. Such a period 
must be limited to a strict minimum. The period during which the personal 
data can be retained will usually depend on the retention rules for the docu-
ments containing the personal data.
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Balancing rights

The fundamental right to the protection of personal data “is 
not, however, an absolute right, but must be considered in 
relation to its function in society”18.

Article 52 (1) of the 2000 Charter of Fundamental Rights 
of the European Union accepts that limitations may be im-
posed on the exercise of rights such as those set forth in Ar-
ticles 7 and 8 of the Charter, as long as these limitations are 
provided for by law, respect the essence of those rights and 
freedoms and, subject to the principle of proportionality, are 
necessary and genuinely meet objectives of general interest 
recognised by the European Union or the need to protect 
the rights and freedoms of others19.

As in the Charter system, also in the 1950 European 
Convention on Human Rights (ECHR) system, the right 
to respect for private and family life, guaranteed by Article 
8, needs to be applied while respecting the scope of other 
competing rights. Pursuant to Article 8 (2) of the ECHR, 
“There shall be no interference by a public authority with 
the exercise of this right except such as is in accordance with 
the law and is necessary in a democratic society [...] for the 
protection of the rights and freedoms of others”.

Consequently, both the ECtHR and the CJEU have re-
peatedly stated that a balancing exercise with other rights 
is necessary when applying and interpreting Article 8 of 
ECHR and Article 8 of the Charter. 

One of the rights likely to come into conflict with the 
individual’s interests in data protection is the society’s in-
terests in data collection for the sake of fighting crime and 

18 See, for example, CJEU, joined cases C-92/09 and C-93/09, Volker and 
Markus Schecke GbR and Hartmut Eifert v. Land Hessen, 9 November 
2010, para. 48. 
19 Ibid. para 50.
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ensuring national and public safety. The legal tasks of police 
and criminal justice authorities often require the processing 
of personal data which may entail serious consequences for 
the individuals concerned.

For this reason, detailed data protection rules are especial-
ly necessary in this area in order to give guidance on how 
data should be collected and kept; who should be allowed 
access to them; how data subjects should be able to exercise 
their data protection rights; and how control by independ-
ent authorities should be implemented. 

In the EU, the Police Data Recommendation adopted 
by the Council of Europe20 in 1987 gives guidance to the 
Contracting Parties on how they should give effect to the 
principles of the Convention for the Protection of Individ-
uals with regard to Automatic Processing of Personal Data 
(Convention 108) in the context of personal data processing 
by police authorities21. 

It does not provide for an open-ended, indiscriminate col-
lection of data by police authorities: on the contrary, it limits 
the collection of personal data by police authorities to what is 
necessary for the prevention of a real danger or the suppression 
of a specific criminal offence. Any additional data collection 
would have to be based on specific national legislation. 
The new Russian data localisation rules

The Datagate have had a significant impact on trust in the 
government, international relations and how we view pri-

20 The Council of Europe (CoE) was formed in the aftermath of the Second 
World War to bring together the states of Europe to promote the rule of law, 
democracy, human rights and social development. The Council of Europe 
comprised 47 member states, 28 of which are also EU Member States. 
21 CoE, Committee of Ministers (1987), Recommendation Rec(87)15 to 
member states regulating the use of personal data in the police sector, 17 
September 1987. 
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vacy. Since details regarding the U.S. NSA program were 
leaked in 201322, most countries have updated their surveil-
lance, data residency and retention laws in the interest of 
increased national security.

In facing these challenges, the most virtuous countries 
have taken into account the full range of interests and val-
ues that it should pursue: protecting national security while 
also respecting commitment to privacy and civil liberties23. 

The need to protect the national security against the ter-
rorist threat, greatly changed also the Russian government’s 
interest in data.

However, the question of striking the right balance be-
tween privacy and security has not apparently been an issue 
in this country. Started from 2014, it decided to create a 
regime of total control for the information available on the 
Internet and justified this on the ground of. 

The main vehicle for the implementation of this policy 
has been the Federal Law No. 242-FZ “On making amend-
ments to certain laws of the Russian Federation regarding 
clarification of the order of processing of personal data in 
information and telecommunication networks” (there and 
after “Law No. 242”), into force from 21 July 2014, requir-
ing all personal data “operators”24 that collect and process 

22 Lanchester, J. (2013) The Snowden files: why the British public should be 
worried about GCHQ, The Guardian, available at https://www.theguardian.
com/world/2013/oct/03/edward-snowden-files-john-lanchester; Bowden, C. 
(2013) The U.S. Surveillance Programmes And Their Impact On EU Citi-
zens’ Fundamental Rights, available at http://www.europarl.europa.eu/meet-
docs/2009_2014/documents/libe/dv/briefingnote_/briefingnote_en.pdf. 
23 These goals have been communicated to the American public and to key 
international audiences through the 2013 Report and Recommendations of 
The President’s Review Group on Intelligence and Communications Tech-
nologies, available at https://obamawhitehouse.archives.gov/sites/default/
files/docs/2013-12-12_rg_final_report.pdf. 
24 A personal data operator is a Russian equivalent for both personal data 
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Russian citizens’ personal data to use databases located 
within the territory of the Federation. 

These requirements apply to the personal data25 of all 
Russian citizens, irrespective of their legal relations with the 
personal data operators (including employees, customers or 
any other individuals). The aim of this provision was:

• to prevent security services of foreign countries from 
accumulating personal data of Russian Federation citizens26;

• to ensure the security of the Russian Federation in set-
ting up information systems, their operation and the pro-
tection of information contained therein27;

• to prevent Russian citizens’ data transfer from for-
eign companies to law enforcement agencies outside of the 
country28;

controllers and data processors. See note 30.
25 Under Article 3 of the Personal Data Law, the definition of personal data 
includes any data related to a directly or indirectly identified or identifiable 
individual, including among other things, information such as first name 
and family name, date and place of birth, address, information about marital 
and social status, welfare, education, profession, income ect., personal mobile 
phone numbers and emails. This is the definition that the Regulation (EU) 
2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data, and repealing Directive 95/46/
EC ascribes to the concept of ‘personal data’ in Article 4 (1): “any informa-
tion relating to an identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, directly or indirectly, 
in particular by reference to an identifier such as a name, an identification 
number, location data, an online identifier or to one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person”.
26 Federal Law No. 242-FZ On making amendments to certain laws of the 
Russian Federation regarding clarification of the order of processing of per-
sonal data in information and telecommunication networks, item 1, art.2
27 Federal Law No. 149- FZ On information, Information Technologies and 
on Protection of Information, 27.07.2006, item 5, art 3
28 Federal Law No. 152-FZ On Personal Data, 27.07.2006, item 5, art.15
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• to prevent Russian citizens’ personal data from being 
stored outside of the country.29

Russian Law No. 242 requires operators30 – particularly 
foreign companies whose data centres are historically lo-
cated outside of Russia – to move to Russia their servers 
processing Russians’ personal data. 

Personal data localisation rules immediately caused heat-
ed discussion in the mass media and received a very nega-
tive response from the business community. Notwithstand-
ing with that, a lot of major foreign companies operating in 
Russia have already complied with the law by establishing 
servers in Russia and rerouting their data flows. Google, 
Apple, Samsung, Uber, PayPal, Alibaba Group, and Book-
ing.com are reportedly among them.

Who has not complied with the new law, as LinkedIn, 
one of the world’s largest business and employment-oriented 
social network with over 400 million users in 200 countries31, 
had its website blocked in Russia due to violation of the Law. 

29 Ibid.
30 Unlike EU law, Russia does not have the concepts of ‘data controller’ and 
‘data processor’. Instead, Article 3 of the Personal Data Law defines a ‘perso-
nal data operator’ as an individual, a state body, municipal body or legal entity 
that, on its own or in cooperation with other persons, organises or performs 
(or both) processing of personal data and also determines the goals of that 
personal data processing, the content of the personal data to be processed 
and the actions (operations) performed with that personal data. In addition, 
article 6 the Personal Data Law makes provision for a third-party proces-
sing personal data at the assignment of the personal data operator. In such 
cases, the operator determines the scope and purposes of the data processing. 
Furthermore, in this case, the third party is also considered a personal data 
operator, with slightly reduced scope of obligations compared with the in-
structing operator (i.e., there is no special processor status).
31 In Italy, according to the Communication Market Monitoring System 
Consultabile su https://www.agcom.it/documents/10179/8772724/Alle-
gato+31-10-2017/4a43ce21-7ccf-4bc8-acc1-0db29b200f8c?version=1.0) 
Linkedin reaches around 10 milion unique users. 
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The Federal Service for Communications, Informa-
tion Technology and Mass Communications Supervision 
(Roskomnadzor) 32, the authority entitled to supervise the 
compliance to the Law No. 24233, authorised to conduct 
scheduled34 and unscheduled compliance audits and inspec-
tions based on claims from a data subject or information in 
mass media, or as a result of the systematic monitoring of 
the internet35 found that LinkedIn has violated Russian law 
by collecting and transfering data outside of the Russian 
Federation36. In its judgment the Taganskiy District Court 
confirmed the Roskomnadzor’s claim.

LinkedIn appealed the decision before the Court of Mos-
cow, without producing the desired effects. During the pro-
ceedings, LinkedIn argued that the social network and the 
website linkedin.com are operated by a company that is not 
present in Russia and thus Russian data requirements could 
not apply to it. The court, however, rejected the lack of juris-
diction argument on the grounds that LinkedIn was delib-
erately targeting the Russian Federation territory through 
the use of the Russian language on the website and the op-
tion to use advertising in Russian37.
32 The Federal Service for Supervision of Communications, Information Te-
chnology and Mass Media or Roskomnadzor is the Russian federal execu-
tive body responsible for media and telecommunications. See the English 
version of the official website of Roskomnadzor: http://eng.pd.rkn.gov.ru/.
33 It has been established in accordance with Russian President’s Decree No. 
1715 of 03 December 2008.
34 The list of companies subject to scheduled audits by Roskomnadzor is 
published on its website.
35 Thus, in 2015 Roskomnadzor conducted 1,264 personal data audits, while 
in 2016 the total was 1,406. Roskomnadzor found violations in 664 audits, 
which amounts to 47 per cent of all audits.
36 Taganskiy District Court, case No.2-3491/2016, 04 August 2016, 
Roskomnadzor vs LinkedIn.
37 Resolution of Moscow City Court dated 10 November 2016 No. 33-
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Of course LinkedIn’s case is not the sole in which Russian 
courts have blocked non-compliant websites, but one of the 
muchpublicised, after that Alexey Navalniy claimed that it 
was the first attempt of censorship committed by President 
Putin, before the 2018 presidential elections. Roskomnad-
zor reported that it has reached an agreement with Twitter 
that the latter will transfer its servers with personal data 
of Russian nationals into Russia by the middle of 201838. 
In the middle of 2017, also Facebook and Telegram have 
received Roskomnadzor’s notifications and Russia increased 
the overall amount of fines for violations of personal data 
laws up to 5.9 million Russian roubles39.
The new Russian data retention rules

Almost simultaneously with the localisation rules, Russia 
also adopted a set of even more burdensome public securi-
ty measures against terrorism, imposing new data retention 
obligations on almost any over-the-top internet communi-
cation services.

With effect from February 2015, “organisers of distri-
bution of information on the internet” (i.e., essentially any 
company operating an online communication service) are 
required to retain and store on Russian territory metadata 
on all internet communications of their Russian users for six 
month and to disclose it to the Russian authorities upon its 
first request40.

38783/2016.
38 See www.vedomosti.ru/technology/articles/2017/04/20/686551-twit-
ter-lokalizuet-dannie. 
39 Raul, A. C.(ed.) (2017) The privacy, data protection and cybersecurity law 
review, 4th ed., 284. 
40 Article 10.1 of Federal Law No. 149-FZ of 27 July 2006 (as amended by 
Federal Law No. 97-FZ of 5 May 2014).
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A second set of amendments was adopted on July 2016, 
when the Russian President signed Federal Law No 376-
FZ that is also known as the “Yarovaya” law. 

Under this law, online communication service providers 
are requested to provide to Russian security agencies infor-
mation necessary to decode (decrypt) encrypted electronic 
communications of their users upon request.

Furthermore, starting from 1 July 2018, both online com-
munication service providers (such as those that operate 
chat and instant messenger services) and telecom service 
providers may be required to retain and store the contents 
of all communications of their internet users for a period 
up to six months by virtue of generally applicable statutory 
requirements rather than court orders. 

Still, court orders will be required for law enforcement au-
thorities in order to access such data.

Failure to comply with orders may result in administrative 
prosecution of a relevant company and its officers in the 
form of fines41.

Alternatively, criminal investigation authorities are also au-
thorized to order and conduct searches and seizures at compa-
nies’ premises to obtain certain documents or electronic data.

If any foreign managers of a company receive an administra-
tive punishment and are also subject to any other administra-
tive fines (for any other administrative violation), they risk be-
ing denied Russian visas or entry into the Russian Federation.

In 2016 Russian’s authority has already demanded to the 
chat application Telegram to hand over the encryption keys 
necessary to access its encrypted-messaging service. The 
company refused to cooperate with Russia’s Federal Securi-

41 According to Article 13.11 of the Code of the Russian Federation on Ad-
ministrative Offences the administrative fine maximum amount is currently 
relatively low (approximately US$1,300) per violation.
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ty Service (FSS), because of the “unclear” interpretation of 
the law. Later on September 27 he announced that Russia’s 
Federal Security Service challenged Telegram’s violation of 
antiterrorism law, threatening to block its services. Later, 
German Klimenko (President Vladimir Putin’s advisor on 
Internet-related issues) in his interview to the TASS report-
ers made an ultimatum, where he argued that “sooner or 
later” Telegram “will be forced to cooperate and institution-
alize himself in Russia” and elsewhere42.

Also Edward Snowden argued that the so called “Big 
Brother law” was an “unworkable, unjustifiable violation of 
rights” that would “take money and liberty from every Rus-
sian without improving safety”.43

However, “Yarovaya law” is only the top of the censorship’s 
iceberg in the Russian surveillance legal system. In 2017, 
Russian Parliament (Duma) approved a number of laws that 
forbid VPN services and President Putin has signed a law 
that bans technology enabling access to access banned web-
sites, including virtual private networks and proxies. Internet 
providers will have to block websites hosting such tools44. 

Another law orders chat apps to identify users by their 
phone numbers starting from January 1. For example, Face-
book Messenger and other chat apps, like WhatsApp, Tel-
egram and Hornet, will now be required to collect users’ 
phone numbers, and to limit access for users who spread 
illegal content.

42 “Klimenko: Durov will soon or later have to cooperate with the state”, TAAS 
Russian News Agency, 27 September 2017, Moscow, Russian version is avai-
lable via http://tass.ru/obschestvo/4595850. 
43 “Russia passes ‘Big Brother’ anti-terror laws”, Alec Luhn, the Guardian 
26 June 2016.
44 Federal Law No. 241-FZ, On Amendments to Articles 10-1 and 15-4 of 
the Federal Law On Information, Information Technologies and Informa-
tion Protection, 29 July 2017.
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Thus Roskomnadzor and the FSS have received a huge 
power, enabling them to receive, store and use a huge mass 
of data information about every person or organization 
through crossing the whole territory of the Russian Federa-
tion (without any limitation on citizenship or residence) and 
to block and forbid access to the dissident internet and tele-
communication service providers that refuse to comply with 
the new law and to cooperate with the enforcing authorities. 
Case law of  the European Court of  Human Rights

Russia has a problematic track record with regard to com-
pliance of its signal intelligence programs with human 
rights norms. 

In the case Roman Zakharov v. Russia45, the European 
45 See Zakharov, R. v. Russia App. No. 47143/06 (Eur. Ct. H. R. Dec. 4, 2015). 
Shortly after Zakharov, the ECHR reached a similar decision regarding sur-
veillance in Hungary, a former Iron Curtain state with a legal system that 
suffers from fundamental flaws comparable to Russia’s. See ECHR, Szabo v. 
Hungary, 2016, http://hudoc.echr.coe.int/eng?i=001-160020. For a discus-
sion of the decision, see Rona, G., Aarons, L. (2016) State Responsibility to 
Respect, Protect, and Fulfill Human Rights Obligations in Cyberspace, 8 J. 
Nat’l Security L. & Pol’y 503, 527-28; De Hert, P., Cristobal Bocos, P. Case of 
Roman Zakharov v. Russia (23 December 2015): The Strasbourg follow up 
to the Luxembourg Court’s Schrems judgment, available at www.strasbour-
gobservers.com; Woods, L. Zakharov v Russia (16 December 2015): Mass 
Surveillance and the European Court of Human Rights, in www.eulawanal-
ysis.blogspot.it; Pollicino, O., Bassini, M. La Carta dei diritti fondamentali 
dell ’Unione europea nel reasoning dei giudici di Lussemburgo, in G. Resta, V. 
Zeno-Zencovich (eds.) (2016) La protezione transnazionale dei dati personali, 
Roma Tre-Press, 101 e ss., which point out that the Court found the viola-
tion of art. 8 of the ECHR, even if in this case there was no evidence that the 
appellant had suffered actual injury to his privacy. The prospect of a risk of a 
breach of their privacy rights due to surveillance is sufficient, in the words of 
the Court, to consider violated the right to privacy enshrined in art. 8 of the 
ECHR. See also ECHR, Kennedy v. United Kingdom, App. No. 26839/05, 
May 18, 2010, http://hudoc.echr.coe.int/eng?i=001-98473. The approach of 
the European Court of Human Rights is in stark contrast to the ruling of 
the United States Supreme Court in the case of Clapper, where the Supreme 
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Court of Human Rights reviewed the Russian program for 
the surveillance of mobile communications, which failed to 
provide adequate safeguards for privacy. 

On December 4, 2015, the Grand Chamber concluded 
“that Russian legal provisions governing interceptions of 
communications do not provide for adequate and effective 
guarantees against arbitrariness and the risk of abuse which 
is inherent in any system of secret surveillance, and which is 
particularly high in a system where the secret services and 
the police have direct access, by technical means, to all mo-
bile telephone communications. In particular, the circum-
stances in which public authorities are empowered to resort 
to secret surveillance measures are not defined with suffi-
cient clarity. Provisions on discontinuation of secret surveil-
lance measures do not provide sufficient guarantees against 
arbitrary interference. The domestic law permits automatic 
storage of clearly irrelevant data and is not sufficiently clear 
as to the circumstances in which the intercept material will 
be stored and destroyed after the end of a trial. The author-
isation procedures are not capable of ensuring that secret 
surveillance measures are ordered only when “necessary in a 
democratic society”. The supervision of interceptions, as it is 
currently organised, does not comply with the requirements 
of independence, powers and competence which are suffi-
cient to exercise an effective and continuous control, public 
scrutiny and effectiveness in practice. The effectiveness of 
the remedies is undermined by the absence of notification at 
any point of interceptions, or adequate access to documents 

Court rejected the respondents’ standing plea based on the claim that they 
have suffered injury which is traceable to Section 702 of the Foreign Intelli-
gence Surveillance Act of 1978 (FISA), 50 U.S.C. para.1881a, because there 
is an objectively reasonable likelihood that their communications with their 
foreign contacts will be intercepted under para.1881a at some point, ruling 
that the respondents’ claims are highly speculative.
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relating to interceptions.”.
Indeed, National security laws must provide a level of 

foreseeability46 such that individuals have an adequate in-
dication of the circumstances and conditions that might 
trigger an interference with a fundamental right47. Where 
the domestic system does not afford a practical and effec-
tive remedy48 to the person who suspects that he or she was 
subjected to secret surveillance, widespread suspicion and 
concern among the general public that secret surveillance 
powers are being abused cannot be said to be unjustified. 

46 In the context of secret surveillance, however, “‘foreseeability’ of the law 
does not go so far as to compel States to enact legal provisions listing in 
detail all conduct that may prompt a decision to subject an individual to 
secret surveillance.”. Whereas (33) of the Directive (EU) 2016/680 of the 
European Parliament and of the Council of 27 April 2016 states that “a 
Member State law, legal basis or legislative measure should be clear and 
precise and its application foreseeable for those subject to it, as required by 
the case-law of the Court of Justice and the European Court of Human 
Rights. Member State law regulating the processing of personal data within 
the scope of this Directive should specify at least the objectives, the personal 
data to be processed, the purposes of the processing and procedures for pre-
serving the integrity and confidentiality of personal data and procedures for 
its destruction, thus providing sufficient guarantees against the risk of abuse 
and arbitrariness”.
47 See also ECHR, Liberty v. United Kingdom, 2008, where the Court held 
that the U.K. violated its Convention obligations against arbitrary interfer-
ence in an individual’s “private and family life, his home and his correspond-
ence” as governing legislation conferred almost unfettered power to capture 
and read emails originating from outside the UK in order to protect na-
tional security or economic interest, and ECHR, Szabo v. Hungary, cit., , in 
which the European Court of Human Rights upheld petitioners’ challenge 
of sweeping legislation authorizing police to search houses, postal mail, and 
electronic communications and devices without judicial approval when seek-
ing to prevent terrorism or otherwise protect national security. 
48 Cole, M. D., Vandendriessche, A. (2016) From Digital Rights Ireland and 
Schrems in Luxembourg to Zakharov and Szabó/Vissy in Strasbourg: What 
the ECtHR Made of the Deep Pass by the CJEU in the Recent Cases on 
Mass Surveillance, 2 Eur. Data Protection L. Rev. 128.



Ciani56

In another case, Shimovolos v. Russia49, related to the regis-
tration in a “surveillance database” of the name of a human 
rights activist and the monitoring of his movements (along 
with his arrest in this connection)50, the Court also found 
a violation of Article 8 because the database had not been 
established by a ministerial order or published or made ac-
cessible to the public in any other way. Citizens were not 
able to know why a person was registered on this database, 
how long information was kept on the subject, what type of 
information was recorded, how the information was stored 
and used, or who was in charge of it. The Court has held 
that the law must clearly indicate the scope and manner 
of exercise of the discretion conferred on the domestic au-
thorities to collect and store in the Surveillance Data base 
information on persons’ private lives51.

A third very recent case, Ivashchenko v. Russia52, concerned 
the context of customs controls and the customs officials’ 
power to search and copy individuals’ electronic data to de-
termine whether its holder had any prohibited “extremist” 
content. 

In the Convention proceedings, the applicant complained, 
inter alia, under Article 8 of the Convention that the cus-
toms authorities had unlawfully and without any valid rea-
sons or reasonable suspicion examined and copied the elec-
tronic data contained on his laptop and that he sought in 
vain judicial review of the customs officials’ acts.

The Court concluded that the safeguards provided by 

49 ECHR, Shimovolos v. Russia, no. 30194/09, 21 June 2011. 
50 See Ciociari, J. D., Franzblau, J. M. Hidden Files: Archival sharing, ac-
countability, and the right to the truth, Columbia Human Rights Law Review, 
Vol. 46, No. 1, 2014, online at SSRN: https://ssrn.com/abstract=2446205. 
51 Id. para. 69-70. 
52 ECHR, Ivashchenko v. Russia, 02/01/2019.
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Russian law do not offer individuals adequate protection 
against arbitrary interference. It did not appear that the 
measure was based on some assessment of proportionality 
or reasonable suspicion relating to an offence. Indeed, the 
Court was not convinced that the fact that the applicant 
was returning from a disputed area constituted in itself a suf-
ficient basis for proceeding with the extensive examination 
and copying of his electronic data. In the Court’s view, by 
submitting his effects to customs controls a person does not 
automatically and in all instances waive or otherwise forgo 
the right to respect for his “private life” or “correspondence”. 

There were also deficiencies in the domestic regulatory 
framework as the domestic authorities, including the courts, 
did not consider it relevant, at any stage or in any manner, 
that the applicant was carrying journalistic material. 
Conclusion

Although Russian personal data laws are in many respects 
similar to the EU personal data laws and in line with inter-
national standards in this area, Russian laws and enforce-
ment practices are based on the apparent priority of Russian 
national security interests and public safety over privacy, and 
Russian authorities are vested with wide powers to collect 
or intercept private or personal data.

The ECHR acknowledges that states have a wide margin 
of appreciation with regard to the existence of a situation 
affecting national security and – generally speaking – points 
out that it is not well equipped to challenge the judgment by 
the national authorities in any particular case that national 
security considerations are involved.

The main focus of its assessment is the matter of “neces-
sity in a democratic society”, a concept of “quasi-emergency 
situations” of an exceptional character requiring the correc-
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tional interference of a state and the burden of proving that 
the interference has been proportionate.

The reported decisions show as Russia failed to find a suf-
ficient balance between data protection right and excep-
tions. 

The consequences of the ECHR decisions are still not 
clear. Probably, the conclusions of ECHR will be ignored 
in practice.

On December 2017, Russia’s Parliament adopted a new 
domestic legislation allowing the Constitutional Court of 
Russia to overthrow ECHR decisions and pronounce them 
“non-executable” if the court deems they contradict Russian 
constitution53.

When lawyers all get dragged into GDPR-compliance 
related runs, it should not be forgotten that Russia still lives 
in a different dimension to most European states, where the 
question of Russia’s relationship with the Strasbourg system 
and its implementation of judgments of the ECHR holds 
the stage. 

53 Sims, A., Vladimir Putin signs law allowing Russia to ignore international 
human rights rulings, Indipendent, 15 December 2017, available at http://
www.independent.co.uk/news/world/europe/vladimir-putin-signs-law-al-
lowing-russian-court-to-overthrow-international-human-rights-rulin-
gs-a6773581.html. 
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